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Preface

The 2005 Secure Mobile Ad-hoc Networks and Sensors (Secure MADNES 2005)
International Workshop was the first of an annual series of conferences on se-
curity issues for emerging technologies. Its purpose is to create a collaborative
research forum bringing together the mobile networking community and the se-
curity community.

Secure MADNES 2005 received 33 submissions. The submitted papers were
carefully reviewed, each by at least three members of the Program Commit-
tee. The Committee selected 12 papers for inclusion in the conference pre-
proceedings, resulting in an acceptance rate of 36%. Revised versions of the
accepted papers are included in these proceedings.

In addition to the presentations of the submitted papers, the conference pro-
gram included five invited keynote lectures by eminent researchers, and a panel
discussion. The Datamaxx Group Keynote was given by Virgil Gligor, on the
security of emergent properties in traditional ad-hoc networks. Rebecca Wright
gave the second keynote lecture on privacy-preserving data-mining. The third
keynote lecture was by Evangelos Kranakis on enhancing intrusion detection in
future wireless mobile networks. This was followed by a keynote lecture by Yu-
liang Zheng on efficient cryptographic techniques for mobile ad-hoc networks.
The last speaker, René Peralta, could not be present at the meeting (having
just joined NIST, the National Institute for Standards and Technology). His
invited paper, on determining network topology properties via dark-encounter
computations, is included in the proceedings.

The Panel Discussion focused on authentication in constrained environments,
and featured the participation of Virgil Gligor, Evangelos Kranakis, Doug Tygar,
Yuliang Zheng, and Mike Burmester, in addition to enthusiastic participation by
conference attendees.

We thank the Program Committee (listed on the next page) for their hard
work in reviewing the papers and selecting the program from the submitted
papers. We also thank Feng Bao and Breno de Medeiros for their work as General
Chairs, Breno de Medeiros for compiling the transcripts of our panel, and Tri
van Le for checking and compiling these proceedings.

We are delighted to thank the generous financial support from the Army
Research Office, the Datamaxx Group, and the FSU SAIT Laboratory.

Finally, we thank all the authors who submitted papers, all the conference
attendees, our keynote speakers and our panelists, whose participation made the
conference possible.

May 2006 Mike Burmester
Alec Yasinsac
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Keynote: On the Security of Emergent
Properties in Traditional and Ad-Hoc Networks

Virgil D. Gligor

Electrical and Computer Engineering Department
University of Maryland, College Park, Maryland 20742
gligor@beckmann.eng.umd.edu

Abstract. A common characteristic of all networks is that of emer-
gent properties. Intuitively, emergent properties are features that cannot
be provided by individual network nodes themselves but instead result
from interaction and collaboration among network nodes. In this paper,
we present the salient characteristics of these properties (e.g., they are
probabilistic, their locus and time may be uncertain) and discuss their
security implications. Several examples of emergent properties in sen-
sor and ad-hoc networks are discussed including key connectivity, trust
establishment, and node replica detection. We contrast these examples
with those of more traditional networks (e.g., distributed denial of ser-
vice, and point out the inherent limitations of the end-to-end argument
which guided much of the Internet design, in network security. We con-
clude with a common theme of current research in security of emergent
properties, namely that of a new threat model whereby the adversary
may adaptively compromise nodes of a network.

M. Burmester and A. Yasinsac (Eds.): MADNES 2005, LNCS 4074, p. 1, 2006.
© Springer-Verlag Berlin Heidelberg 2006



A Novel Pairwise Key Predistribution Scheme
for Ubiquitous Sensor Network

Jong Sou Park!, Mohammed Golam Sadi!, Dong Seong Kim?,
and Young Deog Song?

! Computer Engineering Department, Hankuk Aviation University, Korea
{jspark, sadi, dskim}@hau.ac.kr
2 Department of Information Security Engineering, Hanseo University, Korea
songyd0614se@naver.com

Abstract. Secure communication is an open challenge for Ubiquitous
Sensor Network (USN) collecting valuable information. Sensor nodes
have highly constrained resources like limited battery power, memory,
processing capabilities etc. These Limitations make infeasible to apply
traditional key management techniques such as public key cryptography
or other complex cryptographic techniques in the USN. Based on polyno-
mial key pre-distribution protocol, we propose a novel key predistribution
technique to establish a pairwise key between sensors. In our scheme, we
adopt the Probabilistic Randomness concept on the basis of Grid Based
Scheme in a way to achieve improved resiliency over large number of
node compromise compared to the existing key predistribution schemes.
Beside substantial improved resiliency, it also provides high probability
and efficiency in establishing pairwise keys both in direct or path dis-
covery method. Security analysis shows the effectiveness of our scheme
in terms of resiliency improvement with little additional overheads in
memory and communication.

1 Introduction

In this paper, we propose a novel key predistribution scheme for Ubiquitous
Sensor Networks (USN). USN consists of a large collection of small autonomous
devices called sensor nodes. A sensor node is powered with battery and equipped
with integrated sensors. It has limited data processing capabilities and can per-
form short-range radio communication with other sensors. Resource constraints
in the sensor node establish the perception that traditional Public Key Cryptog-
raphy (PKC) and key distribution center are beyond the capabilities of sensor
nodes. The software implementation of ECC for 8-bit CPUs has showed the
possibility to take advantage of PKC to constrained devices such as embedded
system [6], but it is still not feasible for USN since sensor nodes are highly re-
source constrained than embedded system. In order to ensure security to USN,
we exploit key predistribution schemes that have been widely accepted since
the early stage of Wireless Sensor Network (WSN) development. USN uses the
infrastructure of WSN and consists of a large number of sensor noses. Accord-
ingly, the key predistribution schemes can be applied to USN. Several studies

M. Burmester and A. Yasinsac (Eds.): MADNES 2005, LNCS 4074, pp. 2-{I3] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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[1 — 4,6,7] have proposed key predistribution schemes for securing WSN but
they have some drawbacks against large number of node comprise which has the
same effect on USN. In order to solve the problem of resiliency against large
number of node compromise, we propose a novel key predistribution scheme.
In our scheme, we adopt probabilistic randomness concept on the basis of the
grid based scheme. The combined effect of these two basic schemes improves the
network resiliency to a much higher level against large number of node com-
promise. Besides this improvement, our scheme also ensures establishment of
pairwise keys between any pair of nodes with a high probability. Even if some
nodes in the network are compromised, the scheme ensures the establishment of
pairwise keys between the non-compromised nodes. Another advantage is that a
sensor can determine whether it can establish a pairwise key with another node,
which reduces communication overhead in some extent.

2 Overview of Our Novel Pairwise Scheme

This section presents our proposed scheme in detail. We use grid based scheme
[7] as the basis of our scheme and then imply the concept of the probabilistic
randomness [4] over the grid based scheme. For a sensor network of N nodes, the
setup server constructs a m x m grid where m = [v/N| and allocates distinct
group of polynomials to each row and column of the grid. The setup server then
assigns each sensor node an intersection in the grid. For the sensor at the inter-
section (i,7), 7 polynomials are randomly chosen from each polynomial groups
assigned to the corresponding row and column. If any two nodes have polynomial
shares in common, they can establish a unique pairwise key between them. We
can choose the the value of N larger than the actual number of sensor nodes to
be able to expand the network in future. We denote the ID of a sensor as the
concatenation of the binary representations of the row and column coordinates
[l = [logam] ]. Syntactically, we represent an ID constructed from the coordinate
(i,7) as (i, 7). For ease of presentation, we denote ID i as (r;, ¢;), where r; and
¢; is the first and last [ bits of ¢ respectively.

Pairwise key establishment between two sensor nodes is performed in a se-
quence of three phases: Setup, direct key establishment and path key establish-
ment. In the setup phase polynomial shares are distributed to the sensor nodes
before deployment. After deployment, sensors start second phase to establish a
direct pairwise between neighbors. If they can establish a pairwise key success-
fully then they do not need to go through the third phase. Otherwise, they need
to start path key establishment phase to establish a path key by the help of
other sensors in a path. The details of each phases are explained below.

2.1 Setup: Polynomial Assignment

The setup server does the following activities to initialize the sensors for the
network:

— Randomly generates 2mw number of ¢ degree bi-variate polynomials F' =
{7 (@y), £ (@, 9) }iso w1 OVer afinite field F,, where ¢ is prime number
that is large enough to accommodate a cryptographic key.
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Fig. 1. Polynomial allocation and key discovery mechanism of our scheme

— To identify the polynomials the setup server assigns each polynomial a unique
ID.

— Groups the polynomials f/ (z,y);—g .1 into m subgroups f
(z,9) i=0.....m—1, Where each group contains w distinct polynomials and as-
signs to each row of the grid.

— Similarly the setup server groups the polynomials ff (z,y),_¢ ., into
m distinct subgroups fg, (7,9),— ,,_; that are allocated to each column
of the grid as shown in Figure 1.

— The setup server allocates an unoccupied intersection (4, 7) in the grid for
each sensor and randomly picks 7 polynomials from the two allocated poly-
nomial groups corresponding to i*" row and j** column of that intersection.
Then these polynomial shares of these 27 polynomials with their IDs and
the ID (i, j) are assigned to the sensor node.

— The possible order of allocation of sensor nodes in the grid is done in a
way shown in Fig. 2 so that they will occupy the dense rectangular area to
facilitate the path discovery phase.

2.2 Direct Key Establishment

Direct key establishment between any two sensor nodes is accomplished in two
steps. Firstly, the sensors need to find out whether they are able to establish
a pairwise key between them. Secondly, they need to find the exact common
polynomial share of the same bivariate polynomial to establish a pairwise key.
These two steps are explained below:

— The sensors broadcast their IDs in simple text. After getting an ID from its
neighbor it checks the row and column part of the ID. For example, any two



A Novel Pairwise Key Predistribution Scheme for USN 5

Jap, (69
PRy
Jo @
fo ) (5 (o) 7)
fey (@—()—8)
f;}o x.» (1 @ \9

Ja, o) J (2 3) oy @) fog ) fo (59) foy (53
Fig. 2. An example of order of node assignment in our scheme

sensor nodes ¢ and j check whether ¢; = ¢; or r; = rj. If ¢; = ¢;, then it
is confirmed that both nodes have 7 polynomial shares from the polynomial
group fS. (x,y). Similarly if r; = r;, then their polynomial share are selected
from the same polynomial group f7, (z,y).

— In second step, to discover a common bivariate polynomial, these two sensors
exchange the IDs of their 7 polynomial shares by broadcasting them in simple
text. To protect the IDs from the attacker, one node may challenge the
other node to solve puzzles instead of disclosing the IDs of the polynomials
directly. For example, using the challenge response protocol [2,4], sensor
node ¢ may broadcast an encrypted list o, Ey, (®),_; 5 ., Where k, is a
potential pairwise key the other node may have by evalu:itirig the polynomial
shares. If node j can correctly decrypt any one of these, it can establish
pairwise key with the source node i.

2.3 Path Key Establishment

If two sensors fail to establish a pairwise key directly, they must start path key
establishment phase. For example, nodes ¢ and j have to use path discovery when
¢i # ¢j and r; # r; or when they do not have any common polynomial share
on the same bi-variate polynomial. We note that either node (r;,¢;) or (rj,c;)
has a high probability to establish a pairwise key with both the nodes i and
j as they have 7 polynomials selected randomly from same polynomial group.
Indeed, if there is no compromised node, it is obvious that there might exist
at least one node that can be used as an intermediate node between any two
sensor nodes due to the node assignment algorithm. For example, in Fig. 1, both
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nodes <i',j> and <i,j,> can help node (i,j) to establish a pairwise key with

node <i/,j/>. However, in some situations, if both of the above intermediate
nodes have been compromised or out of communication range, there are still

alternative key paths. For example, in Fig. 1, nodes (i, m — 2) and <i/,m — 2>

can work together to help node (i, j) to setup a common key with <i/, j/>. Thus

all the nodes that belong to same row or column of the of the communicating
nodes, can help to setup a pairwise key between them. Indeed, there are up to
2(m — 2) pairs of such nodes in the grid. The algorithm to discover key paths
between sensor nodes S and D using two intermediate nodes is same as proposed
in [7] and stated as follows:

— The source node S determines a set L of non-compromised nodes with which
it can establish pairwise key directly using a non-compromised polynomial.
S randomly picks a set Ly of d sensor nodes from L. S also generates a
random number r, and maintains a counter ¢ with initial value 0.

— For each node u € Lg, S increments the counter ¢ and computes K. =
F (r,c), where F is a pseudo random function [5]. Then S sends to u the IDs
of S and D, ¢ and K. in a message encrypted and authenticated with the
pairwise key K, between S and wu.

— If a sensor node u € Ly receives and authenticates such a message, it knows
that node S wants to establish a pairwise key with D. Node u then checks
whether the two sensor nodes {(c,,rq) and (cq,7,) are compromised or not.
If v finds a non-compromised node v, v can establish a pairwise key with D
through v. Then u sends the IDs of S and D, ¢ and K, to v in a message
encrypted and authenticated with the pairwise key K, , between u and v.

3 Security Analysis of Our Scheme

In our scheme, each sensor has 27 polynomial shares where each 7 polynomial
shares are randomly taken from the distinct subgroups allocated to the corre-
sponding row and column. We assume there are N = m X m sensors in the
network. According the node assignment algorithm, each sensor node has a very
high probability to establish a pairwise key with 2 (m — 1) sensor nodes directly.
Thus, among all the other sensors, the percentage of nodes that a node can
establish a pairwise key directly is,
2m—1) 2(m-1) 2 1
N—-1 ~ m2—1 m+l S
First we compute the desired values for security parameter and then focus our
attention to the performance of the our scheme under two types of attacks. First,
the attacker may target the pairwise key between any two sensors. The attacker
may either try to compromise the pairwise key or prevent the two sensor nodes
from establishing a pairwise key. Second, the attacker may target the entire
network to lower the probability that two sensors may establish a pairwise key
or to increase the cost to establish pairwise keys.
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3.1 Preferred Values of w, 7

For any pair of nodes, establishing a pairwise key between them is possible if
the key sharing graph of the nodes is connected. Given the size and the density
of a network, we can calculate the values for w and 7 so that the node graph is
connected with high probability. We use the following approach adapted from [4].

Computing Required Local Connectivity. Let p. be the probability that
the key sharing graph is connected. We call it global connectivity. We use local
connectivity to refer to the probability of two neighboring nodes sharing at least
one polynomial. To achieve a desired global connectivity p., the local connec-
tivity must be higher than a certain value; we call this value the required local
connectivity, denoted by prequired- Using connectivity theory in a random graph
by Erdos and Renyi [8], we can obtain the necessary expected node degree d (i.e.
the average number of edges connected to each node) for a network of size N,
when N is large in order to achieve a given global connectivity, p.:
d =" i (N) ~ In (<1 ()] )
For a given density of sensor network deployment, let n be the expected num-
ber of neighbors within wireless communication range of a node. Since the ex-
pected node degree must be at least d as calculated above, the required local
connectivity prequireacan be estimated as:

d
Prequired = ﬁ (3)

Computing Actual Local Connectivity. After we have selected values for
w and 7, the actual local connectivity is determined by these values. We use
Pactual t0 TEpresent the actual local connectivity, namely pgctuar is the actual
probability of any two neighboring nodes sharing at least one polynomial share
(i.e. they can find a common key between them). Since pactuar = 1 — pr (two
nodes do not share any polynomial),

pactualzl—%zl_% (4)

The values pyetua; have been plotted in Fig. 3 when w varies from 0 to 100 for
values of 7 = 2,4,6,8. For example, when 7 = 6, the largest w we can choose
while achieving the local connectivity pgctuar > 0.7 is 35.

Computing w and 7. Getting the required local connectivity prequired and
the actual local connectivity pgctuqr, in order to achieve the desired global con-
nectivity p., we should have pgciaui > Prequireds

((w—1)?2 - N-—-1
(w=27)lw! = nN
Therefore, in order to achieve certain p. for a network of size N and the

expected number of neighbors for each node being n, we just need to find values
of w and 7, such that Inequality (5) is satisfied.

1—

[ln(N) — In(pc)] (5)
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Fig. 3. Probability of sharing at least one key between nodes

3.2 Attacks Against a Pair of Sensors

One simple way to compromise a pairwise key is to compromise one of the
related sensors. In this case, security protocol has nothing to do. The other way
to compromise the pairwise key without compromising the related nodes is to
compromise the shared polynomial between them. Our scheme provides a strong
resistance for this situation. Assume two nodes u and v can establish a pairwise
key directly. To compromise the shared pairwise key between them, the attacker
needs to compromise at least ¢ + 1 sensors that have polynomial shares on same
bivariate polynomial. Due to the polynomial distribution algorithm only the
sensor nodes that belong to same row or column as the related sensors, has a
certain probability to have the same polynomial shares. So, it is very difficult
to compromise the selected t + 1 sensors from the pool of nodes in the network.
Further, we may abolish this threat by restricting the use of each polynomial
shares at most ¢ + 1 times among the sensors in a particular row or column
in the grid. As a result, an attacker cannot recover a polynomial unless he/she
compromises all the related sensors. This method puts a limit on the maximum
numbers of sensors in a particular row or column for a combination of w and
7 . Indeed given the above constraint, the total number of sensors in a row or
column cannot exceed {22 Even if the attacker successfully compromises the
polynomial (as well as the pairwise key), the related sensors can still reestablish
pairwise key using one of the noncompromised polynomial shares stored in their
memory or using new round of path discovery process. From the path discovery
process, we know that there are m — 1 pair of nodes, which can help v and v to
reestablish a pairwise key. To prevent node u from establishing a key with node
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v completely attacker has to compromise all of the pair of nodes otherwise there
will be a possibility to establish a pairwise key between them through multiple
rounds of path discovery process.

Now we consider the scenario where nodes u and v establish a pairwise key
through path key establishment. The attacker may compromise one of the sensors
involved in the key path. If the attacker has the message used to deliver the key,
he/she can recover the pairwise key. However, the related sensors can establish
a new key with a new round of path key establishment once the compromise
is detected. To prevent the sensors from establishing another pairwise key, the
attacker has to block at least one sensor in each path between u and v. There are
2m — 2 key paths between u and v that involve one or two intermediate nodes.
Besides the key path with the compromised node, there are at least 2m —3 paths.
To prevent pairwise key establishment, the attacker has to compromise at least
one sensor in each path.

3.3 Attacks Against the Network

Having the knowledge of the subset assignment mechanism, adversary may com-
promise the bivariate polynomials in F' one after another by compromising se-
lected sensor nodes to compromise the whole network. Suppose the adversary
just compromised [ bivariate polynomials in F'. In the worst case, ml sensors in
the grid have a probability that one of their polynomial shares is compromised if
each polynomial belongs to different row or column. But those nodes can work
by establishing new pairwise key using one of the remaining non-compromised
polynomial shares stored in their memory or using new round of path discov-
ery process. In the above case, there are (m — [)m sensors whose polynomial
shares are unocovered and key establishment process between them will not be
affected. Thus, the attacker compromises about (¢ 4 1) sensors but these may
affect only the pairwise key establishment of ml sensors with a small probability.
However we see that adoption of randomness in the Blom’s scheme [3] enhances
the resiliency to node capture. Now we will calculate the probability of at least
one key is disclosed when nodes are randomly captured. It follows from the se-
curity analysis in [1] that an attacker cannot determine noncompromised keys
if he or she has compromised more than ¢ sensor nodes. We assume that an
attacker randomly compromises N, sensor nodes, where N, > t. Consider any
polynomial f in F. The probability of f being chosen for a sensor node is -~
and the probability of this polynomial being chosen exactly k times among N,
compromised sensor nodes is,

N.! T & T \N._k
Pik) = (N. — k)!k!(mw) (1 mw) (©)
Thus, the probability of any polynomial being compromised is P, = 1 — ZZ:O
P(k). Since f is a polynomial in F, the fraction of compromised links between
noncompromised sensors can be established as P..

Fig. 4 shows the relationship between fraction of compromised links for non-
compromised sensors and number of compromised nodes for a combination of
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w = 25 and 7 = 6. According to the graph, we see that our scheme has a very
high resiliency when a large number of the sensor nodes are compromised. For
example, in the case of a sensor network of 20,000 nodes, if the attacker compro-
mises 40% of the total nodes (i.e. 8,000 nodes) then only about 5% of the links of
noncompromised nodes are affected. Thus, the majority of the noncompromised
nodes are not affected.

3.4 Comparison with Previous Schemes

Let us compare the resiliency of our scheme with basic probabilistic scheme,
g-composite scheme and grid based scheme. Here we assume the network size
N is 20000, m = 142 and the probability p = 0.24. In Fig. 4, the four curves
show fraction of compromised link as a function of number of compromised
sensor nodes. Basic probabilistic scheme has almost same performance as the
¢-composite scheme (¢ = 2) and the grid based scheme works well up to 2000
compromised nodes. In contrast, our scheme provides sufficient security up to
9000 compromised nodes and then the performance gradually decreases. Here
we assume the value of the security parameters w = 25, 7 = 6 and degree of
polynomial ¢t = 19.

—&— Our Scheme (=19, ©w=25, 1=6) ---e--- Grid-Based

—&— Basic Probabilistic (p=10.24) —— g-composite {q =2, p=10.24)

1 -—?—i—l—_&—l—i—‘—‘—O—b—o—b—G—b—t}—b—rtmoan
0.9 4‘ I;

ST — /
0B 3

i i

Y A s
o.; v

T

0 2000 4000 6000 3000 10000 12000 14000 16000 18000 20000

Fraction of compromised links
between non-compromised sensors

Number of compromised nodes

Fig. 4. Fraction of compromised links between noncompromised sensors vs. number of
compromised sensor nodes

3.5 Overheads of Our Scheme

This scheme has reasonable memory requirements mainly for storing several
polynomials chosen randomly. Each sensor needs to store 27 polynomials of
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degree t with their IDs. Assume b bits are required to represent a polynomial
ID. Then we can write b = logs (2mw). In addition, a sensor needs to store the
IDs of the compromised nodes with which it can establish a pairwise key directly.
Thus, the total storage overhead in each sensor is at most

Memory =27 (t+ 1) logg+ 21+ 2 (t + 1)1 (7)

According to grid based scheme [7], the storage overhead in each sensor is at
most (t+ 1)logg+ 2 (t +1)1. A comparison of these two equations shows that
our scheme requires almost 7 times more memory than the grid-based scheme.
Memory overhead of our scheme mainly depends on the of the security parameter
7 and polynomial degree t. Fig. 3 describes how the probability of sharing at least
one key among nodes varies for different values of and 7. But we can regulate
the values of 7, w and t to adjust the network security with sufficient memory
accommodation. To get the desired security shown in Fig. 4 each sensor needs
the storage capacity, which is equivalent to store almost 260 keys as used in basic
probabilistic scheme. Though it needs more memory, it is a not significant factor
for sensor network because sensor memory size will be increased in near future
as technology is developing very fast.

In terms of communication overhead, our scheme has additional overhead
compared to the grid based scheme due to broadcasting of polynomial IDs during
direct key establishment process. But this additional communication process
will occur only once during the initialize period of the network. Also the path
discovery process that uses two or more intermediate nodes introduces additional
communication overhead similar to grid based scheme due to exchange of several
handshaking signals among the sensors in the path. The computational overhead
is essentially the evaluation of one or multiple t-degree polynomials that can be
done efficiently using the same approach as in [7].

4 Related Works

The key predistribution schemes have been proposed in several literatues [2, 4, 7]
for WSN. For the first time, Eschenauer and Gligor have proposed the basic
probabilistic scheme [4]. The main idea is to let each sensor node randomly pick
a set of keys from a key pool before deployment. Any two nodes have a certain
probability to share at least one key that act as the secret key between them.
Chan et. al. further extended this idea and developed two key predistribution
schemes [2]: g-composite key scheme and random pairwise keys scheme. The q-
composite key scheme also uses a key pool but requires two sensors compute a
pairwise key from at least their shared ¢-predistributed keys. The random pair-
wise keys scheme picks pair of sensors and assigns each pair a unique random
key. Both these schemes improve the resiliency over basic probabilistic scheme.
However the basic probabilistic and g-composite key scheme provides very poor
performance when the number of com-promised nodes increases. The random
pairwise keys scheme overcomes the above problem but it needs much mem-
ory requirement. Liu and Ning have proposed two efficient schemes [7]: random
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subset assignment and grid based key predistribution scheme that have basis
of polynomial key predistribution. In grid based scheme a conceptual grid is
formed and a unique polynomial function is allocated to each row and column
of the grid. A sensor node is allocated to a particular intersection of the grid
so the two polynomials corresponding to that row and column are assigned to
its memory. If any two sensors have same column or row number then certainly
they can establish a pairwise key. This scheme has a number of nice facilities
such as high probability to establish pairwise keys, resiliency to node capture,
low communication overhead and reduced computation in the sensor node. How-
ever, the resiliency to node capture is not acceptable when the compromise of
nodes grows larger than certain threshold value.

Our scheme has not only robust resiliency against large number of node com-
promise compared to previous approaches but also flexibility to adjust security
level according to the desired requirement by regulating the security parame-
ters. We can explicitly say that our scheme has a substantial improvement in
network resiliency with little memory overhead and reasonable communication
and computation workload. Besides, our scheme provides a high probability to
establish of pairwise key between two nodes directly or via intermediate nodes
and also provides efficiency in determining the path key. Even if some nodes
are compromised, there is still a high probability to establish a pairwise key
between non-compromised nodes. Finally, this scheme allows optimized deploy-
ment of sensors to establish pairwise key directly due to orderly assignment of
grid intersections.

5 Concluding Remarks

We have presented a novel pairwise key distribution scheme for USN. The analy-
sis of our scheme depicts the feasibility to apply this scheme to USN compared to
the existing schemes. It provides significant improvement in resiliency compare
to the existing key management schemes over a large number of node compro-
mises. The probability of establishing a pairwise key between nodes is very high
and our scheme enables to adjust the security level by regulating the security pa-
rameters. Pairwise key establishment using direct method or path key discovery
method is efficient with a little memory and communication overheads compare
to other existing schemes but these overhead is endurable in sensor nodes. In
future works, we will perform network wide security analysis of our proposed
scheme through simulation method and detailed analytic methods.
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Abstract. Key management is paramount for mobile sensor network
(MSN) security. The special nature of MSNs imposes challenging require-
ments on key management design. We evaluate current key management
techniques proposed for wireless sensor networks in the context of MSNs
and identify open issues for future research. We also propose a novel
approach to control and replace pool-based pre-distributed keys. The
analysis in this paper shows that this approach keeps the initial connec-
tivity and resiliency properties of the key pre-distribution scheme even
when nodes and keys are revoked.

1 Introduction and Motivation

Wireless sensor networks (WSNs) have received a lot of attention for military
and civilian applications [I8]. WSN nodes may be left unattended and the WSN
may be formed in public or hostile areas where communication is monitored and
sensor nodes are subject to capture and manipulation by an adversary.

In this paper, we explore specific security issues of MSNs. In difference to
currently considered WSNs, MSNs possess special operational requirements that
impose even more challenging constraints on security design than those placed by
to date considered WSNs. Security services for MSN include authentication and
communication confidentiality and integrity. Key management is fundamental
for MSN security.

The computational and communication constraints of MSN sensor nodes make
unfeasible to use any solution based on public key cryptography. The mobile
ad hoc nature of MSNs makes typical online server-based solutions unpracti-
cal. Key management based on key pre-distribution schemes (KPS) is the best
option for MSNs. However, unknown MSN membership and size, absence of
post-deployment information as well as mobility of nodes enforce very strict
requirements on KPSs.

The contributions of this paper are two fold. Firstly, we exhaustively evaluate
existing KPS proposals in the context of MSN, identify their limitations and
provide directions for future research. Secondly, we present a novel approach
to control and replace pool-based pre-distributed keys in MSNs. This system
enables keeping the initially required connectivity and resiliency for MSNs, even
when sensors erase keys from their key rings in the event of node revocations.

The remainder of this paper is organized as follows. In Section 2, we provide
a classification of WSNs. In Section 3, we review and evaluate key management
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approaches in the context of MSNs. Section 4 presents a system to control and
replace pool-based pre-distributed keys and Section 5 evaluates the performance
of the proposed key replacement system. Finally, we conclude this paper in
Section 6.

2 Classification of Wireless Sensor Networks

We classify WSNs in two types: distributed WSN (DSN), and mobile WSN
(MSN). A DSN is assumed to be a large-scale, wireless, ad hoc, multi-hop, un-
partitioned network of tiny, mostly immobile (after deployment) sensor nodes.
The number N of DSN nodes can range up to thousands of nodes or even more.
In some applications [I8/TTI12], while the number N of system nodes may still
be huge, DSN-wide connectivity is not required or cannot be guaranteed (e.g.
in WSNs composed of very short transmission range mobile sensor nodes). In
a system with IV nodes, there may be multiple independent WSNs connecting
different subsets of the N nodes.

A MSN is defined as a small, medium or large scale WSN of mobild] (after
deployment) sensor nodes. After deployment, mobile nodes may spontaneously
join or quit the MSN. A priori the size and membership of a MSN is unknown:
the MSN nodes may be present at the moment of the MSN initial formation or
may join and quit subsequently. For comparison, a number of MSNs can be seen
as multiple disconnected partitions of a large-scale DSN.

In MSN applications, a large group of interoperable mobile nodes (thousands
of nodes) are initially deployed in an area and then, by different means, spon-
taneously join to form different MSNs, i.e. the MSN is typically composed of a
subset of the N nodes. New nodes may be deployed in subsequent phases to the
initial deployment. Since the MSN is mobile, base stations (BS), which collect
sensor data, are also typically mobile. The most practical situation is that mobile
BSs (MBS) regularly connect to the MSN at given intervals in time, without the
need for MBSs to be continuously available at the MSN.

Sensor nodes are battery-powered, have limited computational capabilities
and memory, and rely on intermittent wireless communication. Sensors are at-
tached to mobile objects (e.g. to a human body).

3 Evaluation of Key Management Approaches

Public key is unfeasible on sensor nodes due to memory and computational
limitations. Therefore, we do not review any public key management approach.
We review and evaluate key management techniques for distributing symmetric
keys under the context of MSN.

3.1 Evaluation Criteria

For MSN security design, we know the total number N of system nodes but
we cannot foresee the size and membership of a MSN (typically from 2 to tens,

! Nodes have locomotion capabilities.
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hundreds or thousands of nodes). We assume no tamper-resistant sensor nodes.
To evaluate key management techniques for MSN we consider the following fac-
tors: (1) scalability, (2) robustness (resistance to node captures and other secu-
rity attacks such as man-in-the-middle), (3) computational and communication
performance and storage needs, (4) feasibility for mobile ad hoc networking, (5)
connectivity properties in small/medium/large MSNs, and (6) security services
enabled (confidentiality, integrity and authentication).

3.2 Server-Based Key Management

Perrig et al. [I7] proposed SPINS, a security architecture specifically designed for
WSNs. In SPINS, each sensor node shares a secret key with a BS. Two arbitrary
sensor nodes need to use the BS as a trusted third party (TTP) to set up a
common secret key.

Key establishment through a TTP can be applied to MSNs only under the
following assumptions: (a) there exist a MBS per MSN, (b) MBS is always avail-
able at the MSN, (c) each and every MBS shares a secret key with the N system
nodes, and (d) the MSN is of small size. However, this solution has very im-
portant drawbacks for MSN security. Firstly, each MBS becomes a single point
of compromise and failure. Secondly, in dynamic scenarios, where MSNs split
and move apart, the number of MBSs must dynamically increase. Thirdly, key
management is not scalable in medium/large-scale MSNs.

3.3 System Key Pre-distribution

A KPS enables nodes of a WSN to establish keys independently of any base
station. The simplest KPS approach is to pre-load a single system key onto all
nodes before deployment. This approach can be applied to MSN security and is
optimal on memory cost on nodes. However it does not enable node unique au-
thentication and has no resiliency against node captures unless tamper-resistance
is assumed. Zhu et. al. [8] propose to use a system key to establish pairwise keys
at the initial phase of sensor deployment in DSNs. This approach cannot be
applied to MSNs because it assumes static nodes and DSN-wide connectivity.
Additionally, because nodes erase the system key after the initial phase, it does
not enable addition of new nodes. Basagni et al. [I0] proposed to periodically
update the system key. This work assumes tamper-resistant sensor nodes.

3.4 Trivial Key Pre-distribution

In the trivial approach, every sensor shares a pairwise key with each other node
of the system. This approach enables direct key establishment and node au-
thentication in MSNs, independently of their membership or size. However, the
number of system nodes N allowed is limited by the memory size m available
on sensors. In MSN settings, adding new nodes may be difficult.

3.5 Random Key Pre-distribution

Eschenauer and Gligor [3] originally proposed random key pre-distribution for
DSNs. The main idea is to load, before deployment, in each sensor u a subset of
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m keys (called a key ring and denoted K,,) randomly picked from a key pool S
with |S| keys. In order to establish a pairwise key, two sensor nodes only need to
identify the common keys that they (may) share. Chan et al. [4] increased the
resiliency of Eschenauer’s KPS by allowing two sensors to setup a pairwise key
only when they share at least n common keys. Di Pietro et al. [9] showed that
applying a geometric random model for key pre-distribution further enhances
the performance of previous KPSs. Hwang and Kim [7] improved performance
of previous KPSs by trading-off a very small number of isolated nodes.

One drawback of the first random KPSs is that, since key rings contain keys
randomly picked from the same key pool, more than a pair of nodes may use the
same common key to secure their communications. Therefore, these keys cannot
be used to provide unique authentication [16].

Following, a number of random KPS proposals, by Chan et al. [4], Du et al. [5]
and Liu and Ning [6] enable the establishment of keys that enable unique authen-
tication. Chan et al. pre-distributed random pairwise keys. Du et al. combine
Blom’s scheme [I] with random key pre-distribution. Liu and Ning [6] applied
a similar idea with Blundo’s scheme. Similarly, Lee and Stinson [I4] combine
(m,r, A\, u)-strongly regular graphs G with a modification on Blom scheme.

The main drawback of random KPSs is that two arbitrary nodes directly find
a common key with a given probability p (p influences the performance of the
KPS). Thus, TTP-based key establishment is often needed. The probability of
finding a TTP among the neighbors directly depends on the size of the neighbor-
hood (this, again, influences the performance of the KPS and the network [7]).
In small scale MSNs, finding a TTP among the neighbors, may be in many cases
impossible.

Additionally, in random KPSs, since each node u is allowed (and often re-
quired) to work as a TTP, it becomes a single point of compromise for its trusted
nodes (similarly to server-based key management). Thus, very advanced efficient
intrusion detection systems (IDS), providing reliable node trust and reputation
metrics, are required. Alternatively, a key may be established using TTPs in
different trust paths, which in turn introduces further communication and com-
putational overhead.

3.6 Deterministic Key Pre-distribution

The risks of using intermediary nodes as TTP is avoided with deterministic
KPSs that enable direct key establishment to any arbitrary pair of nodes. To this
classification belong the system key and trivial key KPSs discussed in sections
3.3 and 3.4.

Blundo’s two party [2] polynomial-based KPS provides an interesting system
for MSN security. In this KPS, a polynomial share f(u, y), of a symmetric bivari-
ate A-degree polynomial f(z,y) with coefficients over Fy, is pre-distributed to
each sensor u. After the deployment phase, any two arbitrary nodes u and v can
compute a unique pairwise key K, v =f(v,u) = f(u,v) by evaluating respective
polynomial shares f(u,y) and f(v,y) at the partner node ID.

Blundo’s KPS possesses very interesting connectivity properties for MSN, in-
curs no communication overhead and enables node authentication. It exhibits
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perfect resiliency up to A + 1 captured sensors [2]. Each sensor node u needs
memory space m to store f(u,y), which occupies A\ + 1 times the length of a
pairwise key of |logg] bits. Blundo’s pairwise key establishment can be compu-
tationally expensive in sensors with limited CPU capabilities, since it requires
A modular multiplications and A modular additions in F,. Liu et al. [6] solve
this problem for sensors with low-bit CPUs without division instruction. Each
sensor carries ¢ distinct polynomial shares, with coefficients over Fy/, ¢ < g,
t = |logql|/|logq'|, ¢ = 2¥ +1 (Note ¢ and ¢’ are prime numbers). A pair-
wise key of |loggq| bits is composed by concatenating ¢ partial keys of |log¢’]
generated from the ¢ polynomial shares. However, this solution decreases the
scalability of the original KPS substantially.

Camtepe and Yener [13] applied combinatorial designs to key pre-distribution.
They first propose a simple KPS based on Finite Projective Planes (FPP) with
nice properties for MSN security: direct key establishment, tolerance to node cap-
tures and no computational or communication overhead. However, it is limited
in network scalability and resiliency and it does not enable node authentication.
Their hybrid approach augments scalability of the initial scheme to the cost of
sacrificing direct connectivity.

Sénchez and Baldus [I5] apply an FPP design to the pre-distribution of
Blundo polynomial shares. Their approach enables direct pairwise key estab-
lishment (and, thus, authentication) for a large number of nodes, independently
of the physical connectivity properties of the WSN. Sanchez’s KPS exhibits
advanced scalability and extremely low computational and communication over-
head. The KPS tolerates node captures. However, the resiliency of the scheme
against a smart attacker (who captures nodes selectively) is limited by m.

4 Pool-Based Pre-distributed Key Control and Update

One factor that may hinder the application of random/deterministic pool-based
KPSs to MSNs is their decreasing connectivity when nodes are revoked. In this
section, we propose a system to adapt and improve existing revocation schemes
to MSNs.

4.1 Assumptions

Before deployment, keying material is pre-distributed into N sensor nodes using
one of the deterministic or random pool-based KPSs discussed in Sections 3.5,
and 3.6 (including [BI4I7/9IT3]. Initially, each sensor node u carries a key ring K,
with m keys. After deployment, mobile sensors self-organize to form a dynam-
ically changing number of non-interconnected MSNs. Sensors may move from
one MSN to another.

Since sensors have limited memory space, sensor data needs to be collected
every interval of time TB. For that reason, we assume the existence of M MBSs,

2 T is typically in the order of hours, days or weeks. In strict real-time applications
though, T" may be in the order of milliseconds.
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which do not necessarily reside at the MSN, where M <« N. In each interval
of time T, at least one MBS connects sporadically and shortly to the MSN.
Because MBSs are expensive nodes, they are provided of tamper-proof hardware
and they are not limited in computing power or memory. Because MBSs are not
left unattended and they are typically only present at the MSNs deployment
area sporadically, they are not prone to be captured or compromised. We also
assume that MBSs have a larger wireless communication range than sensors.
Additionally, MBSs can use public key cryptography to secure MBS-to-MBS
communications.

4.2 The Problem

Due to the fact that sensors dynamically join different non-interconnected MSNs,
MSNs are far more vulnerable to attacks from compromised nodes than a full-
connected DSN, particularly to node replication or Sybil attacks [19].

A number of intrusion detection systems (IDS) and key revocation approaches
have been described for wireless ad hoc networks [BIT920/21122124]. The exist-
ing key revocation approaches for WSNs use a centralized system [3] or a fully
distributed system [4]. In both approaches, once a compromised node ¢ is de-
tected, revocation information is broadcasted to the rest of WSN nodes [3l4]. Key
revocation information includes public votes associated to ¢’s identifier (ID) [],
a signed list containing the m identities of the keys in ¢’s key ring K. [3] or repu-
tation values on c’s identity [24]. In [4] a number ¢ of public votes are needed to
definitely revoke a node. After obtaining the sufficient revocation information,
each node wu firstly verifies if it has shared keys with ¢, and, secondly, erases the
corresponding keys (if any) from its key ring K. Note that sensors, which have
erased a key in their key pools, have now k, kK < m, keys in their respective key
rings.

These key revocation approaches have two important limitations in the con-
text of MSN. Firstly, a compromised node might be detected and revoked in a
MSN but, since MSNs are not interconnected, revocation information cannot be
relayed to sensors in other MSNs. How to efficiently and timely distribute this
information to the rest of nodes in other MSNs?

Secondly, since the same specific key is carried by many sensors, the fact
that revoked keys are erased from sensors decreases KPS connectivity and thus
the capacity of nodes to establish secure connections in moving to a new MSN
neighborhood, in a newly formed MSNs or in joining other MSNs. For instance,
in random pool-based KPSs the probability p that any two nodes share at least
one key is a function of the current number £ of keys available in each sensor
and the total number |S| of keys in the key pool [3]. As k decreases (because
keys are revoked), the probability p also decreases (see also Analysis Section).
Consequently, the chance of finding sensors with shared keys among a sensor’s
neighborhood decreases and, in turn, MSN security connectivity decreases.

Sensors dynamically join/quit the MSN or gather together to form new MSNs.
If the number k of keys stored in a sensor’s key ring decreases progressively
nodes cannot secure the network unless each node’s neighborhood becomes pro-
gressively denser (e.g. by letting sensors move closer). This adaptation, in turn,
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reduces MSN coverage area and negatively affects network capacity and en-
ergy consumption [7]. Moreover, it augments the chance of using undetected
adversary-manipulated nodes as TTP for establishing keys.

4.3 Key Revocation and Replacement

To solve the revocation information distribution problem, we propose to exploit
the mobility of sensors and MBSs to disseminate revocation information to dif-
ferent MSNs. In some cases, connectivity properties of MBSs can additionally be
exploited. To solve the KPS connectivity problem, we propose to replace revoked
keys with new keys and to exploit mobility and connectivity properties of MBSs
to disseminate new keys to other nodes.

We assume nodes and MBSs have a mechanism to easily and efficiently iden-
tify the keys associated to a node. For instance, in some random pool-based
KPSs the ID of a sensor and the index of a key in its key ring are used to deter-
mine which keys are chosen from the key pool [19]. This method uses extremely
computational efficient pseudorandom functions. Thus, it is simple to verify that
a key is included in the key ring of a node by using the sensor ID and the index
of the revoked key in the node’s key ring.

Our system comprises the following phases:

Detection of Node Compromise Locally in a MSN. By using one of the
existing IDSs [T91202122/24] a compromised node c is detected at the MSN.

Mobile sensors can disseminate public votes and node trust and reputation
information when moving to a different neighborhood of the MSN or when joining
another MSN.

Local Key Revocation in a MSN. Each of the sensors, at the MSN where
node c is first detected, erases from its key ring the keys matching any of the m
keys included in the key ring K..

At the moment when a MBS connects to the MSN, local node revocation
information is relayed to the MBS. For instance, ¢t public votes or reputation
information associated to node ¢ can be relayed by any (or a group) of the
non-compromised sensors.

Global Key Revocation and Key Replacement. We assume that a MBS
can connect to the rest of MBSs, when possible by using their long-range wireless
capabilities or, otherwise, by coming in the vicinity of other MBSs.

Each MBS exchanges its locally-gathered revocation information with the rest
of M —1 MBSs. In this manner, all MBS have global revocation information,
which merges all the information gathered locally and independently at the
different MSNs.

After global revocation information is available to all MBSs, they coopera-
tively identify the keys to be revoked and agree on new keys to replace them.
Assume that in the initial key pool with |S| keys, the keys k; are sequentially

3 The revocation information is gathered locally at the MSN.
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identified from 1 to |S|. Each m revoked keys kg, , kgs,,...kg,, are identified by
their position in the key pool, i.e. (1, 32, ...0m. For each revoked key ring, the
MBSs cooperatively generate m new random keys kﬁl’ kj, s k’ .

Subsequently, in connecting to a new MSN, any of the M MBSS distributes
the global revocation information by broadcasting a signed list of revoked node
identifiers. Subsequently, some sensors at the MSN erase the corresponding re-
voked keys.

Each sensor u, which has erased any of the revoked keys, contacts the MBS
to order a replacement of its revoked keys. Then, the MBS calculates which keys
are to be replaced in u (recall this is a simple operation by using the identifier
of each node u and the indices 31, B2, . . .0, of the revoked keys) and distributes
securely the corresponding keys to the sensor.

In receiving a key kj; , sensor u stores k% in the empty space of its key ring
that was left from the correbpondlng revoked key kg,. Observe that, because only
the keys are changed and not their identifiers, the initial sensor IDs can still be
used to find out which shared keys are included in the sensor key ring.

Key Pool Update. From time to time, one of the MBS must report the set-up
serverl] on the last keys replaced. The set-up server updates the key pool with the
replaced keys. In this manner, when a new node is to be added to the system, it
can be bootstrapped with keys, which currently carry previously deployed nodes.

4.4 Coping with Node Replication

In a replication attack, after compromising the keys of a node ¢, the attacker
replicates ¢’s identity, e.g. by configuring a number of malicious nodes with ¢’s
key ring.

If the attacker deploys the replicated nodes in the same MSN, the attack
is simple to counter by registering each identity location within the MSN, as
suggested in [I9]. Alternatively, if the replicated nodes reside in different non-
interconnected MSNs, the attack is more difficult to counter. There are two
options. First, if we assume that MBSs have mutual interconnection while con-
nected to different MSNs, they can cooperatively real-time check for replicated
identities in different MSNs. Second, if MBSs have mutual interconnection when
they are close to each other but disconnected from MSNs, they can cooperatively
check for replicated identities by registering the node identities found in different
MSNs after they visited the MSNs.

4.5 Sensor-MBS Communication

The key revocation system requires very secure communication between sensors
and MBSs. In this Section, we describe how to secure the communication sensor-
MBS and discuss different communication strategies for an MBS to reach the
Sensors.

4 Assumed to reside in a very secure perimeter and to be accessible in very restricted
conditions.
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Security. Following a trivial key pre-distribution scheme, for each mobile base
station MBS;, ¢ = 1,...M, and each sensor node u;, j =1,...N, M < N, a
set-up server randomly picks and distributes a pairwise key ky; mBs;-

This scheme enables each sensor node to communicate securely with any of
the M MBSs. It is unconditionally secure and uses computationally efficient
symmetric key cryptography.

Communication Modes. To avoid attacks from compromised nodes in the
distribution of replaced keys direct communication sensor-MBS is required.

In small-scale MSNs (from two to tens of nodes) all the sensors are in wireless
transmission range of each other. In this case, direct communication sensor-
MBS is feasible and preferred, i.e. the MBS communicates with each and every
sensor in the MSN by using a single-hop link. In medium-scale MSNs (hundreds
of nodes) sensors connect by using multi-hop links. In this case, the MBS can
directly connect to each and every sensor by moving around the MSN deployment
space. In large-scale MSNs sensors (thousands of nodes) connect by using multi-
hop links. In very sparse networks it may be unfeasible for a single MBS to
directly connect to each and every sensor by moving around the MSN deployment
space. In this case, the MSN coverage space should be split in different areas
Ay, ... A, and responsibility for each area should be assigned to different MBSs,
e.g. to MBS1,...MBS,. In this manner, each M BS; can directly connect to
each and every sensor in its respective MSN area A;, i = 1,...a, by moving
around the MSN area A;.

5 Analysis

In this Section we evaluate the performance of the key revocation and replace-
ment system. This includes assessing if the system meets the goals of keeping
KPS initial connectivity and resiliency in an efficient and effective manner. In
this paper, we do not evaluate the performance of the underlying IDS or revoca-
tion systems (this may be found in the corresponding papers [3/4IT920/21122124].
We assume that the global IDS attack detection ratio r, 0 < 7 < 1, can be mea-
sured and quantified in different MSN configurations [23]. We use r as input in
our analysis.

5.1 KPS Connectivity

To analyze the connectivity of a secure MSN we use Eschenauer and Gligor
method [3] based on Erdds and Rényi model [25] (other models could also be
employed as suggested in [9]). We analyze the case where MSNs have a minimum
number of 1000 nodes and the total number N of system nodes is 10000. In
Erdos and Rényi model for large n, (n > 1000), to have an almost connected
random graph the required degree d of a node varies insignificantly with n, e.g.
for n = 10000, d increases only by 2 in respect to d for n = 1000 (refer to Figure
1 in [3] for more details). This means that we can calculate the parameters of
the KPS for n = 10000 and the design will be valid for MSNs of sizes from 1000
to 10000 nodes [3].
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The connectivity of a random graph G (n,p) (where n is the total number of
sensors and p is the probability that two sensors share at least a key) is restricted
by the physical wireless connectivity constraints of the MSN. To achieve the
desired connectivity, the probability p’req that two sensors share a key is to be
calculated using the expected node degree d and the required size nieq of a node’s
neighborhood:

d
/
= . 1
preq néeq 1 ( )

The actual probability p., that two sensors share a key is a function of the

keys stored in a sensor and the size of the key pool [3]:

L\ 2081-k+1/2)
_ W)
Pact = 1= (S—2k+1/2) - 2)
(1-%)

Initially, the KPS is designed to guarantee p. > p]’req, while considering
sensors memory constraints (i.e. & < m) and trying to maximize resiliency p.
against sensor captures, 0 < p,, < 1. In the limit, initially p)., = pj., can
be chosen to guarantee desired connectivity and maximize resiliency. But, what
happens if each sensor has to progressively erase keys from its key ring? The effect
is that pl,., decreases t0 Pl new (1-€- Dhct new < Phet) and, thus, eventually goes
under the initially designed value p;eq. Consequently, MSN secure connectivity
progressively decreases.

In our system, MBSs monitor the current value pl.; ,ew- LThe key replacement
process should start whenever pj, . ey, < Preq—¢, Where € measures the maximum
accepted reduction of the initially designed p’req. In this manner, our solution
keeps original MSN secure connectivity throughout the whole system lifetime
because the number of keys stored in each sensor key ring does not progressively
decrease but can be maintained above the lower limit to continuously guarantee

/ /
Pact_new > preq —¢&.

5.2 KPS Resiliency

The resiliency of the KPS is measured as the fraction of total network com-
munications that are compromised when x nodes are captured [4]. If no IDS is
used, then each captured node contributes to increase the fraction of compro-
mised communications. However, if an IDS with attack detection ratio r is used
and the detected compromised keys are revoked, then only undetected captured
nodes contribute to the fraction of compromised communications.

Let the number of total captured sensors be x. The expected fraction of total

keys compromised is py; = 1 — (1 — %) []. Let us assume that each of the

x captured sensors runs one attack. Then, exactly (1 — r)x captured sensors go
undetected and the expected fraction of the total undetected compromised keys

is PA—r)z-
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The set of different keys carried by the rz detected captured nodes and the
set of different keys carried by the (1 — r)z undetected captured nodes have
exactly a fraction 6., = pro + P(1—r)z — Pz of keys in common. Then, assum-
ing that the undetected captured nodes order replacement of their revoked keys
during the key replacement process, a fraction ¢, of the replaced keys will also
be distributed to the undetected captured nodes. Consequently, the undetected
captured nodes will still possess a fraction p(;_), of compromised keys. Other-
wise, if undetected captured nodes do not order the replacement of their revoked
keys, then the fraction of compromised keys is reduced to p(1_;), — 04 after the
key replacement process, i.e. resiliency increases.

5.3 Communication Cost

The attacker needs an interval of time I to compromise the keys of  nodes. Dur-
ing I a number rx of nodes is detected to be compromised. Then, the expected
number of total keys to be replaced per node is p,, X m. The MBS sends to
each different sensor the corresponding keys by unicast secure communication.
Consequently, the communication overhead per sensor is p,, X m x |logq| bits.

Assume m = 200, |S| = 10000 and |logq] = 64 bits. The number of bytes
exchanged by a sensor and the MBS is under 0.9 kbytes for a wide span of z and
r. We assume [ to be in the order of hours, days or weeks. Consequently, the
communication overhead does not significantly effect network bandwidth (within
the sensor neighborhood) or energy consumption.

6 Conclusions

Key management is paramount for MSN security. The special nature of MSNs
imposes challenging requirements on key management design.

In this paper, we have reviewed current key management techniques proposed
for wireless sensor networks in the context of MSNs and identified open issues for
research. Deterministic KPSs show excellent connectivity properties for MSNs
but work is still needed to improve their resiliency. Random KPS can also be
applied to some MSN applications (when the size of MSNs does not go under cer-
tain limits) and presents good resiliency properties. However, their connectivity
properties decrease when keys are revoked.

We have also proposed a novel approach to control and replace pool-based
pre-distributed keys, which sets a first step towards improving connectivity prop-
erties of pool-based KPSs. The analysis in this paper demonstrates that initial
connectivity and resiliency properties of the key pre-distribution scheme are
maintained even when nodes are revoked.
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Abstract. In order to generate RSA keys on low-power hand-held de-
vices, server-aided RSA key generation protocols [2] were proposed. One
drawback of these protocols, however, is that they cannot prevent a “col-
lusion attack” in which two key generation servers communicate with
each other to get useful information about the user’s private key. In this
paper, we present two new server-aided RSA key generation protocols se-
cure against such an attack. In addition to this, we adopt a fast primality
test in our protocols, which is locally run on a hand-held device. In the
concluding section a weakness of the proposed protocol is discussed.

Keywords: Information security, RSA crypto-system, server-aided key
generation, collusion attack, hand-held device.

1 Introduction

Over the last decade, a number of new applications for hand-held devices such
as PDAs, smart-cards and the PalmPilot have been emerged. For example, wire-
less purchase using a mobile phone, hand-held electronic wallets and using a
handheld device as an authentication token are becoming common in every-
day life. On the other hand, most of these applications require secure means of
communication such as encryption or digital signature schemes to perform their
tasks without compromising confidentiality or authenticity. For most of practi-
cal applications, keys for small devices are generated by a trusted server prior
to deployment of these small devices, it is convenient for a handheld user to
generate his own keys and use the keys to freely access in or out mobile ad-hoc
network communications. Currently, RSA is the most prevailing cryptosystem
for realizing such schemes.

As well known, to implement the RSA cryptosystem, one needs to generate
large primes. However, this causes a large amount of computations due to a
computationally-heavy primality test algorithm. Especially for low-power hand-
held devices that only have limitative computational resources, this burden may
be even heavier. As an example, it was reported that the generation of a 1024-bit
RSA key takes about 15 minutes on the PalmPilot [2].

* Financially supported by National Laboratory for Modern Communications project,
PR China (Code:51436010404DZ0235).
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An immediate solution for the above problem one might consider is to have a
server generate the key and send it back to the hand-held devices. However, the
problem with this approach is that the server needs to be trusted unconditionally
as it learns the user’s key. N. Modadugu, D. Boneh and M. Kim [2] resolved the
problem by presenting server-aided RSA key generation protocols, which we call
“MBK”. Using any of the MBK protocols, users can quickly generate an RSA
key on a hand-held device with the help of untrusted servers in such a way that
once the key is generated the server should not get any information about the
key it helped generation.

However, one drawback of the MBK protocols is that two servers involved
in the generation of RSA keys must not share information with each other.
Otherwise, they can easily acquire the user’s secret key as noted in [2].

For example, an e-shop’s internet service provider (ISP) provides two different
servers for the purpose of helping clients to generate their private keys. If it is
a malicious one, the ISP could easily make the two servers communicate with
one another. For another instance, if an eavesdropper has a sniffer connected to
a client, the eavesdropper would be able to intercept all of the messages sent by
the client.

In this paper, we present two new version of the MBK protocols that resists
a “collusion attack” in which the two servers in the server-aided RSA key gen-
eration collude to share information. Our solutions are almost as efficient as the
original MBK protocols and hence can be widely used in practice. In section
we outline an attack on the protocol that became known to authors after the
presentation of the paper in the conference.

2 Overview of RSA Key Generation

In this section we give a brief overview of the RSA key generation.

As a result of the RSA key generation, a key (N, e, d) can be generated. Here
N = pq denotes an n-bit modulus, where p and ¢ are two large primes, each of
which is 7 bits long. e denotes the public exponent and d denotes the private
exponent. A high-level description of the RSA key generation algorithm is as
follows [2].

1. Generate two primes p and ¢ through the following steps:
(a) Pick a random %-bit candidate value p or g.
(b) Check that p is not divisible by any small primes (i.e. 2,3,5,7, etc.) using
trial division.
(c) Pick g € [2,p—1] or g € [2,q — 1]at random and check whether

ng_l ==+1 (mod p) or g% =41 (mod q) (1)

is satisfied. If Equation (Il) holds on every random number g, p or ¢ is
considered to be a pseudo-prime(Note that all primes will pass this test
while composites will fail with overwhelming probability).

2. Compute N = pq.
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3. Pick encryption and decryption exponents e and d such that ed = 1 (mod
©(N)), where ¢(N) = (p — 1)(¢ — 1). (Note that ¢ denotes the Euler func-
tion).

In the above algorithm, the most resource-consuming operations occur in Step
1(c), which is the primality testing part. Compared with 1(c), computational
overhead for conducting Step 2 and Step 3 are small.

We remark that when RSA cryptosystem is used to encrypt a short session
key (for a symmetry encryption scheme), which is shorter than the bit-length
of p, one can use the “unbalanced RSA”, firstly considered by Shamir [3]. In
his unbalanced RSA, the encryption and decryption exponents e and d satisfy
ed =1 (mod (p—1)) and the size of a prime factor ¢ is approximately 10 times
larger than the other prime factor p. Shamir [3] noted that the key generation of
the standard RSA can be sped up in the unbalanced version without extra time
complexity. In [2], N. Modadugu et al. present a variant of the unbalanced RSA
where a modulus is a product of a prime and a certain size of random number.
It is evident that in this variant, the computations in Step 1(c) can be greatly
reduced due to the fact that only one prime needs to be generated. (As a result,
the RSA key generation in [I] can be sped up further).

3 MBK Protocols

In this section we review the MBK protocols for standard and unbalanced RSA
key generation.

3.1 Standard RSA Key Generation

The MBK protocol to generate a standard RSA modulus can be described as
follows:

1. Hand-held generates two candidates p and ¢ such that p = ¢ = 3 (mod 4)
and none of them is divisible by small primes.
2. Hand-held computes N = pq and ¢(N) = N —p—q+1. It then picks g € Z%

at random.
3. Hand-held picks t;,t2 € [-N, N| at random such that ¢t; + t3 = @.
4. Hand-held sends (N, g,t1) to Server 1 and (N, g, —t2) to Server 2.

5. Server 1 computes X; = g''(mod N). Server 2 computes Xo = ¢g~%2(mod
N). Both results X; and X» are sent back to Hand-held.

6. Hand-held checks if X; = +Xs(mod N). If so, N = pq is declared as a
potential RSA modulus. Otherwise, the algorithm is restarted from Step 1.

7. Hand-held locally runs a probabilistic primality test to verify that p and ¢
are primes. This is done to ensure that the servers returned correct values.

It is remarkable that when generating an n-bit RSA key, a single primality
test takes little time compared to the search for an (%)-bit prime. So, step 7
adds very little to the total running time. The verification of soundness of the
above protocol can be found in [2].
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In the above protocol, most expensive computations are offloaded onto the
servers. Although many candidates are generated during the search for RSA
modulus, both Server 1 and Server 2 learn no extra information from rejected
candidates as these candidates are independent of each other. Notice that once
N = pq is fixed, it becomes public. Hence, any information from N cannot help
the servers to get private information of the Hand-held. Also, since ¢ and o are
chosen at random, they provide no extra information for Server 1 and Server 2 to
attack RSA assuming that there is no communication between the two servers.

It is obvious that the MBK protocol is insecure against collusion attack as if
the two servers communicate, they can compute ¢(N) = 4(t; 4 t2), which leads
to break RSA cryptosystem.

3.2 Unbalanced RSA Key Generation

Now, we describe the MBK protocol to generate an unbalanced RSA modulus
as follows:

1. Hand-held generates an 5-bit candidate p that is not divisible by small
primes and random number R which is 8-10 times large in size than p. We
require that p = 3 (mod 4).

Hand-held computes N = pR.

3. Hand-held picks 1, ¢ € [~N, N] such that ¢; +t, = 251 at random. It then
picks g € Z3; at random.

4. Hand-held sends (N, g,t1) to Server 1 and (N, g, —t2) to Server 2.

5. Server 1 computes X; = g''(mod N). Server 2 computes Xo = g~ 2(mod
N). Both results X7 and Xo are sent back to Hand-held.

6. Hand-held checks if X; = +Xo(mod p). If so, N = pR is declared as a
potential unbalanced RSA modulus. Otherwise, it restarts the algorithm
from Step 1.

7. Hand-held locally runs a probabilistic primality test to verify that p is a
prime.

[\

In the above protocol, the total running time is reduced by a factor of 5 [2].
Here, it is worth emphasizing that an unbalanced RSA is only suitable for the
case when the size of a plain-text is smaller than that of prime p. Besides, the
unbalanced RSA key can only be used for encryption. It cannot be used for
signature.

4 Proposed Solutions: Two New RSA Server-Aided Key
Generation Protocols Secure against Collusion Attack

Recall that in MBK protocol, if two key generation servers collude, it is easy
for them to obtain the hand-held device’s private key. More precisely, if the two
servers exchange t; and to in the standard RSA version of the MBK protocol,
they can easily recover ¢(N) by simply computing ¢(N) = 4 X (t1 + t2). Fur-
thermore, they can figure out the user’s private key d from ¢(N) and public key
e by running the Euclidean algorithm [5] to get d = e~!(mod ¢(N)).
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In this section, we present two new RSA server-aided key generation protocols
secure against the above collusion attack.

4.1 Standard RSA Key Generation Against Collusion Attack

A standard RSA key generation version of the new protocol can be described as
follows:

1. Hand-held generates two candidates p and g so that each of them is §-bit in
length; and none of them is divisible by small primes.

2. Hand-held computes N = pg and ¢(N) =N —p—q+ 1.

3. Hand-held picks a random g € Z3; such that g is not a multiple of p nor g.

4. Hand-held picks at random a large odd integer k in [—N, N| such that

ged(k,o(N)) = 1. It then picks integers ¢; and to at random in the range

[—~N?, N?] such that t; +to = kp(N) =T,

where none of t1, t3 and T is multiple of either p or ¢.
Hand-held sends (N, g,t1) to Server 1 and (N, g, t2) to Server 2

6. Server 1 computes X; = g*'(mod N). Server 2 computes Xo = g*2(mod N).
All of the results are sent back to Hand-held.

7. Hand-held checks if X;Xs = 1(mod N). If so, p and ¢ are considered to
be potential primes. Then, N = pq is declared as a potential RSA modu-
lus where p(N) must be equal to (p — 1)(¢ — 1). Otherwise, it restarts the
operations from Step 1.

8. Hand-held selects a small Mersenne prime m and locally runs a probabilistic
primality test to check whether m™= = +1(mod p) and mT = +1(mod
q) hold or not. If the candidates pass the test, we can confirm that p and ¢
are real primes. Otherwise, it restarts the operation from Step 1.

9. Compute N = pq.

10. Pick encryption and decryption exponents e and d such that ed = 1 (mod
©(N)), where ged(e, T') # 1.

ot

Now, we verify the soundness of the above protocol.

Theorem 1. Suppose gcd(g, N) = 1. If both p and q are primes, X1X»
1(modN) will hold in Step 7. Whereas if one of p and q is composite, X1 Xo
1(modN) will fail with overwhelming probability.

Proof. Suppose that p and ¢ are primes. If Step 3 is performed correctly, then
ged(g, N) = 1, we hereby have

g*N) =1 (mod N) 2)

Now, raise both sides of Equation (2]) to the power of k chosen by Hand-held in
Step 4. We then have

g™ =1F =1 (mod N). (3)

Since ko(N) = t1 4 t1, we have gh*(N) = ghittz — X, X, Combining this
with @), we obtain
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On the other hand, if one of p and ¢ is not prime, Equation (2] will fail with
overwhelming probability. Consequently, Equations [B) and ) will fail with
overwhelming probability. O

Theorem 2. Suppose gcd(g, N) = 1. If X1 X5 = 1(mod N) is true in Step 7,
g*W™) = 1(mod N) must hold.

Proof. Raise both sides of Equation (@) to the power of k~1. Since gcd(k, p(N))
=1, we have kk~! = 1(mod ¢(N)). Therefore,

(X1 X))k = gk = ge(N) =1 (mod N) (5)

O

4.2 TUnbalanced RSA Key Generation Against Collusion Attack

We now describe an unbalanced version of our server-aided RSA key generation
protocol secure against collusion attack.

1. Hand-held generates a 5-bit candidate p which is indivisible by small primes
and a random number R which is 8-10 times in size than p. We require that
p = 3(mod4). 2]

Hand-held computes N = pR.

3. Hand-held picks at random a large odd integer k from the range [—p, p] such
that ged(k, (p — 1)) = 1. It then picks integers t; and t3 at random in the
range [—N, N] such that t; +to = k(p—1) =T,

4. Hand-held picks a random number g € Z%; such that g is not multiple of p

5. Hand-held sends (N, g,t1) to Server 1 and (N, g,t2) to Server 2

6. Server 1 computes X; = g''(mod N). Server 2 computes Xo = g'2(mod
N). Both results X; and X» are sent back to Hand-held.

7. Hand-held checks if X; X2 = 1(mod p). If so, p is considered to be potential
prime. Then, N = pR is declared as a potential RSA modulus where p(p)
must be equal to (p — 1). Otherwise, it restarts the operations from Step 1.

8. Hand-held chooses a small Mersenne prime m and locally runs a probabilistic
primality test. If m' = +1(mod p), then p is a real prime.

9. Compute N = pR.

10. Pick encryption and decryption exponents e and d such that ed = 1 (mod
(p—1)), where ged(e, T') # 1.

[\

It is easy to verify the soundness of the above protocol. Note that if p is prime,
we should have

¢ '=1 (mod p) (6)
It follows that
P =gt = X1X5 =1 (mod p) (7)
for k chosen by Hand-held in Step 3.
On the other hand, if p is not prime, Equation (6]) will fail with overwhelming

probability and so does Equation ().
We formally state this as the following theorem.
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Theorem 3. Suppose ged(g,(p — 1)) = 1. If p is prime, X1 X2 = 1(mod p)
will hold in Step 7. Whereas if p is composite, X1Xo = 1(mod p) will fail with
overwhelming probability.

Note that in the proof of the above theorem, we have
(X1X2)" =g""'=1 (mod p) 8)
where kk~! = 1(mod (p — 1)). Hence we obtain the following theorem.

Theorem 4. Suppose ged(g, (p—1)) = 1. If X1 X = 1(mod p) (Equation (7)),
g?~ ! = 1(mod p).

5 Analysis of Our Protocols

5.1 Performance Analysis

In Step 8 of the two proposed protocols, we use a small Mersenne prime to per-
form the primality test. The reasons for this are the following: 1) Small Mersenne
prime will satisfy ged(m, N) = 1. 2) Multiplication by m can be substituted with
a simple shift and subtraction operations.

We now show that due to the introduction of the small Mersenne prime, our
RSA key generation protocol presented in Section 1] performs better than the
same kind of the MBK protocol. (The same result applies to the unbalanced
RSA key generation protocol too).

We note that assuming that the modular exponentiation is computed by the
Square-And-Multiplication (SAM) algorithm [§] and the exponent is balanced by
0’s and 1’s on average, the number of steps for modular multiplication is % of the
total number of recursive steps in the SAM algorithm [7]. We also note that small
devices generally use the byte-wise operation. The main difference of the perfor-
mance between MBK protocols and our protocols lies in the number of byte-wise
multiplications and additions (or subtractions) in one modular multiplication,
which are listed in Table[Il (In this table, n denotes the binary length of N; n,;
and n,,2 denote the number of byte-wise multiplications needed in MBK and in
our protocol respectively; n,1 and ny,2 denote the number of byte-wise additions
or subtractions needed in MBK protocol and our protocol respectively).

Table 1. Number of byte-wise computations

n Nml |Mm2| Nal Na2
1024|4096 | 0 | 8191 |< 255
2048(16384| 0 [32767|< 511

Table [I] shows that the number of byte-wise computations for one modular
multiplication in our protocols is much smaller than that in the MBK protocols.
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Since about 4 modular multiplications are needed in a modular exponentiation
[7], the improvement on performance in our protocol is considerable.

Although the workload on servers is doubled in our protocol, it is acceptable
as the server is usually assumed to have enough computational resources. We
compiled the primality test program using Visual C++ 6.0, where traditional
SAM algorithm is used. The average running time for generating a 512 bits prime
on Pentium 4 with 2.0GHz and 256M RAM is 39 seconds. It can be reduced below
3 seconds when the Sliding Window and the Montgomery algorithms are added
to SAM algorithm.

5.2 Security Analysis

In this section, we analyze the security of our server-aided RSA key generation
protocols.

According to the analysis given in [2], the untrusted servers learn no useful
information about RSA private key: During the search for the RSA modulus,
many candidates are generated. Since these candidates are independent of one
another, any information from the rejected candidates does not help the servers
to attack the final RSA modulus N. Once N is decided, it will become public
for it is part of public key. Hence it discloses no extra information. In the MBK
protocol, ¢; is just a random value for Server 1. It provides no useful information
to Server 1 for assisting the attacks on RSA. So is the to for Server 2. The
assumption, however, is that there is no communication between the two servers,
namely, they do not collude.

Also in our protocol, the untrusted servers shall not get any useful information
even if they share information with each other. Formally, we state and prove the
following theorem.

Theorem 5. Our server-aided key generation protocol for standard RSA is se-
cure against collusion attack.

Proof. Suppose that in our protocol, Servers 1 and 2 have communicated with
each other and have derived
T = ke(N) 9)

from their sharing information.

We argue that it is computationally infeasible for the servers to get ¢(N) from
T.1If k is a large odd integer chosen at random from [—N, N], the bit length of
T will be far greater than 1024. In fact, this is an integer factorization problem:
It is known that using the general number field sieve method, RSA modulus of
a bit-length 576 has been factored. [4].

Now, we assume that the two servers have luckily picked a random integer S
which is a multiple of ¢(N), from the range [-N?, N?]. (S and T are similar in
size). Let S = lp(IN), where [ is some integer. In this case, ¢(N) is a common
divisor of S and T'. Using the Euclidean algorithm, the servers can compute a
greatest common divisor G of S and T', namely

G =ged(S,T) (10)
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It is obvious that G must contain a factor ¢(NN) and is much smaller than S
or T. So the adversaries might work out ¢(IN) from G. In a special case when [
is relatively prime to T, i.e. ged(l,T) = 1, the servers can get

G =¢(N) (11)

Using ¢(N), the servers would be able to get user’s private RSA key. However,
the success probability that a randomly chosen integer is a multiple of ¢(N) is

at most
k

2N2’
Assuming that the size of k is similar to that of N, say 1024 bits, we have
P, < 21%, which is negligible.
A similar situation will occur when a randomly chosen integer is a multiple
of (p—1)or (¢g—1),say s1 =x(p—1) or so = y(q — 1). This time, the success
probability with respect to s; will be

k(g —1)
P51 = W (13)
and the success probability with respect to so will be
k(p —1)
P, = “oNT (14)

Assuming that the size of k is similar to that of N, we obtain P, < 25% and
Py, < 53, which are also negligible. Therefore, it is computationally infeasible
for the servers to acquire user’s private information by random guessing. O

There is another potential way to break RSA. Suppose ged(e,T') = 1, then
some t and r must exist such that
et+1T =et+rkp(N)=1 (15)
Equation (X)) can be rewritten as
et =1 (mod ¢(N)) (16)
Hence, we must have
t=d (17)
Tt is the reason we require that ged(e,T) # 1 at step 10 in our protocols.

The above analysis implies that the two untrusted servers know nothing about
the user’s RSA private key even if they can share information with each other.

We remark that due to the characteristic of resisting collusion attack, Hand-
held is also able to generate RSA modulus with help of single server.

With a similar argument, the unbalanced RSA version of our protocol can be
proven to be secure against collusion attack. We state the following theorem.
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Theorem 6. Our server-aided key generation protocol for unbalanced RSA is
secure against collusion attack.

First of all, servers can not derive ¢(N) from factorizing T. Secondly, for a
randomly chosen integer S in [~ N2, N2], its probability of being (p—1)- multiple
is at most ﬁ = 24%, which is certainly negligible, where R is 4096 bits long.

Next, we should point out that there is a potential way for malicious servers
to acquire user’s unbalanced RSA private key.

Suppose 7 is a random variable, Let V' = T 4 r. If k is not big enough,
the colluding servers are able to exhaustively search for r. Once r = k, then the
servers get p from ged(V, N) = ged[k(p—1)+r,pR] = p, as long as ged(k, R) = 1.
The countermeasure against exhaustive search attack is to choose large enough k.

Likewise, the two servers cannot derive d from e and T so long as ged(e, T) # 1.

From the analysis above we know that a Hand-held is able to protect its
unbalanced RSA private key from collusion attack as long as k is big enough.

6 An Attack and Concluding Remarks

After the workshop it was brought to our attention that the following attack on
the protocol allows the exponent to be found:

“The protocol requires ged(e,T) = a > 1 as otherwise the decryption expo-
nent, d, can be easily computed. However, ged(e,T) = a > 1 means that ale
and a|ké(n), and since ged(e, p(n)) = 1, we have alk. Letting T* = T'/a and
k* =k/a, we get T* = k*¢(n) and hence ged(T*,e) = 1.7

Our early investigation showed that unfortunately the attack cannot be es-
caped by an easy fix and so the protocol as described above is insecure.

The MBK protocols [2] efficiently solved the problem of RSA key generation on
low power hand-held devices. However, it turns out that these protocols cannot
prevent collusion attack [2]. Our proposed solution to this problem is insecure
and so the problem of finding a protocol that resist collusion attack, remains
open.
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Abstract. Mobile agent applications are particularly vulnerable to
malicious parties and thus require more stringent security measures—
benefiting greatly from schemes where cryptographic protocols are
utilized. We review and analyze methods proposed for securing agent op-
erations in the face of passive and active adversaries by means of secure
multi-party computations. We examine the strengths and weaknesses
of such techniques and pose hybrid schemes which reduce communica-
tion overhead and maintain flexibility in the application of particular
protocols.

1 Introduction

Mobile agents offer a unique method for implementing distributed applications.
Itinerant agents have the ability to migrate among a preplanned or ad-hoc set
of hosts where host inputs are gathered and agent code is executed. The agent
carries both its static code and a dynamic data state which embodies all previous
results of execution. Security concerns still occupy a large portion of the research
effort associated with such mobile programs—both with protecting agents from
malicious hosts and protecting hosts from malicious agents.

A multitude of schemes have been developed for mobile agent security and
reviews of various mechanisms have been recorded by McDonald et al. {2005),
Bierman and Cloete [2002), and Jansen and Karygiannis (2000). Much work has
been done over the last few years to apply the field of theoretical cryptography to
the mobile agent security problem. By integrating cryptographic protocols based
on secure multi-party computations (SMC), software-only protection mechanism
can be designed to guarantee the execution integrity and data confidentiality of
an agent while it is executed at a remote host.

The use of secure computation involves a trade-off between security, trust,
and overhead. SMC protocols can have varying security attributes—whether at
the information theoretic or computational level-and varying levels of commu-
nicational and computational overhead—normally considered unreasonable for
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practical applications. In this paper, we review specifically the use of these ap-
proaches for mobile agent security and pose hybrid approaches that offer greater
efficiency and more flexibility in integrating SMC protocols.

We organize the paper as follows. Section [ reviews literature related to se-
cure computations while Section [3] analyzes various efforts to integrate SMC
as an agent protection mechanism. Section ] poses several hybrid mobile agent
approaches that minimize communication overhead and add more flexibility in
the application of SMC protocols to security. Section Bl summarizes our contri-
butions.

2 Secure Computations

Cryptographers have for some time sought how to perform a group function
when there are a number of mutually or partially distrusting participants to
the operation. Yao’s blind millionaire problem [[1986) is often cited as an early
formulation for the two-party case where a function z = f(x,y) is computed
between Alice and Bob—without leaking any information about Alice’s input x
or Bob’s input y other than what can be deduced from z itself. Goldreich and his
colleagues [[1987) extend secure computation to n parties—defined in the general
case as a publicly available function f that takes n private inputs and returns
n private outputs: f(x1,z2,s,...,2n) = (Y1,Y2,---,Yn)- In some instances, all
parties learn the same function output such that y; = yo = ... = y,, making
the output publicly known.

Secure computation is referred to synonymously as secure multi-party compu-
tation (SMC), secure function evaluation (SFE) or secure circuit evaluation. In
terms of practical use, Rabin and Ben-Or [1989) summarize privacy-preserving,
real-world applications that can be represented as an SMC problem such as
database query, scientific computations, intrusion detection, statistical analysis,
geometric computations, and data mining. Malkhi et al. [2004) have developed
a full programmatic implementation of a two-party secure function evaluator
called Fairplay that uses oblivious transfer [Kilian [[1988), Abadi et al. ([1989),
Abadi and Feigenbaum (1990), Bellare and Micali {1990)] and one-pass Boolean
circuits [Yao [[1986), Goldreich et al. [[1987), Naor et al. [[1999), Bellare et al.
(1990)].

SMC protocols typically involve several rounds of interaction between parties
and assume different types of communication channels including, for example,
private channels between every two parties [Goldreich et al. [[1987), Chaum et
al. [[1988), Rabin and Ben-Or (1989)], a broadcast channel [Bellare et al. {1990),
Rabin and Ben-Or (1989)], and broadcast subsets among player triples [Fitzi et
al. {2005)]. In terms of security, Bellare et al. ([1990) recall that the correctness
and privacy of any protocol can be reduced to the evaluation of a secure function
protocol. In the ideal setting, all parties to an SMC can send their inputs via a
secure private channel to a trusted third party that computes the group function
and return results fairly.

Naor and Nisim (12001) state a primary security result that any function
computable with polynomial resources (communication and computation) can
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be transformed and computed in a secure manner using polynomial resources.
Corruption in multi-party computations deal either with an honest-but-curious
(semi-honest) adversary that passively reads information from corrupted parties
or an active (malicious) adversary that exerts full control over parties. Privacy
of inputs is at issue in passive attacks while correctness of the outputs is more
in view in active attacks. Goldreich (2000) concludes that two parties acting
maliciously can be forced to behave in a semi-honest manner or else be caught
violating the security of the computation.

For any arbitrary function in the presence of an active adversary, Goldreich
et al. {1987) conclude the computation can still be securely accomplished as long
as less than % of the players have not been corrupted. For unconditional security,
Ben-Or et al. (1988) and Chaum et al. (1988) say that computations can occur
as long as less than % of the players have been corrupted and secure channels
exist in both directions between any two players. When broadcast channels are
introduced, unconditional security is possible for the computation as long as
less than % of the players are corrupt. Cachin and colleagues [|2000] reiterate
that computation between two unbounded parties with ”full information” is not
securely possible for arbitrary functions and only limited to trivial functions
g where g(z,y) reveals y. These results are significant when the multi-party
computations are applied in the realm of mobile agents.

2.1 Evaluation Techniques and Primitives

Yao ([1986) first posed the idea that a function f can be modeled and securely
executed as a Boolean circuit in a protocol known as secure circuit evaluation.
The circuit can be ”scrambled” in a way to secure host inputs and compute the
group output. Abadi and Feigenbaum (1990) posed a two-player scheme where
one player runs a secret program for another player who has a secret input.
Other techniques for circuit construction including multi-party cases have been
posed by Goldreich et al. (1987), Ben-Or et al. (1988), Bellare et al. {1990), Naor
et al. [[1999), and Chaum et al. [1988). Once the function f is represented as a
circuit, parties must run a protocol to evaluate every gate in the circuit.

To accomplish secure circuit evaluation, the original wire signals for both
inputs and outputs of the circuit are encrypted (garbled) and the actual wire
signals used by the parties no longer have their same semantic meaning. As
Bellare and Micali {1990) describe, inputs and outputs are translated to their true
semantic meaning by two parties by exchanging data in an oblivious manner—
typically 1-out-of-2 OT. Naor and Pinkas (20012000) have refined OT to achieve
greater efficiency and to work in distributed settings.

While OT deals with privacy in circuit-based SMC, cheating can be addressed
by verifiable secret sharing (VSS) which allows a ”dealer” to distribute shares of
a piece of data among different parties [Zhong and Yang (2003), Rabin and Ben-
Or (1989), Shamir (1979)]. Normally, parties in the computation must commit to
their bits (which become garbled for purposes of evaluation) before they are used.
However, no other party could tell whether the scrambled bits actually represent
the real semantic meaning of a party’s input. By using sharing techniques, parties
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give shares of their inputs so that any attempt to alter a commitment can be
detected. Re-sharing of data to prevent a super adversary with control over some
set of parties from gathering enough shares to compromise a system is expounded
by Endsuleit and Mie (2003) based on Ostravsky and Yung’s technique (1991).
Typically, SMC protocols have been adapted for synchronous networks and
suffer from computational or communicational complexity too high for use in the
real world. Mobile agents operate in asynchronous environments and therefore
other factors must be taken into account before SMC techniques can be applied
successfully. Ben-Or et al. [[1993,111994) offer a framework for realistic network
environments while Canetti (2001,12000) has characterized the composable na-
ture of security properties for different protocols operating across asynchronous
networks. As Endsuleit with Mie (|2003) and Wagner [[2004) suggest, timeouts
have to be integrated with distributed computations for asynchronous networks
(that model the Internet) and the environment for mobile agent applications.

2.2 Single Round Computations

Mobile agents exhibit three unique properties that make using SMC protocols
difficult: autonomy, mobility, and disconnected operations. All of the protocols
mentioned thus far have relied on the exchange of information between parties
in multiple rounds, including the originator of a function. Agents require non-
interactive protocols because the originator of a function may be off-line during
the actual computation. Autonomy stipulates that the agent does not return
home after the first host and can visit some set of known or unknown hosts.
Mobility without the help of a trusted third party and minimal communication
among parties is a primary goal of agent security schemes. As Abadi and Feigen-
baum [[1990) and Rivest et al. {1978) discuss, there are two ways to view single
round computations between two parties in contrast to traditional secure func-
tion evaluation: computing with encrypted data and computing with encrypted
functions. Table [Il summarizes these approaches.

CEF represents the mobile agent transaction scheme best and can be extended
easily to a multiple host approach. Sander and Tschudin ([1998) posed one of

Table 1. Methods of single-round secure function evaluation

Type Computation
Computing w/ Alice has input x while Bob holds function f{-). Alice sends an
Encrypted Data (CED) encrypted version of x to Bob who computes and sends the

result back to Alice in a single round of interaction. Alice de-
crypts the result to get f{x) while Bob does not learn x.
Computing w/ Alice holds the function f{-) while Bob holds mput y. In one-
Encrypted Functions (CEF) round, Alice sends to Bob an encrypted version of f{*) who
provides his input y. Alice receives back and decrypts Bob’s
result to learn f{3)) but does not leamn y;, Bob does not learn f{*)
Secure Function Alice and Bob have private mputs to the function fx,y). Alice
Evaluation (SFE) and Bob jomntly compute the function f{x,)) m one round of
computation. Alice leamns only the result (and nothing more)
while Bob leams neither the result nor Alice’s private input.
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the first non-interactive CEF approaches for mobile code execution based on
homomorphic encryption. Their results were extended to include any function
implemented by logarithmic-size circuits. Cachin et al. {2000) developed a non-
interactive protocol (which we will refer to as the CCKM scheme) that could be
used to evaluate all polynomial time functions via the use of a scrambled circuits
and oblivious transfer.

Several important results were derived from Cachin et al.: 1) for unbounded
passive adversary, any function computable by a polynomial-size circuit can
be computed securely; 2) for a bounded active adversary, any function com-
putable by a polynomial-size circuit can be computed securely, given a public
key framework; and 3) any function computable by a polynomial-sized circuit
has a one-round secure computation in the model.

3 Integrating SMC with Agents

Mobile agent applications have brought a practical relevance to development
of secure, efficient cryptographic protocol schemes. The goal of SMC has been
stated as guaranteeing the correctness of a function and the privacy of results
among the parties. In mobile code systems, similar notions exist: malicious hosts
can spy on the code, state, or results of mobile agents that they execute. There
are two primary approaches to integrating SMC protocols with mobile agents:
use single agents that implement single-round non-interactive protocols or use
multiple agents that execute multi-round SMC' protocols in coalition schemes.
We discuss approaches and issues with the former next.

3.1 Non-interactive Approaches

Using the notation of Cachin et al. [2000) and Algesheimer et al. [2001), a
single-round secure multi-party computation is sent by an agent originator O
that embodies a private function to be executed by a set of hosts Hi,..., Hy.
Two functions describe the computation of an agent in terms of a resulting state
z € X and a current host input z € Z: z; = g;(xj_1,y;) and z; = hj(z;-1,y;).
The state update function g;(-) takes a current state from the set of states X
(brought by an agent from the previous host H;_;) and the local host input
(taken from the set of all possible inputs Z) and produces a next state z;. The
host output function h;(-) takes the same inputs as g;(-) but produces its own
local output z;.

In the CCKM protocol, once the agent computation is represented as a
Boolean circuit and encrypted, translation tables are required to map actual
signals to scrambled signals. The circuit encoding is based on Yao’s [[1986) two-
party SFE protocol. In order to know what signals to use for their local input,
a host performs oblivious transfer with the originator to get a set of scrambled
signals, and the originator does not know which signals are chosen. The follow-
ing security properties are thus established: 1) the originator has privacy of the
function; 2) each host has privacy in respect to their local input. The CCKM
approach allows for autonomy in the agent path by creating an encrypted circuit
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that is a cascade of sub-circuits. Each host in the route of an agent’s path would
receive an encrypted circuit on which their input is applied. However, the CCKM
protocol did not address the ability for each host to use the ”unencrypted” local
output of the agent because it was still encrypted and could only be evaluated
by the originator.

Extending the CCKM approach further, Algesheimer et al. Hm) produced
a non-interactive protocol (which we refer to as the ACCK protocol) similar to
the trusted hardware of Loureiro and Molva H@) that would allow for secure
decryption of host output when CEF is used. The ACCK scheme, illustrated in
Figure [[}a, makes use of a trusted generic computation service which is roughly
equivalent to the trust we place in a public key infrastructure. To decrypt the
output of the agent at the local host, the mappings for the semantics of the signals
are encrypted with the public key of generic service. Each host accomplishes
oblivious transfer with the generic service (instead of the originator who may be
offline) to decrypt the signals for the output.

By using a secure middleman, the ACCK protocol allows inputs, outputs, and
computations of all hosts to be hidden from the originator as well as any other
host visited by the agent. The main assumption is that the trusted third party
(TTP) does not collude with the originator or with any host, but as proposed
would offer a generically secure service for any application.

Fig. 1. Single and multi-round agent SMC

Two extensions have been proposed to ACCK that target replacement of
the TTP: Zhong and Yang H) introduce a cryptographic primitive called
verifiable distributed oblivious transfer (which we refer to as the VDOT protocol)
and Tate and Xu M) introduce a multi-agent approach utilizing their oblivious
threshold decryption (which we refer to as OTD). Figure 2la shows a notional
arrangement of parties in the VDOT scheme while Figure @b shows a notional
arrangement of parties in the OTD approach.

In the VDOT protocol, mobile agent computations are divided into security-
sensitive and non-security-sensitive portions. Code that requires integrity or con-
fidentiality is transformed into a garbled Boolean circuit. Instead of interactions
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with one trusted third party, which has weaknesses involving the corruption of
a single server to the detriment of the entire system, several trusted third party
servers are used to replicate the functionality of TTP in the VDOT approach.
VDOT guarantees with high probability the correctness of receiver’s output,
enforcement of the code and state privacy, protection from coalitions of mali-
cious hosts and malicious TTPs, and the verification that servers give correct
decryption of host signals.

Distribution of trust among a group of servers strengthens the original ACCK
protocol and forces the table lookup for circuit signals to be performed by a
group of servers that hold shares of the decryption. The VDOT protocol is
general purpose in the sense that each host need only provide an interpreter for
garbled circuits. By using distributed oblivious transfer, trusted third parties
act as a proxy for agent owners and provide translation tables for host inputs
without being able to discover host inputs themselves. Obvious disadvantages
to the approach are increased communication complexity (which the authors
contend is negligible in practice) and the complexity of breaking a program into
security sensitive portions represented by a Boolean circuit.

Fig. 2. Notional VDOT and ODT protocols

Tate and Xu'’s H) OTD protocol is similar in some regards to VDOT
but actually eliminates the trusted third-party requirement altogether. As a
primary distinction, their approach relies on multiple agents that are dispatched
to disjoint sets of the possible host pool. Each of these agents act in a threshold
manner (similar to VDOT) to decrypt the encrypted signals for a given host
input without relying on the TTP. While the ACCK secure computation service
overcame the interaction requirement of Yao’s encrypted circuit evaluation—a
limiting factor in the mobile code paradigm—OTD replaces this by means of
cryptographic operations and multiple agents that cooperate together.

Multiple agents must agree before decryption of the host’s input signals can
occur and this in turn prevents cheating by keeping a list of hosts that have



Hybrid Approach for Secure Mobile Agent Computations 45

already decrypted a signal. Agents eventually return back to the originating
host where all circuit results are decrypted and combined to produce a final
result. The security in this method rests on the security of Yao’s secure circuit
evaluation, the security of the I-out-of-2 oblivious transfer, and the strength of
threshold cryptography. However, this protocol does not support free-roaming
agents and requires knowledge of the set of hosts an agent will visit.

Though single-round non-interactive protocols reduce the communication
overhead for SMC, message sizes increase proportionally, regardless of input
or output size. Tate and Xu (2003), for example, state that it roughly takes 9k
bytes to encrypt 32 bits of secret data under this scheme. Zhong and Yang (2003)
mitigate overhead by keeping security sensitive portions separate from normal
programmatic requirements. Using multiple round SMC offers another approach
to accomplishing secure transactions with mobile agents, which we analyze now.

3.2 Multiple Round Approaches

Secure multiparty computations have a tradeoff between trust and efficiency.
Neven et al. {2000) were one of the first to envision the use of mobile agents to
implement SMC and reduce the overhead of the communication itself. Figure
summarizes four different approaches to integrating agents with hosts to accom-
plish SMC. Figure [Bla illustrates the ideal world where agents carry host inputs
to a trusted third party and a protocol is evaluated without the expense of net-
work broadcasts or bidirectional secure channels. In the context of the TTP, all
parties can evaluate the protocol and the TTP is assumed to behave honestly
with respect to host inputs.

Idealized Multi-Round No TTP / Multi-Round
@
Al P /A4
/ “TTP
[ ® a3

® o0
—8,, oo oo

Al A2 A3 A4 A5

No TTP/SlngIe Round/MA Partial TTP / Multi-Round

Fig. 3. Agent approaches to SMC

In the realm of mobile agents, as with many real world applications, it is
preferable not to rely on a trusted third party and just perform an SMC among
the parties of a function. Endsuleit and Mie {2003) utilize a group of multiple
agents to support such an approach. Multiple agents carrying the same realized
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circuit are deployed to remote hosts where rounds of the secure protocols are
evaluated among parties. Figure[Ilb illustrates how such agents would be located
on some set of hosts—working as a coalition to implement multi-agent computa-
tions based on an underlying SMC protocol. The extensive use of a broadcast
channel is assumed here and the use of Ben-Or’s protocol {1988) with an imple-
mentation of Shamir’s ([1979) secret sharing is suggested by Endsuleit and Mie
as a possible SMC candidate. Endsuleit, later with Wagner(|2004), suggest the
use of more efficient protocols such as those of Hirt and Maurer’s {2001).

The most secure but least efficient method is seen if Figure Blb: here hosts
simply become the execution environment and setup a multi-party protocol eval-
uation. In this case, both the computational and communicational complexity
inherent in the chosen protocol must be faced and only high speed links (rep-
resented by the dotted lines) make such protocols practical. Single-round ap-
proaches discussed in the previous section are seen in Figure Blc where an agent
embodies the circuit to be securely evaluated and each host provides private
input as the agent migrates. In Neven’s approach (12000), a hybrid solution
was posed as depicted in Figure Bld where high speed communication links are
present between one or more hosts. Participants in the n-party protocol send
agents carrying their private inputs to one of these intermediate TTPs who can
then efficiently and securely evaluate the function according to the rules of the
protocol.

A nice feature of such multiple agent schemes is that any SMC protocol can
be used as long as it meets the composable security properties defined by Canetti
(2001). In order to adapt the Canetti model, which assume stationary parties,
”slices” are defined as periods where a community of n agents is executed by
a set of n different hosts with n migrations during that period. Resharing of
data shares via the Ostravsky and Yung method [[1991) is used to overcome the
adverse affects of migration where malicious hosts can use acquired shares over
time to compromise security.

The system supports self-repairing code and threshold agreement of compu-
tations, as long as up to % of the community (agents or hosts) has not been
compromised. SMC security results follow because Canetti establishes proof of
a secure protocol for n parties computing a joint function in the presence of an
active adversary corrupting up to some k limited servers. By using such agents
to implement a redundantly shared global state of computation and coordinate
activity, a wide variety of SMC protocols can be implemented. However, as with
any multi-round solution, the communication complexity is extremely high and
the originator must know a priori which hosts will be part of the computation.

4 Hybrid Approaches

SMC offers many advantages for securely accomplishing a group transaction.
Several approaches by ) define how an agent implements a circuit that is part
of a multi-party computation. On one hand, Cachin et al. {2000), Algesheimer
et al. (2001), and Zhong et al. {2003 define an originator that sends a single
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agent with a cascading circuit whose last migration signals the last computation
of the circuit. Alternatively, Endsuleit with Mie(2003) and Wagner(2004) define
an originator that sends multiple agents with the same circuit that executes
protocols in stepwise multi-round fashion. Neven et al. [2000) uses a single or
set of trusted execution sites to accomplish the SMC interaction. By combining
these techniques where full protocols, multiple agents, and semi-trusted hosts
are utilized, several advantages can be gained.

Malkhi et al. [[2004] note a recent trend in SMC research where protocols are
focused on specific application contexts—thereby allowing more efficient repre-
sentations for specific tasks. This is true in the mobile agent paradigm as well
where mobile agents will be used for specific tasks like auctions, trading, or
secure voting. Feigenbaum et al. [2004) implement a secure computation mecha-
nism utilizing SMC for collecting survey results with sensitive information. Their
scheme uses data-splitting techniques and traditional Boolean circuit evaluation
Yao-style [1986). Notably, it also uses a secure computation server, which acts in
the role of a trusted entity within the system, and is the initiator of the 2-party
function evaluation. We use this as an example to point out that in practical
applications where true data privacy or true function privacy is needed, the
presence of a trusted server is not beyond the realm of possibility. In fact, many
agent applications which will be executed ”in-house” will indeed benefit from
the availability of such trusted entities.

Implementations of SMC in mobile agent systems must seek to reduce mes-
sage size, number of broadcast or pairwise channels required, and the size of the
circuit. To accommodate agent goals such as disconnected operations, the origi-
nator typically remains offline during the protocol evaluation. Agent autonomy
requires the task to be accomplished by an agent that decides where and when
to migrate. The requirement for full autonomy in the agent path and itinerary
lends itself best to a combination of SMC that balances trust with efficiency.
While there is a desire to eliminate the need or requirement for any trusted
third party or trusted computation service (like PKI), some environments for
SMC may be conducive to such assistance.

Non-interactive approaches are limited to a very small number of protocols
that derive from Sander and Tschudin (1998) or Cachin et al [2000). Single-round
approaches do not require trusted third parties but come with large message
sizes and their own set of limitations which include reliance on a trusted entity
similar to a PKI. Extensions to the non-interactive approach such as those by
Tate and Xu (2003) and Zhong and Yang [2003) require foreknowledge of at least
the number of hosts to be visited by the agent or the set of hosts themselves.
As SMC protocols find better and more efficient means of expression over time
(other than Boolean circuits), agent security approaches should be adaptable
to integrate them as they improve. However, accomplishing multi-agent fully
interactive protocols comes with stiff communicational costs.

We pose several hybrid approaches to SMC integration with mobile agents
that can accommodate free-roaming itineraries as well as reduce overall commu-
nication cost. These approaches can be used to take advantage of the security
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properties of multi-party protocols while remaining flexible for integration of
other protocols with higher efficiency in the future.

4.1 Invitation and Response

In our first approach, which we term ”Invitation and Response”, a multi-agent
architecture is used with a form of semi-trusted execution sites. We define the
protocol informally first and define two classes of agents: the invitation agent and
the protocol agent. The originator, O, begins the task by sending an invitation
agent which has some initial set of hosts to be visited or at a minimum the first
host to be visited. Invitation agents are free-roaming and can make changes in
their itinerary based on environmental conditions or information obtained from
hosts or other information services.

To guard the invitation agent against data integrity and denial of service
attacks, two different schemes can be used. First, a traditional data encapsulation
technique can be used with the stipulation that the agent code itself is bound
to the dynamic state of each agent instance. Data encapsulation protocols are
reviewed by McDonald et al. (2005) and Jansen and Karygiannis (2000); Figure
@ depicts only one invitation agent being used. A second approach is to use
multiple invitation agents with overlapping and redundant itineraries that reduce
the possibility of malicious corruption. Each invitation agent has a uniquely
identifiable code/state (to avoid replay attacks), but the collection of agents
represents only a single uniquely identifiable task (such as a specific auction).
If a host receives an agent requesting participation in the same unique event, it
ignores subsequent requests much like network devices that only forward packets
once.

Invitation agents carry with them the specifications for input corresponding
to an originator’s task. The specification represents the normal query for a host
input which is part of a multiparty computation. Hosts will (or will not) respond
to this invitation by dispatching a response agent. The response agent is based
upon an underlying secure multi-party computation protocol and can be created
in different ways.

First, the invitation agent can carry the code for the response agent which
each host will use. The host will execute the response agent first on its local input
and then send the response agent to a semi-trusted execution location to actually
evaluate the circuit. The second approach involve the dynamic generation of the
code and circuit by the invitation agent when a host responds positively. A
third method would involve each host responding to the invitation by sending
its input encrypted to the semi-trusted execution site. This method resembles
the traditional notion of the ideal SMC environment where parties send their
input to a TTP for execution of the protocol.

Regardless of the method chosen, response agents migrate and move to a set
of semi-trusted host environments in order to evaluate the protocol. The semi-
trusted hosts can be specifically designed to serve multi-party computations
(predefined based on some underlying protocol) or can simply provide basic agent
execution environments with communication facilities. The key characteristic
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Fig. 4. Invitation and response protocol

of these hosts are that they are connected by a high bandwidth network so
communication costs are negligible. This corresponds to the SMC approach seen
in Figure Bld where a tradeoff is made with overhead by bringing agents closer
together through the availability of a high speed communication link among the
servers. Environments are semi-trusted because group and threshold operations
can be accomplished to eliminate the full trust in any one server.

In terms of security, ”invitation and response” has the following properties.
Hosts can only send one agent to the computation which removes the possibility
the circuit can be evaluated on multiple host inputs. As long as multiple host
submissions (and therefore cheating) are detectable, the originator’s privacy is
preserved. The local host input is kept private under two scenarios: 1) when the
execution sites are fully trusted, as depicted in Figure [Bla, no extra security is
required and each execution site is expected to maintain privacy of host inputs;
2) when the execution sites are semi-trusted, as depicted in Figure [ a thresh-
old mechanism can be used to distribute the trust among the set of hosts for
decryption operations of circuit operations.

The advantages of this hybrid approach include the ability to accommodate
true free-roaming agent scenarios and to use any type of secure multi-party
protocol for the evaluation of the secure function. Protocols which have high
communication and low computational complexity can thus be favored because
agents are sent to a semi-trusted environment that has an assumed high speed
link among execution sites. Depending on the trust level of the application en-
vironment, fully trusted hosts may be a possibility and simpler protocols can be
utilized that do not involve threshold decryption of signals.

The selection of execution environments becomes one of the issues with the
invitation and response protocol. The two primary factors are the presence of
a high speed communications link between servers and a common trust level
among all parties of the protocol with the trusted servers. Migration of agents
also becomes more structured as the only free-roaming portion of the task is to
find interested parties to the computation itself. Response agents only make two
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Fig. 5. Fully-trusted (a) and semi-trusted (b) evaluation

subsequent migrations: to the trusted server environment and then back to the
originator, who can decrypt the final agent state and obtain the result.

One of the issues well discussed by Algesheimer Hlm) with SMC and agents
is how can an individual host get its local output as the mobile agent migrates.
In invitation and response, local host output can be handled in one of two ways.
First, since the host output is not private in terms of the originator, O can be
responsible for providing the output to each host after the evaluation of the
secure function on the execution environment and after response agents migrate
back to the originator. Second, the set of TTPs can each send their share of the
output or the single TTP can send the output corresponding to a host back to
it, through message passing or another class of agent.

4.2 Multi-agent Trusted Execution

When the itinerary of an agent is known beforehand, simpler agent architec-
ture can be used to facilitate execution. Several configurations are possible for
host environment in terms of a secure computation. First the host can be the
computation environment for a cascaded circuit that requires only one round of
execution. Next, the host can communicate with a semi-trusted party to eval-
uate an encrypted circuit or can communicate with a threshold of semi-trusted
parties that provide signal decryption services in an oblivious manner. The host
can also be the computation environment for a multi-round circuit and can be
visited by more than one agent.

Multiple agents can be used to initiate a multi-party protocol among a prede-
fined set of hosts. Similar to the multi-agent approaches of Endsuleit HM),
multi-agent trusted execution would allow agents to migrate to hosts where in-
put is first gathered. When one trusted execution environment is fully trusted by
all parties, agents can then migrate there to accomplish a multi-round protocol,
as suggested by Neven et al. ).

If a less trusted set of execution environments are in view, trusted servers need
to be linked by a high bandwidth communications network. In either case, agents
are dispatched to hosts in the manner of a traditional multi-party function as
the first step of the task. Once agents obtain host input they then migrate to a
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centralized trusted execution site where the multi-round protocol is evaluated.
In performing such an operation, the goal is to minimize the communication
overhead of the network while maximizing the benefit of any given SMC protocol
chosen.

5 Conclusions

There is a distinct tradeoff when using secure multiparty computations with
mobile agent applications. The overhead of both computation and communi-
cation are barriers which must be overcome before protocols can be used in
a practical manner. We have reviewed the state of the art in such integration
approaches and posed variations of hybrid approaches that utilize fully trusted
or semi-trusted execution environments for secure multi-agent computations.
These schemes offer an alternative to other architectures posed which combine
the best of non-interactive approaches and multi-round SMC approaches. Future
work will involve the formal description of such protocols and an analysis of their
overhead when specific SMC protocols are in view.
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Abstract. An outstanding security problem in mobile agent systems is resource
access control, or authorization in its broader sense. In this paper we present
an authorization framework for mobile agents. The system takes as a base dis-
tributed RBAC policies allowing the discretionary delegation of authorizations.
A solution is provided to assign authorizations to mobile agents in a safe man-
ner. Mobile agents do not need to carry sensitive information such as private
keys nor they have to perform sensitive cryptographic operations. The proposed
framework makes extensive use of security standards, introducing XACML and
SAML in mobile agent system. These are widely accepted standards currently
used in Web Services and Grid.

Keywords: Mobile Agents, Authorization, Access Control, XACML, SAML.

1 Introduction

During the last years, mobile agent technologies have witnessed an steady, if not fast,
increase in popularity. Probably, the main hurdle to a wider adoption are the security
issues that mobility brings to the picture [7]. Among them, an outstanding one is re-
source access control. Traditional access control methods rely on the use of centralized
solutions based on the authentication of global identities (for example, via X.509 cer-
tificates). These methods allow to explicitly limit access to a given resource through
attribute certificates or Access Control Lists, and rely on a centralized control via a
single authority. Despite providing effective means of protection, these techniques suf-
fer from serious drawbacks; in particular, they give raise to closed and hardly scalable
systems. Practical mobile agent systems demand lightweight, flexible and scalable so-
lutions for access control, in order to cope with the highly heterogeneous nature of their
clients. In the same vein, solutions depending on centralized entities (such as traditional
Certification Authorities) should be avoided.

Recent developments in the area of access control, in an attempt to further ease ac-
cess control management, have brought into the picture Role-based Access Control
(RBAC) [IL1]. In these schemes, privileges of principals requesting access to a resource
are determined by their membership to predefined roles. The use of RBAC greatly sim-
plifies access control management and is specially suited to mobile agents scenarios,
where agents privileges are subsumed in a possibly more general RBAC system.
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Even in RBAC environments, there may be some situations where more flexibility
is required. Discretionary delegation of authorizations between users may provide flex-
ibility beyond RBAC policies. A user may temporary delegate some rights to another
one without having to modify the system policies. Delegation of authorizations has been
successfully introduced by trust management systems such as Simple Public Key Infras-
tructure/Simple Distributed Secure Infrastructure (SPKI/SDSI) [9] and KeyNote [3].

This article presents an access control framework for mobile agents. We combine
RBAC and discretionary delegation of authorizations to provide a flexible, and dis-
tributed system for access control in such scenarios. In our approach, mobile agents
do not carry explicit information regarding resources access control, avoiding the pri-
vacy concerns associated with sensitive data embedded in mobile code. We have im-
plemented our proposed scheme on MARISM-A, a JADE-based agent platform. Our
framework is called XMAS (XML-based Mobile agents Authorization System).

In Section 2l we explain the motivations behind XMAS. Sections[3land[d]describe the
main naming and authorization issues. We describe the main components and function-
ality of XMAS in Section[3l Section[6] details how roles are assigned to mobile agents.
Finally, Section [7] summarizes our conclusions.

2 Motivations and Related Work

Proposals for access control in multiagent systems supporting agent mobility are scanty.
Most of the security work in mobile agents deals with protecting communications,
itineraries, and so on, but few of them deal with the protection of resources and the
management of access control rights.

Usually, proposed systems rely on ad-hoc and centralized solutions. As an example,
in [23] the authors propose a solution based on proprietary credentials, which are carried
by the agent as authorizations. These credentials are combined with the Java protection
domains to provide resource access control. The solution is interesting but it relies too
much on the platform itself, and more precisely in Java. The system cannot be applied to
other platforms and it is not distributed, since it requires a centralized policy. A similar
approach was adopted in [21]]. And most notably [[14]].

JADE (http://jade.tilab.it) also provides a security add-on[13], which
is also based on the Java security architecture and does not support agent mobility.
FIPA (Foundation for Intelligent Physical Agents: http://fipa.org) also began
to consider agent security through a technical committee, but the work has not been
finished, and there is no FIPA recommendation at the moment on security related topics.

Other mobile agent platforms, such as NOMADS [21]], provide access control based
on Java-specific solutions and eventually used KAoS to provide high level policy lan-
guages and tools. KAoS [4] is a high level policy language currently focused on seman-
tic web services. Despite its complexity, KAoS does not support mobile agents.

On the other hand, several communities have substantially contributed to access
control and authorization management in distributed environments, most notably in
Web Services and Grid. Systems such as Shibboleth [10], PRIMA [16], PERMIS [6],
or Cardea [[15]], are just an example. These systems tend to be policy-based and provide
support for Role-based Access Control (RBAC).
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Another important initiative has been the development of standards for express-
ing authorization information. For instances the eXtensible Access Control Markup
Language (XACML)[22] is a general purpose access control policy language specified
in XML. XACML is intended to accommodate a wide variety of applications and envi-
ronments. Together with the policy specification language it also provides a query and
response format for authorization decision requests. The expressiveness, semantics for
determining policy applicability, support for advanced features, and the fact that it was
designed with distributed environments in mind, makes XACML a great standardized
base for large-scale authorization frameworks.

At the same time, the Secure Assertion Markup Language (SAML)[19], provides
a standard XML-based framework for exchanging security information between on-
line business partners. Security information is exchanged in form of assertions. SAML
provides three types of assertion statements: Authentication, Attribute, and Authoriza-
tionDecision. Broadly speaking an assertion has an issuer, a subject or subjects, some
conditions that express the validity specification of the assertion, and the statement. The
assertion may be signed by the issuer. SAML also provides query/response protocols to
exchange assertions and bindings over SOAP and HTTP.

XACML and SAML are being widely adopted by the previous projects in web and
grid services, as well as other industry solutions (Liberty Alliance, for instance). These
two standards are also well suited to coexists together. For instance, Cardea uses SAML
protocols in an XACML policy based environment. In XMAS, we have choose to adopt
a combination of XACML and SAML. XACML is used to express the main authoriza-
tion policy, which is an RBAC policy. While SAML is used to express discretionary
delegation statements and provides the protocols to exchange all the information.

This work is the continuation of a previous framework for authorization management
in mobile agent systems [[17], based on SPKI/SDSI. From this previous experience, we
have developed a more scalable system making use of current standards and introducing
a more powerful delegation model, among other things.

The main contributions of XMAS is to provide a novel authorization framework
for mobile agents. It presents the combination of RBAC with discretionary delegation
of permissions or authorizations. The proposed use of XACML and SAML standards
in mobile agent system, will allow agents to interact with other systems such as Web
Services or Grids. We also describe a safe way to assign roles to mobile agents, so the
mobile agent does not need to carry sensitive information.

3 Naming Schema

XMAS uses a distributed naming schema strongly influenced by SPKI/SDSI, which is
used to create and manage roles and groups. Each entity, (agent, platform, human user,
etc.) is denoted as a principal. All principals (including static agents) have a pair of
cryptographic keys, except mobile agents. The public key acts as a global identifier of
the principal. In order to make it more manageable one can use the hash of the public
key as an abbreviation for the public key. Each principal generates by itself the keys and
is responsible of its own identity, so there is no need for a centralized CA, although it
can be used if it is needed. Mobile agents are identified by a hash of its code.
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A principal can define local names of entities under its own responsibility. In order to
do that, an entity has an associated local name space called name container. The name
container has entries of the type: (<principal>, <local-name>).The principal
corresponds to the principal for whom the local name is being defined, and local-name
is an arbitrary string. The principal can be specified as a public key or as a fully qualified
name (see below).

For example, consider a principal with public key P K, which creates an agent with
public key PK; and wants to name it my-agent. The name container of the entity will
have an entry of the form: (PK;, my-agent). Now on, the agent PK; can be
referenced by the name my-agent in the local name space of P K. An important issues
is that a third party can make a reference to a name defined in other name containers
through a fully qualified name. A name container is identified by the public key of
the owner, so the fully qualified name P K my-agent makes reference to the name
my-agent defined in the name container of PKj. It is important to note that given the
properties of cryptographic keys, it is commonly assumed the uniqueness of the public
key, so fully qualified names are globally unique.

These names, make it very easy for a principal to create groups or roles. For in-
stances, a user P K,qmin can create a group employees with members PK,, PK} and
the agent P K1, by adding the following entries in its name container:

(PKa, employee)
(PKy, employee)
(P Ko my-agent, employee)

In our framework names are expressed not only as identifiers of a principal but also
as attributes in the case of roles. A name container entry can be expressed as a SAML
assertion, where the issuer is the owner of the name container, the subject is the principal
and the name is expressed as an AttributeStatement. We denote such an assertion as:

{(PK admin security-staff, employee) }PK* 1

admin

where PK;dlmn denotes the private key corresponding to the public key PK g4min,
which digitally sings the assertion determining the issuer or the owner of the name
container where the name is defined (note that this assertion can only be issued by the
owner of the container). The assertion may also contain validity conditions, which are
not shown for clarity reasons.

Although any principal may create and manage roles for its own purpose, in order
to make them available to the XMAS framework, they need to be introduced into an

XACML policy managed by a special entity, the Role Manager (see Section[3.2).

4 Delegation of Authorization

Authorizations may be assigned to principals either through an XACML policy rule or
through a SAML assertion. An authorization will have an issuer, the principal granting
the authorization, which in the case of an XACML rule will be the policy owner, and
in the case of a SAML assertion will be the issuer of the assertion. It also has a subject,
and the authorization itself.
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A key point of XMAS is the ability to allow delegation of authorizations between
principals. Furthermore, we adopt a constrained delegation model, which provides a
powerful delegation mechanism. It allows to differentiate between the right to delegate
an authorization and the authorization itself. That is, a principal can have the authority
to delegate a given authorization but may not be able to hold (and use) the authorization.
This is different from the approach in trust management systems [319] in which the right
to delegate a privilege can be given only to those that have the privilege for themselves.
A formal definition and a full description of the constrained delegation model can be
found in [2,20]].

In short, there are two types of authorizations:

— Access-level authorization: defines an access-level permission such as read file,
assigned to a principal. It is denoted as: authz(s,a), where s is the subject (a
principal) and a is the specific access-level permission.

— Management-level authorization: defines the authority to declare an access-level
authorization. That is, the right to delegate an access-level authorization. We denote
it as: pow(s, ¢), where s is the subject (a principal) and ¢ is either an access-level
authorization or another management-level authorization.

A complete authorization can be denoted as:
{(Ks, p)} Kt

Where the subject K, receives the authorization p from the issuer K;. Again, K 1
denotes the private key associated with K;, which issues the authorization. Both names
and authorizations are denoted with a 2-tuple, the main difference between them being
the second element. In the case of an authorization it will be of the form of: auth(. . .),
or pow(...).

The flexibility and the power introduced by this constrained delegation model comes
with a cost. In order to determine if a principal has gained an authorization through
delegation, we have to find a delegation chain from a source of authority to the princi-
pal. Finding this authorization proof may become very complex. In order to simplify
it we rely on a combination a privilege calculus [20], to find authorization proofs in
the presence of constrained delegation, and the name resolution and reduction rules of
the SPKI/SDSI certificate chain discovery algorithm[§]. Broadly speaking, in order to
find delegation chains, we use the name resolution algorithms to resolve all the names
into public keys (or hashes in the case of mobile agents), and then apply the privilege
calculus to find the authorization proof. The procedure is computationally feasible pre-
senting a polynomial order of complexity, an it is performed by an special entity, the
delegation Assertion Repository Manager (see Section[3.4).

5 XMAS Components

The XMAS system is implemented on top of MARISM-A [18]], a secure mobile agent
platform implemented in Java. It provides extensions on top of the JADE system. JADE
implements the standard elements of the FIPA specification and provides additional
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services for the management of the platform. Mobility is achieved by the MARISM-
A mobility component which is integrated into JADE. On top of JADE there are the
main MARISM-A components such as the authorization framework presented in this
paper, and other MARISM-A services such as: cryptographic service, directory service,
service discovery, etc.

Agents in MARISM-A can be mobile or static, depending on the need of the agent to
visit other agencies to fulfill its task. There are several types of mobile agents according
to the characteristics of its architecture: basic or recursive structure, plain or encrypted,
itinerary representation method, etc. Agents can communicate with each other through
the agency communication service.

XMAS is made up of five independent components, which interact to perform all
the required functionality. This components are implemented as static agents. The mes-
sages exchanged between these components are SAML protocol messages, enclosed in
FIPA Agent Communication Language, and using FIPA ontologies. The SAML proto-
cols already provide bindings for transport over SOAP and HTTP, which are used to
communicate XMAS components with entities outside the multi-agent domain, such as
external authorities, normally in the form of web services or grid services, where the use
of SAML and SOAP is widespread. The reason why we choose FIPA ACL is that it has
become an standard in multi-agent environments. Most of the existing agents platforms
support the FIPA specifications, which provide transport over IIOP, HTTP, and WAP.

In order to locate required information and modules. XMAS relies on a service dis-
covery infrastructure. It is provided by the underlying agent-platform implementing the
FIPA agent discovery specification [12]. This is specially relevant in the presence of
mobile agents because an authorization decision may involve the gathering of infor-
mation from components located in different platforms. In the case of XACML, the
XACML policies already provide mechanisms to easily distribute policies through ref-
erences, without the need for discovery services. But for example, the delegation chain
discovery can use the service to locate an specific authorization manager.

5.1 Authorization Manager (AM)

The Authorization Manager (AM) manages the assignment of a set of specific autho-
rizations to specific roles. It may also provide the ability to delegate authorizations to
other AMs in order to distribute the authorization management. Since the authorization
policy is local to the AM agent, it does not need to follow any specification and its for-
mat could be implementation-dependent. Even so, we use XACML policies to provide
a standardized, and uniform approach.

The AM has two different local policies, expressed in XACML. The first one is the
XML Authorization Policy (XAP). The XAP specifies the authorization assignment to
roles. In other words determine, which roles hold which permissions or authorizations.
The second one is the Administrative XML Authorization Policy (XAP-adm). The XAP-
adm determines the administrative authorities for the authorizations managed by the
AM. An AM may receive a request to issue an authorization for an specific role, if the
authorization comes (directly or indirectly) from one of the authorities for that specific
authorization, it is granted and the XAP is modified accordingly.
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Principals sending requests to the AM will normally be other agents using SAML
protocols. Even so, we have provided a GUI tool for the easy specification of the AM
policies by human administrators: the AM-console.

As Figure [Tl shows, the XAP is possibly the most complex policy of the system.
Originally we used a proprietary definition of the XAP policy, but we have recently
adopted the proposal on RBAC profile for XACML [1]. It is currently a Committee
Draft in the XACML version 2.0 specification.

/_Authorization Manager Policies.

-
=

AM-Console

XAP

Role & Role <PolicySet> (RPS)
\ Target: Role A

Reference: O

SAML Permission <PolicySet> (RPS)

protocols

Permission-rules for Role A

-

Fig. 1. Authorization Manager (AM) policies

The XAP is made up of several <PolicySet>s. For each role there is a Role <Policy-
Set> (RPS) associating the role to a Permission <PolicySet> (PPS), which determines
the actual permissions associated with the role. It is important to note that the entry
point to query the XAP is the RPS and never the PPS. Or in other word, a PPS cannot
be directly consulted, the only way to access it is through an RPS. This allows to support
role hierarchies, ensuring that only principals of the given role can gain access to the
permissions in the given PPS. Role hierarchy is thus defined by including a reference to
the PPS associated with the junior (or sub) role in the PPS of the senior (or super) role.

5.2 Role Manager (RM)

The Role Manager (RM) manages a set of roles, mainly role membership (Section
details how roles are assigned to mobile agents).It has an XML Role Policy (XRP) and
an Administrative XML Role Policy (XRP-adm). The XRP-adm policy specifies ad-
ministrative role authorities. That is, principals that can request the creation of roles,
the assignment of principals to roles, or the specification of constraints on the role
assignment.

The XRP policy has two types of XACML policies. It has policies to define role
membership and a Role Assignment Policy. The role membership is expressed as an
XACML Attribute, associated to the given principal (see Section[3). On the other hand,
the Role Assignment Policy, is used to answer the question “Is subject X allowed to
have role R; enabled?”[[1]].

As in the case of the AM, there is a GUI tool (RM-console) specially designed so RM
policies can be managed by a human, although they are mainly intended to be managed
by autonomous agents through SAML protocols.
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Role Manager Policies\

RM-Console

= D
€

SAML Role memebership: XACML Attributes
protocols
Role Assignment <Policy> or <PolicySet>

\ J

Fig. 2. Role Manager (RM) policies

5.3 Resource Controller (RC)

The Resource Controller (RC) main task is to control the access to a set of resource. It
acts as a Policy Enforcement Point [24], receives access requests from principals and al-
lows or denies the request depending on authorization responses from the Authorization
Decision Engine.

5.4 Delegation Assertion Repository Manager (ARM)

In XMAS, principals may delegate authorizations in a discretionary way as SAML as-
sertions. This assertions need to be gathered to perform the authorization decision. Al-
though each principal can maintain a local cache of issued assertions, having to search
and query all principals for assertions relating a given request can be too expensive
in terms of communications due to the high complexity and possibilities imposed by
possible delegation paths.

The delegation Assertion Repository Manager (ARM), keeps and updated reposi-
tory of SAML delegation assertions. When a principal issues a delegation assertion it
stores the assertion in the repository. Furthermore the ARM can find partial authoriza-
tion proofs by finding delegation chains from the repository (see Sectiond). This way
we solve the problems derived from assertion distribution and leave the task to perform
chain discoveries to the ARM and not to the other principals. It decreases communi-
cation traffic, assertions do not need to travel constantly from one principal to another,
and reduces the task that generic principals need to perform.

5.5 Authorization Decision Engine (ADE)

The Authorization Decision Engine (ADE) is the main responsible for determining au-
thorization decisions acting as a Policy Decision Point [24]. Given an authorization
request, normally coming from an RC, the ADE is able to determine if the request has
to be granted or denied by retrieving information from required AMs, RMs, ARMs, and
other possible sources of information such as external Attribute Authorities.

An important issue with the ADE is that it is unique for a single agent platform.
XMAS allows to place any number of AM, RM, ARM and RC in a single platform,
they may be set up by different principals, or for different applications. But there is
only one ADE in the platform. This ADE is the one used by all the RCs in the platform.
Note that there is an implicit trust relation between the resources or service owners and
the platform where they are placed.



62 G. Navarro and J. Borrell

Conflict Resolution. Delegation of authorizations was introduced to provide more flex-
ibility in the system, but at the same time it may introduce possible inconsistencies. It
is possible to find conflicts between the RBAC policies and the delegation assertions.
For instance, we can find a principal who has received an authorization from a dele-
gation assertion, but at the same time has enabled a role, which explicitly denies such
authorization.

We adopt a closed policy, all authorizations are denied by default, and the policies
express permitted authorizations. In XACML it is possible to specify deny rules, but this
rules are normally used to express exceptions and are not used in a normal base. Even
so, the ADE provides a conflict resolution procedure to resolve possible inconsistencies.
The ADE can obtain three different evaluation results: an XACML deny or XACML
permit from the RBAC policies, and an explicit permit from delegation assertions. The
ADE uses the following order of precedence:

begin
if (XACML-decision == Deny) then return Deny;
if (XACML-decision == Permit) then return Permit;
if (there is a delegation chain == Permit) then return Permit;
else return Deny;
end

Algorithm 1. ADE combining algorithm

Note that negative rules from the RBAC policies supersede the delegation statements.
It is possible to apply constraints on delegations in the RBAC policies. For example it
is possible to define a deny rule in the RBAC policies for a role, so principals cannot
delegate authorizations received as a result of being members of that role.
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Manager
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Authorization Decision

holds role
3 Role
Engine (PDP) & Manager
)‘

A
@ Check if user authorized
through a delegation chain

Access
request

Resource Controller m
(PEP)

Y

Assertion Repository
Manager (ARM)

Fig. 3. ADE data flow

Figure[3shows a simplified data flow for the decision engine. Note that, for example,
querying the AM to check the roles authorized, may involve the interaction with several
AMs depending on the one that handles the specific authorization.
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6 Establishing Mobile Agents Role Membership

One of the first problems we found when planning the authorization model, is if a mo-
bile agent should have a cryptographic key pair and be considered as a principal. A
mobile agent cannot trivially store a private key, as well as perform cryptographic oper-
ations such as digital signatures. There are some proposals to store sensitive information
(private keys) in mobile agents [5]. But the problem arises when the mobile agent uses
the private key to compute a cryptographic operation. The agency where the agent is in
execution will be able to see the private key or at least, reproduce the operation. As a
result we consider that a mobile agent should not have a private key.

Since mobile agents cannot have private keys, we can not delegate authorizations to
a mobile agent or make it member of a role. Our approach is to set, as member of the
role, a hash of the agent’s code. A principal can be identified by a a public key or a hash
of a public key. So a hash may be seen as a principal, subject of a certificate. This is
even supported by certificate frameworks such as SPKI/SDSI or even X.509, where a
hash of an object can be considered as a principal.

In order to establish the role membership of a mobile agent we consider two different
approaches. To show them we use a simple example where a user K, is member of the
role physician defined by a Role Manager RM| of the agency i, which has a resource
controlled by a given RC'. The role physician allows its members to access the given
resource in agency . The user has a mobile agent with the code m; to be executed in
platform i. The goal is to set the hash of m; as member of the role physician.

User-managed Role. RM; makes member of the role physician a role (or group)
defined by the user K, say agent. Then, the user K, can make member of its role
agent any hash of agent’s code:

{(Ku agent, physician)} ;-1
{(hash(m), age”t)}K,;l

RM-managed Role. RM, makes member of the role physician the user K,. Then
the users sends a request to the R M to set the agent code’s hash as member of the
role:

{(Ku, physician)}RMo_l
{(hash(m;), physzczan)}RMo_l

The user-managed role, is quite straightforward, gives the user full flexibility to man-
age the role K, agent, and does not require any special mechanism or protocol. The
user may add to the role any agent (or even user) she wants. The main problem with this
first approach is related to the accountability of the system. In e-commerce application
there will be different degrees of trust between users. For example, a hospital may trust
an internal physician to manage its role agent, but a client from an external research
center may not be so trusted. In the first case we will use a user-managed role, while in
the second one we will use an RM-managed role.
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This last approach requires an additional protocol, which is implemented as a SAML
protocol. The user sends an agent role assignment request to the RM, including m;.
The RM verifies the client’s request, if permitted, it computes the hash of m; and issues
the corresponding XACML attribute, in its XRP.

The RM may store the code m; to use it for further security audits (or a hash of the
code). Note that this approach does not allow the user to manage the role and extend it
to other agents. The user needs to send a request for each agent.

When the mobile agent arrives to agency ¢, it will send an access request to the RC
controlling the resource. The RC just has to compute the hash of the code m; and check,
through a request to the ADE, if the agent is authorized to access the resource.

The main drawback of this approach is that a mobile agent is not capable of issuing
a delegation assertions by itself, since the agent can not sign them. But note that this
does not mean that the agent cannot issue or delegate an authorization, which may be
certified by a trustee.

Authorizations associated to an agent are normally determined by its role member-
ship. This way we can say that the agent will have dynamically assigned authorizations
during its lifetime. If the authorizations associated with a role change, the authorizations
related to the agent also change.

7 Conclusions

In this paper we have presented a novel authorization framework for mobile agent sys-
tems, XMAS. The main contributions in the field of mobile agents can be summa-
rized in three points. First, it presents an RBAC-like distributed policy and at the same
time adds support for discretionary delegation of authorizations. Second, the frame-
work makes extensive use of current security standards for distributed systems, more
specially XACML and SAML, which easies the interoperation with other systems such
as Web Services or Grid. Finally we propose a mechanism to authorize and assign roles
to mobile agents, so the agent does not need to carry sensitive information (such as pri-
vate keys) or perform cryptographic operations. The proposed framework is currently
implemented on top of the MARISM-A project, a secure mobile agent platform based
on JADE.

The use of XACML has greatly contributed to provide a uniform and standardized
manner to handle distributed RBAC policies. As a side effect we have find that XACML
documents are quite complex and bloated, and cannot be manually edited by adminis-
trators without a good knowledge of the language. This has forced us to create graphical
user interfaces to manipulate the policy documents.
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Abstract. With the rapid advance of the Internet, a large amount of
sensitive data is collected, stored, and processed by different parties. Data
mining is a powerful tool that can extract knowledge from large amounts
of data. Generally, data mining requires that data be collected into a cen-
tral site. However, privacy concerns may prevent different parties from
sharing their data with others. Cryptography provides extremely power-
ful tools which enable data sharing while protecting data privacy.

In this paper, we briefly survey four recently proposed cryptographic
techniques for protecting data privacy in distributed settings. First, we
describe a privacy-preserving technique for learning Bayesian networks
from a dataset vertically partitioned between two parties. Then, we de-
scribe three privacy-preserving data mining techniques in a fully dis-
tributed setting where each customer holds a single data record of the
database.

1 Introduction

The advances in networking, data storage, and data processing make it easy to
collect data on a large scale. Data, including sensitive data, is generally stored by
a number of entities, ranging from individuals and small businesses to national
governments. By sensitive data, we mean the data that, if used improperly, can
harm data subjects, data owners, data users, or other relevant parties. Data
mining provides the power to extract useful knowledge from large amounts of
data. However, most data mining techniques need to collect data from different
parties; in many situations, privacy concerns may prevent different parties from
sharing their data with others. An important technical challenge is how to enable
data sharing while protecting data privacy.

Data privacy is an important issue to both individuals and organizations.
Loosely speaking, data privacy means the ability to protect selected information
against selected parties. More precise definitions of data privacy have been pre-
sented in different circumstances. It is still an area of active study to determine
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the best definition of data privacy in an environment where many uses are to be
enabled (some of which are unknown at the time of initial data processing) and
many privacy requirements are to be met (again, some of which are unknown at
the time of initial data processing).

Privacy-preserving data mining provides methods that can compute or ap-
proximate the output of a data mining algorithm without revealing at least part
of the sensitive information about the data. FExisting solutions can primarily be
categorized into two approaches. One approach adopts cryptographic techniques
to provide secure solutions in distributed settings (e.g., [LP02]). Another ap-
proach randomizes the original data so that certain underlying patterns, such
as the distribution of values, are retained in the randomized data (e.g., [AS00]).
Generally, the cryptographic approach can provide solutions with perfect ac-
curacy and perfect privacy. In contrast, the randomization approach is much
more efficient than the cryptographic approach, but appears to suffer a tradeoff
between privacy and accuracy.

In principle, the elegant and powerful paradigm of secure multiparty com-
putation provides general-purpose cryptographic solutions for any distributed
computation [GMWS8T7,[Yao86]. However, because the inputs of data mining al-
gorithms are huge, the overheads of the general-purpose solutions are intolerable
for most applications. Instead, research in this areas seeks more efficient solutions
for specific functions.

Privacy-preserving algorithms have been proposed for different data mining ap-
plications, including privacy-preserving collaborative filtering [Can02], decision
trees on randomized data [AS00], association rules mining on randomized data
[IRHO2JESAGO02], association rules mining across multiple databases [VC02/KC02],
clustering [VCO3/JWOSJTPW06], and naive Bayes classification [KV03[VC04]. Ad-
ditionally, several solutions have been proposed for privacy-preserving versions of
simple primitives that are very useful for designing privacy-preserving data mining
algorithms. These include finding common elements [FNP04L[AES03], computing
scalar products [CIK T 01/ADOIVC02SWY04/FNP04GLLM04], and computing
correlation matrices [LKRO3].

In this paper, we survey four of our recently proposed cryptographic privacy-
preserving techniques for data mining in distributed settings [YW06,YZW05b,
ZYWO05L[YZW05a]. Specifically, we consider two different distributed settings.
In the first setting, data is distributed between two parties. The challenge is
to protect data privacy while enabling the cooperation among those parties.
In Section B, we describe a privacy-preserving solution for the two parties to
compute a Bayesian network on their distributed data.

In the second setting, called the fully distributed setting, each party holds one
record of a virtual database. The fully distributed setting is particularly well
suited towards the setting of mobile ad hoc networks because each party retains
control of its own information. The parties can decide when they are and are not
willing to participate in various data mining tasks. In this setting, we consider
the scenario where a data miner wants to carry out data mining applications.
The challenge is to enable the miner to learn the results of data mining tasks
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while protecting each party’s privacy. We describe privacy-preserving solution
for three tasks in the fully distributed model in Section [l

2 Privacy Definition in Secure Multiparty Computation

In this work, we define privacy by adapting the general privacy definition in
secure multiparty computation [GMWST7,[Yao86l[Gol04]. As usual, we make the
distinction between semi-honest and malicious adversaries in the distributed
setting. Semi-honest adversaries only gather information and do not modify the
behavior of the parties. Such adversaries often model attacks that take place
after the execution of the protocol has completed. Malicious adversaries can
cause the corrupted parties to execute some arbitrary, malicious operations.
Here, we review the formal privacy definition with respect to semi-honest adver-
saries [Gol04].

Definition 1. (privacy w.r.t semi-honest behavior) Let f : (x1, -+ ,&m) —
(Y1, ,ym) be an m-ary function and denote (x1,--- ,xm) by T. For I =
{i1, - ,it} C [m] = {1, ---,m}, we let fi(T) denote § = {yi,, - ,yi, } and
let T] be a m-party protocol for computing f. The view of the it" party dur-
ing an execution of [] is denoted by view;(T) which includes x;, all received

messages, and all internal coin flips. For I = {i1,--- ,i:}, we let view;(T) =
(view, (T), - - - ,view;, (T)). We say that [] privately computes F against up to t
semi-honest adversaries if for all I C{1,...,m} (|I| =t), for all T, there exists

a probabilistic polynomial-time algorithm (a simulator), denoted S, such that

{S((ziy, -+ ,24,), ()} = {(views(T), OUTPUT(T), }

where OUTPUT(T) denotes the output of all parties during the execution repre-
sented in view(T).

This definition asserts that the view of the parties in I can be efficiently simulated
based solely on their inputs and outputs. In other words, the adversaries can-
not learn anything except their inputs and final outputs. The privacy definition
related with malicious adversaries can be found in [Gol04]. For two-party compu-
tation, privacy can be defined in a way slightly different from the above [Gol04].

3 Privacy-Preserving Distributed Data Mining

Cryptographic techniques provide the tools to protect data privacy by exactly
allowing the desired information to be shared while concealing everything else
about the data. To illustrate how to use cryptographic techniques to design
privacy-preserving solutions to enable mining across distributed parties, we de-
scribe a privacy-preserving solution for a particular data mining task: learning
Bayesian networks on a dataset divided among two parties who want to carry out
data mining algorithms on their joint data without sharing their data directly.
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3.1 Bayesian Networks

A Bayesian network (BN) is a graphical model that encodes probabilistic rela-
tionships among variables of interest [CH92|]. This model can be used for data
analysis and is widely used in data mining applications.

Formally, a Bayesian network for a set V' of m variables is a pair (B, Bp).
The network structure By = (V, E) is a directed acyclic graph whose nodes are
the set of variables. The parameters B, describe local probability distributions
associated with each variable. There are two important issues in using Bayesian
networks: (a) Learning Bayesian networks and (b) Bayesian inferences. Learning
Bayesian networks includes learning the structure and the corresponding param-
eters. Bayesian networks can be constructed by expert knowledge, or from a set of
data, or by combining those two methods together. Here, we address the problem
of privacy-preserving learning of Bayesian networks from a database vertically
partitioned between two parties; in vertically partitioned data, one party holds
some of the variables and the other party holds the remaining variable.

3.2 The BN Learning Protocol

A value z is secret shared (or simply shared) between two parties if the par-
ties have values (shares) such that neither party knows (anything about) =z,
but given both parties’ shares of z, it is easy to compute x. Our protocol for
BN learning uses composition of privacy-preserving subprotocols in which all
intermediate outputs from one subprotocol that are inputs to the next subpro-
tocol are computed as secret shares. In this way, it can be shown that if each
subprotocol is privacy-preserving, then the resulting composition is also privacy-
preserving.

Our solution is a modified version of the well known K2 protocol of Cooper
and Herskovitz [CH92]. That protocol uses a score function to determine which
edges to add to the network. To modify the protocol to be privacy-preserving,
we seek to divide the problem into several smaller subproblems that we know
how to solve in a privacy-preserving way. Specifically, noting that only the
relative score values are important, we use a new score function g that ap-
proximates the relative order of the original score function. This is obtained
by taking the logarithm of the original score function and dropping some lower
order terms.

As a result, we are able to perform the necessary computations in a privacy-
preserving way. We make use of several cryptographic subprotocols, including
secure two-party computation (such as the solution of [Yao86], which we ap-
ply only on a small number of values, not on something the size of the original
database), a privacy-preserving scalar product share protocol (such as the solu-
tions described by [GLLM04]), and a privacy-preserving protocol for computing
zlnx (such as [LP02]). In turn, we show how to use these to compute shares of
the parameters o, and a;; that are required by the protocol.

Our overall protocol of learning BNs is described as follows. In keeping with
cryptographic tradition, we call the two parties engaged in the protocol Alice
and Bob.
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Input: An ordered set of m nodes, an upper bound « on the number of parents
for a node, both known to Alice and Bob, and a database D containing n
records, vertically partitioned between Alice and Bob.

Output: Bayesian network structure Bs (whose nodes are the m input nodes,
and whose edges are as defined by the values of 7; at the end of the protocol)

As the ordering of variables in V', Alice and Bob execute the following steps at
each node v;. Initially, each node has no parent. After Alice and Bob run the
following steps at each node, each node has 7; as its current set of parents.

1. Alice and Bob execute privacy-preserving approximate score protocol to
compute the secret shares of g(i,m;) and g(i,m; U {z}) for any possible addi-
tional parent z of v;.

2. Alice and Bob execute privacy-preserving score comparison protocol to com-
pute which of those scores in Step 1 is maximum.

3. If g(i,m;) is maximum, Alice and Bob go to the next node v; 41 to run from
Step 1 until Step 3. If one z generates the maximum score in Step 2, then z
is added as the parent of v; such that m; = m; U {z} and Alice and Bob go
back to Step 1 on the same node v;.

4. Alice and Bob run a secure two-party computation to compute the desired
parameter a;jx/o;.

Further details about this protocol can be found in [YWO06], where we also
show how a privacy-preserving protocol to compute the parameters By,. Experi-
mental results addressing both the efficiency and the accuracy of the structure-
learning protocol can be found in [KRWE05].

4 Privacy Protection in the Fully Distributed Setting

In this section, we consider the fully distributed setting, in which each party
holds its own data record. Together these records make a “virtual database”.
We assume there is a data miner that wants to learn some information about
this virtual database. We call each of the data-holding parties “respondents”.

First, let us consider a typical scenario of mining in the fully distributed set-
ting: the miner queries large sets of respondents, and each respondent submits
her data to the miner in response. Clearly, this can be an efficient and con-
venient procedure, assuming the respondents are willing to submit their data.
However, the respondents’ willingness to submit data is affected by their pri-
vacy concerns [Cra99]. Furthermore, once a respondent submits her data to the
miner, the privacy of her data is fully dependent on the miner. Because the miner
is interested in obtaining a good and accurate response rate, the protection of
respondents’ privacy is therefore important to both the success of data min-
ing and the respondents. By using cryptographic techniques, we describe three
techniques for different mining or data collection tasks in the fully distributed
setting.



72 R.N. Wright, Z. Yang, and S. Zhong

4.1 Privacy-Preserving Learning Classification Model

In this section, we provide a privacy-preserving protocol to enable a data miner
to learn certain classification models without collecting respondents’ raw data
such as to protect respondents’ privacy in the fully distributed setting.

To solve this problem, we propose a simple efficient cryptographic approach
which provides strong privacy for each respondent and does not give up any
accuracy as the cost of privacy. The critical technique is a frequency-learning
protocol that allows a data miner to compute frequencies of values or tuples of
values in the respondents’ data without revealing the privacy-sensitive part of
the data. Unlike general-purpose cryptographic protocols, this method requires
no interaction between respondents, and each respondent only needs to send a
single flow of communication to the data miner. However, we are still able to
ensure that nothing about the sensitive data beyond the desired frequencies is
revealed to the data miner. We note that this choice of computation can itself be
considered a tradeoff between privacy and utility. On one hand, the frequencies
have reasonably high utility, as they can be used to enable a number of different
data mining computations, but they have less privacy than requiring a different
privacy-preserving computation of each kind of data mining computation the
miner might later carry out with the frequencies. On the other hand, (except
in degenerate cases), the frequencies have less utility than sending the raw data
itself, but more privacy.

The protocol design is based on the additively homomorphic property of a
variant of ElGamal encryption, which has been used in, e.g., [HS00]. The protocol
itself uses the mathematical properties of exponentiation, which allows the miner
to combine encrypted results received from the respondents into the desired
sums.

Let G be a group where |G| = ¢ and ¢ is a large prime, and let g be a
generator of G. All computations in this section are carried out in the group G.
We assume a prior set-up that results in each respondent U; having two pairs of
keys: (z;, X; = g™), (yi, Yi = g¥*). Define

x=][x: (1)

v =]]v (2)

The values z; and y; are private keys (i.e., each z; and y; is known only to
respondent U;); X; and Y; are public keys (i.e., they can be publicly known). In
particular, the protocol requires that all respondents know the values X and Y.
In addition, each respondent knows the group G and the common generator g.

In this protocol, each respondent U; holds a Boolean value d;, and the miner’s
goal is to learn d = ) .| d;. The privacy-preserving protocol for the miner to
learn the frequency d is shown in Figure [Il

Using the frequency-learning protocol, we can design a privacy-preserving
protocol to learn naive Bayes classifiers which are enabled solely by frequency
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. d.; i
U; — miner : m; = g% - XYi;
h; =YY%,

miner: =1l 75
ford=1ton

if g¢ = r output d.

Fig. 1. Privacy-Preserving Protocol for Frequency Mining

computation. Details about this protocol can be found in [YZW05b]. To test the
efficiency of the protocol, we implemented the Bayes classifier learning protocol
by using OpenSSL libraries, and we ran a series of experiments in the NetBSD
operating system running on an AMD Athlon 2GHz processor with 512M mem-
ory, using 512 bit cryptographic keys. Figure 2lstudies how the server’s (miner’s)
learning time changes when both the respondent number and the attribute num-
ber vary. In this experiment, we fixed the domain size of each non-class attribute
to four and the domain size of the class attribute to two.

~

Server Learning Time (Seconds)
ro ®

=)
3
=3
So

The Number of Customers 200 2 The Number of Attributes

Fig. 2. Server’s Learning Time for Naive Bayes Classifier vs. Number of respondents
and Number of Attributes

4.2 Fully Distributed k-Anonymization

The frequency-learning protocol can be used to learn only the models which are
enabled by frequency computation. However, very often a data miner wants to
collect the respondents’ data for the general purpose such that those data can
be used for learning any model. An intuitive solution is that each respondent
submits their data without any identifiers such that the miner cannot link each
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respondent with their submitted data and then respondents’ privacy can be pro-
tected. However, even if the respondents’ data do not include explicit identifiable
attributes, respondents may often still be identified by using a set of attributes
that act as “quasi-identifiers,” e.g., {date of birth, zip code}. By using quasi-
identifiers, Sweeney [Swe02b] pointed out a privacy attack in which one can find
out who has what disease using a public database and voter lists.

K-anonymization was first proposed by Samarati and Sweeney [SS98] to ad-
dress the privacy problem of quasi-identifiers. The basic idea is that a data table
is k-anonymized by changing some attributes such that at least k rows have the
same quasi-identifier. The existing k-anonymization methods work in the central-
ized setting in which the data table is located in. K-anonymization techniques
include suppression and generalization methods. Suppression methods substi-
tute the values of some attributes in quasi-identifiers with * but generalization
methods substitute the values with more general ones.

K-anonymization of data can be viewed as another privacy/utility tradeoff.
It publishes data that is not as useful as the original data, but that is in-
tended to be more private. However, existing k-anonymization techniques (such
as [Swe97,[SS98[Sam01lISwe02D,[Swe02a) MWO04,BAO5]) assume that the data is
first available in a central location and then modified to produce k-anonymous
data. In contrast, we add additional privacy protections to the k-anonymization
process: distributed respondents holding their own data interact with a miner so
that the miner learns a k-anonymized version of the data but no single partic-
ipant, including the miner, learns extra information that could be used to link
sensitive attributes to corresponding identifiers.

We give two different formulations of this problem:

e In the first formulation, given a table, the protocol needs to extract the
k-anonymous part (i.e., the maximum subset of rows that is already k-
anonymous) from it. The privacy requirement is that the sensitive attributes
outside the k-anonymous part should be hidden from any individual respon-
dent including the miner. This formulation is only suitable if the original
table is already close to k-anonymous, as otherwise the utility of the result
will be significantly reduced.

e In the second formulation, given a table, the protocol needs to suppress
some entries of the quasi-identifier attributes, so that the entire table is k-
anonymized. The privacy requirement is that the suppressed entries should
be hidden from any individual participant. This formulation is suitable even
if the original table is not close to k-anonymous.

In [ZYW05], we present efficient solutions to both formulations. Our solutions
use cryptography to obtain provable guarantees of their privacy properties, rel-
ative to standard cryptographic assumptions. Our solution to the first problem
formulation does not reveal any information about the sensitive attributes out-
side the k-anonymous part. Our solution to the second problem formulation is
not fully private, in that it reveals the k-anonymous result as well as the dis-
tances between each pair of rows in the original table. We prove that it does
not reveal any additional information. Our protocols enhance the privacy of
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k-anonymization by maintaining end-to-end privacy from the original data to
the final k-anonymous results.

4.3 Anonymity-Preserving Data Collection

We next consider another task in the fully distributed setting, which can again be
considered as different point on the utility /privacy tradeoff. This task is suitable
for data collection when the data is considered to provide sufficient privacy as
long as it can be collected anonymously (i.e., without the data collector learning
which data belongs to which respondent). An example of this scenario might be
if the miner is a medical researcher who studies the relationship between dining
habits and a certain disease. Because a respondent does not want to reveal what
food she eats and/or whether she has that disease, she may give false information
or decline to provide information. However, even if each respondent’s data does
not contain any identifiable attribute, the privacy of each respondent cannot
be guaranteed because the miner can link the respondent’s identity with their
submitted data through the communication channel, e.g., by IP address. One
possible solution is that the miner collects data anonymously. That is, he collects
records from the respondents containing each respondent’s dining habits and
health information related to that disease, but does not know which record came
from which respondent. In some settings, this idea that a response is “hidden”
among many peers is enough to make participants respond.

We generalize this idea to propose an approach called anonymity-preserving
data collection. Specifically, we propose that the miner should collect data in such
a way that he is unable to link any piece of data collected to the respondent who
provided that piece of data. In this way, respondents do not need to worry about
their privacy. Furthermore, the collected data is not modified in any way, and
thus the miner will have the freedom to apply any suitable mining algorithms to
the data. As discussed above, this is therefore only useful for providing privacy
if each respondent’s data does not contains identifiable attributes and if the
responses themselves do not provide too many clues to the respondent’s identity.

We summarize our protocol here. Respondents are divided into many smaller
groups of size N, in which the respondents’ data are denoted by (dy,...,dn). A
larger N will provide more anonymity but less efficiency, and vice versa. Our goal
is that the miner should obtain a random permutation of the respondents’ data
(di,...,dn), without knowing which piece of data comes from which respondent.
To achieve this goal, we use ElGamal encryption together with a rerandomiza-
tion technique and a joint decryption technique. In the ElGamal encryption
scheme, one cleartext has many possible encryptions, as the random number r
can take on many different values. ElGamal supports rerandomization, which
means computing a different encryption of M from a given encryption of M. A
related operation is permutation of the order of items, which means randomly
rearranging the order of items. If we rerandomize and permute a sequence of
ciphertexts, then we get another sequence of ciphertexts with the same mul-
tiset of cleartexts but in a different order. Looking at these two sequences of
ciphertexts, the adversary cannot determine any information about which new
ciphertext corresponds to which old ciphertext.
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In our solution against semi-honest players including all respondents and the
miner, ¢ of the IV respondents act as “leaders”. Leaders have the special duty of
anonymizing the data. At the beginning of the protocol, all respondents encrypt
their data using a public key which is the product of all leaders’ public keys. Note
that the private key corresponding to this public key is the sum of all leaders’
private keys; without the help of all leaders, nobody can decrypt any of these
encryptions. The leaders then rerandomize these encryptions and permute them.
Finally, the leaders jointly help the miner to decrypt the new encryptions, which
are in an order independent of the original encryptions. By using digital signature
and non-interactive zero-knowledge proofs, we also design the protocols against
malicious miner and respondents. Further details can be found in [YZW05a].

To measure the efficiency of our protocols in practice, we implemented them
using the OpenSSL libraries and measured the computational overhead. In our
experiments, the length of cryptographic keys is 1024 bits. The environment used
is the NetBSD operating system running on an AMD Athlon 2GHz processor
with 512M memory. In the protocol against semi-honest participants, we measure
the computation times of the three types of participants: regular (i.e., non-leader)
respondents, leaders, and the miner. A regular respondent’s computation time
is always about 15ms regardless N and ¢. A leader’s computation time is linear
in N and does not depend on t. For a typical scenario where N = 20, the
computation time of a leader is about 0.47 seconds. The miner’s computation
time is linear in both N and ¢. For a typical scenario where N = 20 and ¢t = 3,
the computation time of the miner is about 40ms. In the protocol against the
malicious miner, the leader has a 10% increase over the corresponding overhead
of the semi-honest protocol. The increased overhead for regular participants and
the miner is negligible.

5 Discussion

We have described several privacy-preserving protocols. This remains a ripe area
for research. We briefly describe some areas worthy of further investigation.

In practice, participants in a privacy-preserving protocol might behave mali-
ciously in order to gain maximum benefits from others. Most existing work on
very efficient privacy-preserving data mining, including most of ours, only pro-
vides the protocols against semi-honest adversaries. Although in principle those
protocols can be modified using a general method to defend against malicious
behaviors, the overhead of doing so is intolerable in practice. An important area
for future research is the design of efficient mining protocols that remain secure
and private even if some of the parties involved behave maliciously.

Because it aims to guarantee strong privacy for all possibilities, the general
definition of privacy in secure multi-party computation is very strictly defined.
Cryptographic approaches can achieve perfect privacy in principle, but one typi-
cally pays a high computational price for such privacy. For specific applications,
a relaxed privacy definition might help to design efficient solutions while still be
good enough to satisfy practical privacy requirements. Computing approximate
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mining results rather than the accurate ones might also help get the benefit
of efficiency. A particularly interesting question is whether one can identify the
quantitative tradeoff among efficiency, privacy, accuracy, and utility, as well as
identifying solutions that achieve “good” points in that tradeoff space.

Another interesting question is how to deploy privacy-preserving techniques
into practical applications. The techniques of privacy-preserving distributed data
mining can be used to learn models across distributed databases. Is it feasible
to define a general toolkits which are suitable for all kinds of databases with
different data types? Another question is how to implement our methods without
introducing covert channels to breach any party’s privacy.

Particularly in the fully distributed setting, a question that remains is how
to ensure either that participants provide accurate data, or that the miner can
produce results in a way that is not heavily dependent on all the data being
accurate. Although cryptographic techniques can force each participant to follow
the protocol specifications so as to protect data privacy, but they cannot prevent
participants from providing faked data to the protocols. Anonymity and privacy
remove some disincentive for participants to provide fake data, but it would also
be useful to design mechanisms that specifically incent participants to provide
their original data.
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Abstract. Impersonation attacks in wireless and mobile networks by
professional criminal groups are becoming more sophisticated. We con-
firm with simple risk analysis that impersonation attacks offer attractive
incentives to malicious criminals and should therefore be given highest
priority in research studies. We also survey our recent investigations on
Radio Frequency Fingerprinting and User Mobility Profiles and discuss
details of our methodologies for building enhanced intrusion detection
systems for future wireless and mobile networks.

1 Introduction

As wireless systems are increasingly being used for critical communication it is
becoming a challenge to keep electronic data transmissions secure. In general, it
is difficult to implement effective security in small-footprint devices having low
processing power, low memory capacity and using unreliable, low bandwidth.
It is proving challenging to adapt wire-line technologies to the constrained mo-
bile/wireless environment, enforce backward compatibility, and take account of
heterogeneity.

Existing wire-line intrusion detection systems (IDSs) are classified either by
the data collection mechanism (host-based, network-based), or by the detection
technique (signature-based, anomaly-based, specification-based). No such simple
classification is possible in wireless systems which are characterized by unavail-
ability of key traffic concentration points, impossibility to rely on a centralized
server, difficulty to secure signature distribution, and possible presence of rogue
hosts.

Enabling wireless technologies like WTLS (Wireless Transport Layered Se-
curity) within WAP (Wireless Application Protocol), WEP (Wired Equivalent
Privacy), TKIP (Temporal Key Integrity Protocol), Counter Mode CBC-MAC,
Wireless PKI, Smart Cards, offer security with various degrees of success. Nev-
ertheless, wireless devices (smart phones, PDAs, etc.) with Internet connectivity
are becoming easy targets of malicious code (Cabir, Skulls, Mquito, Wince.Duts,
Metal Gear, Lasco, Gavno, etc.) The question arising is why can we not merely
adapt methods from wire-line security? We cannot, because wireless security is
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different from wire-line security. In fact wireless networks lack appropriate secu-
rity infrastructure, and give potential attackers easy transport medium access.
Rogue wireless access points deserve particular attention since they are not au-
thorized for operation. They are usually installed either by employees (that do
not understand security issues) or by hackers (to provide interface to a corporate
network). Attention has been paid to finding rogues by using 1) wireless sniffing
tools (e.g., AirMagnet or NetStumber), walking through facilities and looking for
access points that have authorized Medium Access Control (MAC) addresses,
vendor name, or security configurations, 2) a central console attached to the
wired side of the network for monitoring (e.g., AirWave), 3) a free Transmis-
sion Control Protocol (TCP) port scanner (e.g., SuperScan 3.0), that identifies
enabled TCP ports. However, are these techniques effective?

Attacks can be undertaken from an armchair or war-walking or even war-
driving. Malicious attackers can be divided into two types. 1) Focused attackers:
these are full time, dedicated professionals who have nothing better to do than
target a specific enterprise. 2) Opportunistic attackers: that will attack a wire-
less network because it is there (a target of opportunity with no functional
level of security that can be easily compromised). Although several attacks have
been addressed including active/passive eavesdropping, man-in-the-middle, re-
play (including de-authentication and de-association), session hijacking, using
traffic analysis, and masquerading, existing authentication schemes cannot fully
protect hosts from well-known impersonation attacks.

1.1 Outline of the Paper

In this paper, first we confirm in Section [2 with simple risk analysis that imper-
sonation attacks in wireless and mobile networks offer strong incentives to mali-
cious criminal groups and should therefore be given highest priority in research
studies. In Section Bl we survey our recent investigations on Radio Frequency
Fingerprinting and User Mobility Profiling and discuss details of our method-
ologies for building enhanced intrusion detection systems that may prove more
effective against impersonations attacks in future wireless and mobile networks.

2 Risk Analysis

An important aspect in the study of security is the understanding that not all
threats are equally severe. Risk analysis enables the separation of the critical
or major threats from the minor ones. Indeed, an attacker explicitly targets a
wireless network only if there are valuable enough assets to pursue and payoffs
are worthwhile. In understanding the risks, knowledge of the real threats helps
place in context the complex landscape of security mechanisms. In this paper, we
follow the risk assessment methodology by ETSI [§]. The evaluation is conducted
according to three criteria: likelihood, impact and risk. The likelthood criterion
ranks the possibility that a threat materializes as attacks. Two factors are taken
into account: technical difficulties that have to be addressed by an attacker and
motivation for an attacker to conduct an attack. The range of values for the
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likelihood is low (1), possible (2) and likely (3) respectively corresponding to a
level of difficulty which is high, moderate or low or a level of motivation which
is low, reasonable or high. The impact criterion ranks the consequences of an
attack materializing a threat. The range of values for the impact is low (1),
medium (2) or high (3) respectively corresponding to a threat that results in
annoyance with reversible consequences or limited scope outages; loss of service
for a considerable amount of time or limited financial losses; and loss of service
for a long period of time, several affected users, violations of law or substantial
financial losses. The likelihood and impact criteria receive numerical values from
one to three (indicated between the parentheses). For a given threat, the risk is
defined as the product of the likelihood and impact. If the numerical value of
the risk is one or two, then the threat is considered to be minor and there is no
need for countermeasures. If the risk is three of four, then the threat is major
and needs to be handled. If the risk is six or nine, then the threat is critical and
needs to be addressed in priority. We analyze hereafter the risk of impersonation
in wireless networks. The results are summarized in Table [I}

2.1 Risk of Impersonation

Impersonation takes the form of device cloning, address spoofing, unauthorized
access, rogue base station (or rogue access point) and replay. Device cloning
consists of reprogramming a device with the hardware address of another device.
This can be done also for the duration of one frame, which is an operation termed
MAC address spoofing. This is a known problem in unlicensed services such as
WiFi/802.11. It is an enabler for unauthorized access and various attacks such
as the de-association or de-authorization attack. The problem has been under
control in cellular networks. Cell phone cloning has been made illegal in many
countries. It is interesting to note that a recent case of CDMA phone cloning
occurred in India [I7]. In WiFi/802.11 networks, the identity of a device, i.e.
its hardware address, can be easily stolen over the air by intercepting frames.
Presently, no wireless access technology offers perfect identity concealment over
the air. Device cloning (including MAC address spoofing) is likely to occur.
Some of the aforementioned attacks can cause service disruptions for considerable
amounts of time. It is a threat which has at least a medium impact. There is
therefore a major risk associated with the device cloning threat.

Impersonation of a legitimate user can be done to obtain unauthorized ac-
cess to a wireless network. Authorization at user level has been introduced in
both WiFi/802.11 [30], [5] and WiMax/802.16 [23] to mitigate the threat. A
detailed analysis is conducted for WiMax. The situation is similar for WiFi.
In WiMax/802.16, authorization occurs after scanning, acquisition of channel
description, ranging and capability negotiation. There are three options for au-
thorization: device list-based, X.509-based or EAP-based. If device list-based
authorization is used only, then the likelihood of a subscriber impersonation
attack is likely. X.509-based authorization in WiMax/802.16 uses certificates in-
stalled in devices by their manufacturers. If X.509-based authorization is used,
the likelihood for a subscriber to be the victim of impersonation is possible in
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particular if certificates are hard coded and cannot be either renewed or revoked.
The Extensible Authentication Protocol (EAP) is a generic authentication pro-
tocol [2]. EAP can be actualized with specific authentication methods such as
EAP-TLS (X.509 certificate-based) [3] or EAP-SIM [I4]. If EAP-based autho-
rization is used, we believe that at this time it is safe to say that the likelihood of
a subscriber impersonation attack is possible. Some of the EAP methods are be-
ing defined; security flaws are often uncovered in unproven mechanisms. Aboba
maintains a Web page about security vulnerabilities in EAP methods [I]. It is
a good idea to allow a second line of defense to play safe with EAP-based au-
thentication. The impact of unauthorized access is medium, at least because, of
the possible theft of network resources. Overall, the risk of unauthorized access
in wireless networks is major or critical.

A rogue base station (or access point) is an attacker station that imitates a
legitimate base station. The rogue base station confuses a set of subscribers (or
clients) trying to get service through what they believe to be a legitimate base
station. It may result in long disruptions of service. Attacks materializing this
threat have high impact. The exact method of attack depends on the type of net-
work. In a WiFi/802.11 network [29], which is carrier sense multiple access, the
attacker has to capture the identity of a legitimate access point. Then it builds
frames using the legitimate access point’s identity. It then injects the crafted
messages when the medium is available. In a WiMax/802.16 network [23], this
is more difficult to do because WiMax/802.16 uses time division multiple access.
The attacker must transmit while the impersonated base station is transmitting.
The signal of the attacker, however, must arrive at targeted receiver subscribers
with more strength and must put the signal of the impersonated base station
in the background, relatively speaking. Again, the attacker has to capture the
identity of a legitimate base station. Then it builds messages using the stolen
identity. The attacker has to wait until time slots allocated to the imperson-
ated base station start and transmit during these time slots. The attacker must
transmit while achieving a receive signal strength higher than the one of the im-
personated base station. The receiver subscribers reduce their gain and decode
the signal of the attacker instead of the one from the impersonated base station.
The rogue base station is likely to occur as there are no technical difficulties to
resolve. EAP supports mutual authentication, i.e. the base station also authen-
ticates itself to the subscriber. When EAP mutual authentication is used, the
likelihood of the threat is mitigated, but not totally and remains possible for
reasons similar to the ones aforementioned for EAP-based authorization. The
rogue base station or access point attack is therefore a threat for which the risk
is critical.

Replay protection insures that messages are freshly generated and are not
retransmissions by attackers of previously intercepted messages. For the sake
of efficiency, replay protection is often combined with message authentication.
The first generation of WiFi/802.11 wireless networks adopted Wired Equiv-
alent Privacy (WEP) for encryption [29]. WEP does not address either mes-
sage authentication or replay protection. Recent developments, namely the WiFi
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Protected Access (WPA) [5] and standard 802.11i [30], introduced much stronger
confidentiality protection mechanisms in WiFi/802.11 networks. Firstly, encryp-
tion key establishment uses asymmetric key-based techniques. Secondly, WPA
uses the Temporal Key Integrity Protocol (TKIP), which is RC4-based but with
longer non reused keys. TKIP comprises a mechanism to insure message in-
tegrity and avoid replay, the Michael method. 802.11i supports both TKIP and
Advanced Encryption Standard (AES). WiMax/802.16e uses the Data Encryp-
tion Standard (DES) or Advanced Encryption Standard (AES) to encrypt data
traffic PDUs [23]. The AES includes a mechanism for the protection of integrity
of data messages, their authentication and replay protection. DES does not.
Replay protection of control traffic did not receive the same level of attention.
In WiMax/802.16, management messages are never encrypted and not always
authenticated. There are authentication mechanisms for layer management mes-
sages: the hashed message authentication code (HMAC) tuple and one-key mes-
sage authentication code (OMAC) tuple. The OMAC is AES-based and includes
replay protection, while to HMAC does not. The authentication mechanism for
management messages to be used is negotiated at network entry. The scope of
management messages to which authentication is applicable is limited in ear-
lier versions of 802.16 (has been extended in version e). Hence, with earlier
versions of 802.16 the management messages are not subject to integrity pro-
tection. Weaknesses in management messages authentication open the door to
aggressions such as the man in the middle attack or rogue base station attack.
The likelihood of replay attack is likely, possible or unlikely if no authentication,
HMAC or OMAC is used respectively for management messages. In all cases, the
impact of an attack of that type can be high because it might affect the operation
of the communications. The risk is major or critical. It might be safe to allow
a second line of defense against this type of attack in all the cases. Hence, it is
a critical threat. The following table summarizes conclusions of our discussion.

Table 1. Risk of impersonation

|Attack | Likelihood | Impact | Risk |
Device cloning Likely (3) |Medium (2)|Critical (6)
Unauthorized access

with device list-based auth. Likely (3) |Medium (2)|Critical (6)
with manufacturer certificate-based auth.|Possible (2)|Medium (2)| Major (4)

with EAP-based auth. Possible (2)|Medium (2)| Major (4)

Rogue base station

without mutual auth. Likely (3) | High (3) |Critical (9)
with EAP-based mutual auth. Possible (2)| High (3) |Critical (6)
Replay

without message auth. Likely (3) | High (3) |Critical (9)
with HMAC Possible (2)| High (3) |Critical (6)
with OMAC Unlikely (1)| High (3) | Major (3)
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To sum up, the risk of impersonation in wireless networks is critical since the
threat can be materialized into several forms of attack. Countermeasures are
needed to address the threat.

3 Detecting Impersonation Attacks Using Device and
User Profiles

One of the well known instantiations of identity theft, in WiFi/802.11 networks,
is referred to as device cloning or Media Access Control (MAC) address spoofing.
As aforementioned, this attack is carried out by obtaining the MAC address
of a legitimate device, using tools that are readily available, e.g. NetStumbler
[22]. This address is programmed into another device and subsequently used
for obtaining unauthorized access to a Wireless Local Area Network (WLAN).
Thus, the continued use of an access control list (ACL), based on MAC addresses,
which are easily malleable, is no longer a viable strategy.

In order to address device cloning and MAC-address spoofing, authentication-
based resolution strategies and intrusion detection-based countermeasures have
been proposed. As far as resolution strategies are concerned, the use of public-
key cryptography, although theoretically feasible, has some limitations. As the
public/private key pair represents static data (unless it is changed periodically
and that is unlikely), it can potentially be discovered using over the air and
other mechanisms, especially since tamper-resistant hardware and software for
hand held devices are still costly [32]. Another disadvantage [I8] of this solution
is the time required to manually type each MAC address and its associated
public key into each access point. Unless the cost of administration is reduced
via automation, this solution may not be suitable but for smaller networks.
Finally, the level of resources required for public key cryptography is currently
unavailable in wireless devices. Although this limitation will not persist for any
length of time, as stated by Barbeau and Robert [6], even the use of elliptic key
cryptography demands a level of resources that exceeds current availability.

Given these limitations and requirements, organizations may opt to address
this problem using countermeasures, including intruder location by Adelstein et
al. [4], commercial IDSs (e.g. AirDefense [16]) and user mobility patterns (UMPs)
by Spencer [31]. Unlike the use of public-key cryptography, the use of intruder
location or user mobility patterns, is less susceptible to forgery and imperson-
ation attacks. For one thing, as intrusion detection mechanisms, both exploit
behavioral characteristics or features, which are more difficult to forge or repli-
cate. Whereas the intruder location mechanism examines the signal strength of
WiFi/802.11 nodes, the use of UMPs is adopted in [3I]. Second, both strategies
require that an association, between a given MAC-address and its correspond-
ing profile, be maintained for the purpose of detecting MAC-address spoofing.
Essentially, it exemplifies the concept of using two or more pieces of identifica-
tion for corroborating the identity of individuals. As far as commercial products
are concerned, AirDefense does prevent MAC address spoofing by looking at
the address prefix. However, this approach is limited in that the IDS makes a
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distinction between devices based only on the manufacturer’s identification.
Hence, the need to identify devices, from the same manufacturer, remains un-
fulfilled.

In light of these circumstances, there is an opportunity to further explore the
use of device-based and user-based features for addressing the aforementioned
problem. The application of Radio Frequency Fingerprinting (RFF) and UMPs
for Anomaly-Based Intrusion Detection (ABID) is presented next. Readers are
encouraged to consult the work by Hall [I0] for additional details.

3.1 Radio Frequency Fingerprinting

RFF is a technology, which has been designed to capture the unique characteris-
tics of the radio frequency energy of a transceiver, in RF-based wireless devices.
Pioneered by the military to track the movement of enemy troops, it has been
subsequently implemented, as an authentication mechanism, by some cellular
carriers (e.g. Bell Nynex), to combat cloning fraud [24].

The key benefit of employing this technique is the increased level of difficulty,
associated with the replication of a transceiverprint, i.e. a set of features ex-
tracted from the transient of a signal. As illustrated in Figure [l the transient
of a signal is associated with the start-up period of a transceiver prior to trans-
mission. Even more importantly, it reflects the unique hardware characteristics
of a transceiver. Consequently, it cannot be easily forged, unless the entire cir-
cuitry of a transceiver can be accurately replicated (e.g. requiring the theft of
an authorized device).
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Fig. 1. Signal from a 802.11b transceiver
It is precisely this feature that has been exploited for the purpose of iden-

tifying RF-based transceivers. More specifically, a profile of each transceiver
(using transceiverprints) is first created, followed by the classification of an
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observed transceiverprint as normal or anomalous, i.e. it does not match the
transceiver profile.

3.2 RFF - Related Work

Since 1995, the level of interest in RFF continues to rise, partly motivated by
the need to identify malfunctioning or illegally operated radio transmitters, in
support of radio spectrum management practices. In the paper by Ellis and
Serinken [7], the authors examine the amplitude and phase components of sig-
nals, captured from various transceivers (some from the same manufacturer).
The general conclusion is that all transceivers do possess some consistent fea-
tures (derived from amplitude and phase components), although these features
may not be necessarily unique.

As far as the detection of transients is concerned, several strategies have been
explored. Proposed by Shaw and Kinsner in 1997, the Threshold detection ap-
proach [28] is based on the amplitude characteristics of the signal.

Another approach, which is also based on the variance of the amplitude, is the
Bayesian Step Change Detector, proposed by Ureten and Serinken [35]. Unlike
the previous approach, the detection of a transient does not require the use of
thresholds, i.e. it is based exclusively on the characteristics of the amplitude data.
However, as the performance is less than optimal for certain types of signals, e.g.
WiFi/802.11 and Bluetooth, the authors have recently proposed an enhanced
detection method, referred to as the Bayesian Ramp Change Detector [27].

Finally, Hall, Barbeau and Kranakis [I1I] have also experimented with the
use of phase characteristics of signals for detecting the start of transients. This
approach can be used with WiFi/802.11 and Bluetooth signals.

In terms of classification, the use of a pattern-based classifier, such as the
PNN, is advocated by many research teams including Shaw [28], Hunter [I5]
and Tekbas et al. [33]. The use of genetic algorithm for classification purposes
has also been explored by Toonstra and Kinsner [34]. Aside from obtaining an
optimal solution, this approach is rather resource-intensive. Hence, the use of
genetic algorithms may not be appropriate for resource-constrained devices.

3.3 RFF - Its Use in ABID

Unlike the use of RFF for identification purposes, another option is to incorpo-
rate it into an ABID system, as illustrated by Hall, Barbeau and Kranakis [12].
The idea is to associate a MAC-address of a device with the corresponding
transceiver profile. Henceforth, if an observed transceiverprint from a claimed
MAC-address, matches the corresponding transceiver profile, then the MAC-
address has not been spoofed.

It is generally known that current IDSs render a decision, as to whether an
observed behavior/event is normal or anomalous, based on a single observation.
In an environment that is characterized by interference and noise, delaying the
decision until multiple observations have been classified and combined reduces
the level of uncertainty. Thus, the Bayesian filter, presented by Russell and
Norvig in [25], can be used to achieve this goal.
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In the past, the use of static profiles has generally been the norm. However,
due to factors, such as transceiver aging, there is a need to periodically capture
the altered characteristics of a transceiver. Therefore, this notion of concept
drift (i.e. change in behavior over time) is addressed by continuously updating
the profile of a transceiver.

3.4 RFF - Evaluation

The purpose of the evaluation is two-fold: 1) to primarily assess the composition
of the transceiverprint, based on the false alarm and detection rates and 2) to
determine the impact of profile updates on these metrics.

Evaluation results for each of the 30 profiled transceivers are depicted in Fig-
ure @I The false alarm rate (FAR), for a given transceiver, is defined as the
number of reported anomalous transceiverprints divided by the total number of
transceiverprints, which belong to the transceiver. On the other hand, the detec-
tion rate is similarly defined, but using the transceiverprints from the remaining
transceivers. These transceivers are used for simulating intrusions. In addition,
a 95% confidence interval is used for rending a classification decision, i.e. normal
or anomalous.
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False Alarm Rate

The FAR for this set of transceivers is 0%. Most importantly, this rate illus-
trates the feasibility of accurately characterizing the behavior of transceivers.
Moreover, this rate is obtained when using both static and dynamic profiles
(updated continuously). When a static profile is used, the FAR provides an in-
dication as to the accuracy with which the set of transceiverprints has been
selected for profiling purposes. In the case of a dynamic profile, the use of
the upper/lower Euclidean distance thresholds and intra-transceiver variability
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(i.e. the level of variability between signals from the same transceiver) permit
the general characteristics of a transceiver to be preserved, without introducing
abnormal behavior, e.g. outliers.

Detection Rate

The detection rate, associated with the use of static profiles, is typically lower
(86-100%) for most of the transceivers, in particular transceivers 14 and 22, see
Figure[2l Now, it is entirely possible that the underlying set of transceiverprints,
used for profiling purposes, may not reflect the full range of variability of the
corresponding transceiver. Consequently, a transceiverprint, from transceiver Y,
could be mistakenly classified as belonging to transceiver X, resulting in a lower
detection rate for X. This situation is remedied, to some extent, by continuously
updating the profile. After a brief period of time, it begins to reflect the cur-
rent behavior of the transceiver, a critical element for distinguishing between
transceivers from the same manufacturer. The detection rate of 89-100% sup-
ports the use of dynamic profiles.

3.5 UMP - Related Work

In the past, UMPs have been used to address the inefficiencies of location-area
based update schemes (e.g. by Wong [36] and Ma [20]) and to enhance routing
in wireless mobile ad hoc networks (e.g. by Wu [37]). Their use in ABID has
been investigated by Spencer [31]. Moreover, in the cellular network domain,
the incorporation of user profiles into an ABID system has been evaluated by
Samfat and Molva [26] as well as by Sun and Yu [32]. Samfat and Molva have
also studied the use of usage patterns in anomaly detection. The novelty of their
approach is that the detection procedure is carried out in real-time, i.e. within
the duration of a typical call. Sun and Yu propose an on-line anomaly detection
algorithm where the key distinguishing characteristic is the use of sequences of
cell IDs traversed by a user. Both approaches do take into consideration the need
for addressing concept drift. These solutions specifically target phone theft. It is
not surprising that they leverage the existing infrastructure of cellular networks.
A common characteristic of these solutions is the use of simulated data for
both profiling and classification purposes. In our opinion, what would prove
useful for addressing not only device cloning and MAC-address spoofing, but
impersonation attacks in general is: A generic user-based IDS mechanism.

3.6 UMP - Its Use in ABID

We review hereafter our experience on the use of UMPs for ABID purposes.
Our work considers a number of distinguishing features. Firstly, as far as the
user profiles are concerned, our work is based on real mobility data collected
as location broadcasts (LBs). The LBs contain latitude and longitude coordi-
nates (LCs) and other related data. They were captured using the Automatic
Position Reporting System (APRS). APRS is a packet radio-based system for
tracking mobile objects. It captures and reports on locations, weather and other
information for a geographical area, e.g. country or city. A detailed discussion
of the APRS architecture is provided by Filjar and Desic [9].
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With respect to classification, we use an Instance-Based Learning (IBL) classi-
fier [19]. It compares an observed set of mobility sequences of a user to the train-
ing patterns in his/her profile. As with RFF, a set of mobility sequences, rather
than a single sequence, is used to accommodate a moderate level of deviation in
behavior. For a given user, if the Noise Suppressed Similarity Measure to Profile
(NSMP) value, an average similarity measure formally defined in [19], falls within
pre-established minimum and maximum thresholds (or acceptance region), then
mobility sequences are considered normal. Otherwise, an alert is generated. The
technical details of this approach are available in a companion paper [13].

3.7 UMPs - Evaluation

We discuss our evaluation of the use of UMPs and IBL for ABID. An objective
is to determine the correlation between different precision levels (PLs) used for
characterization and resulting false alarm and detection rates. A PL refers to a
level of granularity for LCs, i.e. the number of decimals used to represent the
latitude and longitude of every coordinate. PLs corresponding to one, two and
three decimals are used in this study. The intra-user variability, an undesirable
feature, increases with the PL.

It has been suggested by Markoulidakis [21] that nearly 50% of all mobile users
of public transportation, e.g. buses, can be characterized. This statistic has been
confirmed to some extent by Wu [37]. Users who took busses in the area of Los
Angeles are the objects of our study. Los Angeles was selected because of the
high density of APRS users. The top 50 users (those who had transmitted the
highest number of LBs) were selected to participate in the study.

The evaluation was carried out for each of the 50 profiled users. For each user,
the mobility sequences, which were created using the LBs, were divided into
training, parameter and test data. The user-based thresholds were established
by comparing the sequences in the parameter data to the patterns in the training
data. In order to determine the percentage of false alarms (FAs), a comparison
was made between the sequences in the test data of the user and his/her training
patterns. The resulting NSMP values, which fell outside the acceptance region,
were considered FAs. On the other hand, the detection rate or true detect (TDs)
was obtained by comparing the test sequences of the remaining users to the
training patterns of the user being evaluated. As with FAs, all NSMP values,
outside the acceptance region, were considered TDs. Statistics, corresponding to
these metrics, were obtained for all profiled users.

In order to simplify the analysis and subsequent discussion of results, three
classes of users were defined. Class one (40% of the users) represents users who
exhibit consistent Behavior. Class two (56%) and three (4%) are associated with
users having progressively more chaotic behavior. We focus on the results ob-
tained for representatives from each class, namely users that we number 19, 23
and 41 respectively in classes one, two and three.

False Alarm and Detection Rates
Figuredlillustrates the percentage of FAs and TDs corresponding to each of three
PLs used. We begin by analyzing the results for user 19. We observe that there
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are no FAs for all three PLs. As illustrated in Figure [ the minimum threshold,
associated with a given PL, shifts towards the lower end of the spectrum, as
the PL is increased, e.g. from PL 2 to PL 3. However, all three of them (e.g.
2, 5 and 16) are greater than the value of zero. It is an indication that the
mobility sequences, in the parameter data, are similar to those in the training
data. Furthermore, the mobility sequences of the test data are also similar to
the parameter data, which had been used to establish the thresholds.
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Fig. 3. Characterization using different precision levels

The TDs decrease as the PL is increased. Further scrutiny reveals that this
behavior is also appropriate, given the impact of a PL on the NSMP distribution.
Therefore, as the minimum thresholds shift towards the lower end, the proba-
bility of classifying intrusions as normal behavior becomes higher. This results
in a decrease in the TD rate.

The characterization of user 23, on the other hand, is not as optimal. The
minimum threshold of value zero is an indication that there are sequences in the
parameter data, which are absent in the training data. Nevertheless, the test
sequences are similar to those in the parameter set, resulting in zero FAs. In
addition, the value of the minimum threshold, have also permitted all intrusions
to remain undetected, resulting in a TD rate of zero. As the PL is increased to
two and the maximum threshold becomes equivalent to the minimum threshold,
it becomes more evident that the test sequences are dissimilar to those in the pa-
rameter data. However, they are similar to the training patterns. Consequently,
the FA rate becomes 100%. The corresponding TD rate, at PL2, also increases
due to the fact that the intrusions, which had fallen outside the minimum and
maximum thresholds of zero, are now being detected at this level. Finally, as the
PL is increased to three, the number of FAs decreases, as a result of the increase
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in intra-user variability between the test sequences and the training patterns. As
expected, the TD rate also decreases as the PL is increased. Simply stated, the
increase in inter-user variability, in conjunction with the pre-established thresh-
olds, has influenced the detection rate of intrusions.

Finally, results for user 41 are very interesting, although somewhat misleading.
We observe that, as with user 19, there are zero FAs for all three PLs. However,
unlike user 19, the minimum and maximum thresholds of zero and four respec-
tively, for all PLs, have permitted the NSMP values of all test sequences to fall
within the narrow acceptance region. Similarly, the minimum threshold of value
zero has also prevented all intrusions from being detected, even when the test
sequences of all other users are dissimilar to the training patterns of user 41.
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Enhanced Characterization
What can be ascertained, from the previous evaluation exercise, is the need to
improve characterization, i.e. shift the minimum threshold to a value greater
than zero. One simple strategy is to incorporate the mobility sequences from the
parameter data, which have a NSMP value of zero, into the training data.
Figure[Bldemonstrates the application of this strategy and the resulting impact
on FA and TD rates. With user 19, the FAs remain unchanged. The TD rates
(for all PLs) have increased, as expected. Moreover, the largest increase of 19%
is associated with PL 3, a desirable outcome. As far as user 23 is concerned, the
three TD rates, associated with PL 1, PL 2 and PL 3 have increased by 20%, 33%
and 23% respectively. However, the FAs for PL 3 has also increased due to the
dissimilarity of some of the test sequences to those in the parameter set. Finally,
the results for user 41 exemplify the potential benefit of this strategy. Although
a 5% increase in the FAs (at PL 1) has been incurred, there is, nevertheless,
a significant improvement in the TDs (85%, 100%, 100%), associated with the
three PLs.
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4 Conclusion

Using simple risk analysis, it can be demonstrated that existing authentication
schemes cannot fully protect hosts in a wireless network from impersonation
attacks. In our research investigations, we have considered two defense strategies
1) Radio Frequency Fingerprinting, and 2) User Mobility Profiling that look
promising in providing defenses against impersonation attacks in wireless and
mobile networks. Further research is needed that will test their effectiveness in
real-time systems and eventually integrate them into future IDSs for wireless
networks.
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Abstract. We consider distribution of encryption keys for “pay-per-view”
broadcasting systems with a dynamic set of users. We assume that the active re-
cipients in such a system (i.e. those who pay for the current transmission) obtain
a key necessary for decoding the transmission. If the set of recipients changes, the
system has to update the key and inform the legitimate users about the change.

Communication medium we consider here is an ad hoc network of users or-
ganized in the same way as GSM or UMTS: the service area is divided into cells,
each cell serves a limited number of users. Communication with the users in a
cell is through a shared communication channel of this cell.

We present a procedure for distributing a new key to a new set of active users.
We pursue three goals: communication volume related to a change of the encryp-
tion key should be kept as small as possible, the energy cost for each legitimate
user should be low, the update process should not reveal any information about
users behavior.

Our scheme is based on balanced allocation algorithms. It is simple, easy to
implement, preserves anonymity. It has small communication overhead and low
energy cost for the users. It works very well for a practical parameter size.

Keywords: Data broadcast, anonymity, balanced allocation.

1 Problem Statement

We consider broadcasting systems (G3 systems and the like) where an information
stream is sent through a public communication channel. In order to prevent unautho-
rized access the transmission data is encrypted with a symmetric key and only the legit-
imate recipients are informed about this key.

The system might be used by a potentially large number of subscribers, each of
whom shares a unique secret with the broadcasting system. It is unpredictable which
subscribers and where decide to pay for the information transmitted.

Once a user decides to receive the information stream from the broadcast system,
he obtains the current key used for decryption. If a user decides to log off, the billing
system is informed and the key is changed so that the subscriber cannot decode the
broadcast any longer. The users that stay in the system must receive a new key.
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Communication model. We consider ad hoc systems based on cellular communication:
the service area is divided into cells; each cell is served by a broadcast station sending
on a channel that is accessible to all users in this cell. The users may send messages to
the broadcasting system (preferably short ones due to transmission cost), while the only
channel from the system to the users is through the broadcast channel.

The following complexity measures are essential for such systems:

Broadcast volume: channel capacity of the broadcast transmission is limited. So the
overhead due to the key update should be kept as low as possible.

Computation complexity: the devices of the users should not perform intensive com-
putations - we keep in mind that they should be cheap.

Energy usage: the devices of the users are often battery operated. Sending and/or re-
ceiving data is the main factor in energy consumption by mobile devices. So send-
ing and receiving time (including the time when no message is obtained) is called
energy cost and considered often as the most important complexity measure [[12].

Ideally, a user who has to retrieve m information bits from the whole transmission
stream inspects only the transmission value of exactly m bits. This would require full
knowledge when these bits are transmitted. This is problematic, since the user does
not know other users active in his service cell. Any attempt to synchronize diverse
needs would require some coordination — this coordination would require energy usage!
There are techniques called “air indexing” that help to find transmission time of data
required [21]]. Either the transmission times are explicitly given in an extra indexing
data structure, or they are determined in a pseudorandom way with hashing techniques.
(In fact, the approach presented in this paper is an extension of hashing techniques).

System dynamics. When a new subscriber wants to decode the transmission he must
contact the broadcasting system and give it authorization for charging his account. Dur-
ing this interaction the current encryption key K can be transmitted to this user. There
is no need to change K and inform the remaining recipients. On the other hand, if some
user decides to stop receiving data, then the encryption key has to be changed and all
recipients must be informed about the update.

At some moments (e.g. beginning or the end of a sport event or a movie) the set of
users may change dramatically. Then it is better to distribute a new key from scratch
than to use techniques for removing the users. We assume that the broadcasting system
cannot predict who will be receiving the data and for how long. So we assume a scenario
in which a new encryption key is transmitted periodically at fixed moments.

Privacy issues. Updating the key may leak sensitive information. First, behavior of
a single user may be revealed. The second important issue is that commercially valu-
able information on the behavior of the subscribers community of the broadcasting
system, might be revealed to competition. Using a fixed pseudonym for each user is not
an appropriate solution. First, the user identity may be revealed by some usage char-
acteristics. Second, user profiles would be shown. So more complicated “one-time”
pseudonyms would be necessary.

A preferable solution would be that an external observer as well as a coalition of sub-
scribers cannot retrieve any information on the behavior of other subscribers provided
that cryptographic functions used has not been broken.
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Previous results. The design of systems for distribution keys to subgroup of users has
been extensively researched in recent years [8U14418l20422]]. In [18420] it was shown
that the key tree approach reduces the server processing time complexity of group re-
keying from O(n) to O(log,(n)) where n is group size and d the key tree degree. This
approach was proved to be optimal in [14]]. The problem of transmitting a message to a
small subset of users has been considered in [5]].

The case considered in most papers is that the sender wishes to exclude some small
number of users — broadcast exclusion protocols are designed. The motivation is that in
this case one may gain a lot compared to a simple solution in which the sender delivers
the new key to each single user that remains logged in. A broadcast exclusion protocol
based on an error correcting code was proposed in [7]. Another method was proposed
in [1] and independently in [9]. It uses threshold cryptosystems in order to avoid any
dependence on n for the size of the private keys. There have been a lot of efforts to
improve many aspects of these schemes [10/1916]. However, many of these proposals
are far from being practical at this moment — computationally intensive asymmetric
methods are used. No privacy protection is implemented by these schemes.

1.1 Straightforward Approaches

Of course, one can work around the problem and establish the system in which on the

side of a user there is a secure device which drops decoding the transmission in the case

when the billing system stops charging the holder of the device. The problem is that the

device can be reverse engineered and pirate devices may appear on the market. A more

serious problem is that in the case when data services are offered by a large number of

providers it will be necessary to hold many decoding devices of different providers.
We start with a discussion of ad hoc solutions that are usually considered:

Solution 1. The simplest way to distribute a new key K for users in a set U is to transmit
a set of records, so that for each user A € U one of the records is a ciphertext E4)(K),
where s(A) is the symmetric key shared by user A and the sender. (Asymmetric encryp-
tion would increase the size of the record and therefore it is less attractive for practical
applications). The problem with this approach is that in an average case a legitimate user
has to receive and decrypt half of the records to find the key - for anonymity reasons
the ordering of the records has to be random. Even if there is no demand on anonymity,
the set U is unknown to a user (the user only knows that he itself belongs to U), so a
large fraction of of ciphertexts has to be received and decrypted anyway. The problem
with Solution 1 is that it has a high energy cost for the users.

Solution 2. One can facilitate the search of the appropriate ciphertext by placing an
identifier in an extra data structure facilitating the search of each ciphertext. For in-
stance, the sender may publish a random number x and then define an identifier for
user A as a prefix of H(x,A,s(A)), for a hashing function H. The prefix should have the
length such that the number of collisions (equal identifiers for two different users) is
kept small. So we need at least about logn bits for each of n recipients.

A small number of collisions is not a problem. The payload transmission encrypted
with the key K may be preceded by a test sequence of the form Ex(Z) for some known
string Z (for instance the current time). Then a user can decrypt this test message with
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all candidate keys and identify the right one. The size of the identifiers is a more serious
issue. Even for a set of 1000 users we need at least about 10 bits. This is a large over-
head compared to the ciphertext size. For 64-bit keys, this would make more than 15%
overhead of transmission size. The next problem is that energy cost of a user is high -
again the user has to search through the identifiers to find its own. The only good point
about this solution is that the number of decryptions is reduced to just one.

1.2 Preliminaries - Lower Bound

We assume that the set of subscribers § of the broadcast system is large. The set of
subscribers U which are in a cell considered and which are requesting the encryption
key is an arbitrary subset of § of cardinality at most n. Let k denote the length of
symmetric keys used, for instance k = 64. We assume that a user A € U has a unique
key s(A) which is known to this user and to the broadcasting system only.

We start with the following intuitive lower bound:

Proposition 1. Assume that if a new broadcast key K is encoded in a message T and
U is the set of users entitled to retrieve the key K, then:

— each user from U obtains K through decoding procedure,
— a user that is not in U may retrieve K only in a negligible number of cases, i.e. in
average for a fraction of 1/2° of all keys.

Assume that |U| < n < 2% and that the encoding algorithm should work for any ap-
pointment of secret keys to the users. Then the average length of T (over the choice of
keys for the users in U) is at least

(k—logn)-n— f(n,k)
where f(n,k) < (3logn+3) — k(1 +259).

Proof. Let K denote the set of keys of length k. Consider a transmission 7' of a new
broadcast key K. We show that T, together with some additional short information, can
be used to encode the subset U of legitimate recipients of K, where U is identified
with the set of secret keys of the members of group U. First consider the set U’ C K
such that K’ € U” if and only if T decoded with K’ yields the broadcast key K. By our
assumptions, U C U" and the average number of elements in U” \ U is 2¥~* . Finally
we encode the set U by the tuple (T,K,L), where L = U" \ U. The average length of
this tuple equals 7 4k + k- 25 =t + k- (1 4-25=%), where 7 is the average length of 7.

The number of different subsets of up to n elements from X is greater than (2:)

Therefore the number of different encodings (T,K,L) is at least (2:) By Stirling for-
mula we get

u+1/2 1 1
Wy, 1 u T T IE T
. o Vv+l/2(u_v)u7v+l/2

So
log (2:) > log2k- (2k+ 1) —logn- (n+%) —log(2* —n)- (2 —n+1)-3
>n-k—logn-(n+3)—3=n-(k—logn)— ($logn+3).
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So the average length 7 of T is at least n- (k —logn) — (1 logn+3) — k(1 +2%) . This
completes the proof of Proposition[Il a

The dominating term in the bound from Proposition[lis k- n. So even if we disregard
anonymity issues the average transmission size is close to k - n. Therefore the straight-
forward Solution 1 in which we encode K separately for each user with his key cannot
be improved significantly regarding communication volume (while energy cost need to
be improved).

Let us examine the lower bound obtained for some interesting values of n and k. If
k=64,n=2'and s = 62, then the number of bits given by the lower bound is

n-(64—10) —8—64(1+2%) =n-54—328.
which makes about 84% of n - k.
1.3 Key Distribution Scheme - Main Result

The main result shows that it is possible to achieve practically the same transmission
size, but with strong privacy protection and with small energy cost for the users:

Algorithm 1. We propose a scheme for transmitting a random encryption key K of
length k to a set U C S of at most n recipients such that:

— any coalition U' C S of users (some of them receiving K) cannot say anything
about the set U\ U’ except an upper bound on its cardinality min(n — u, |S\ U'),
if there are u users in U’ receiving K,

— every user from U receives certain ((n/B)d + 1) -k bits, performs O((n/B)d) arith-
metic operations on k-bit numbers, and d trial decryptions,

— the whole message used to transmit the key has length

k- (140 (2a2))

where d* =~ dIn2,
— the parameters B,d can be chosen freely except that d > 2.

Even if the term on the right side of nk is not O(1) (so the asymptotic behavior is worse
than for the straightforward Solution 2) experiments show that the transmission volume
can be bounded to size 1.01 - nk for practical choice of parameters d, B (which is much
less than in the case of Solution 2).

2 Changing the Set of Users

First we recall a widely known technique based on Lagrange interpolation of polyno-
mials. In the second subsection we show how to reorganize transmission scheme using
balanced allocations.
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2.1 Anonymous Key Distribution for a Small Number of Users

We assume that there are up to n out of ® users that have to receive a new key. We
fix here secure hash functions H # H' with values almost uniformly distributed over
the field Z, = {0,...,p — 1}, where p is a fixed prime number. We also assume that
k < log p and that there is a function R such that R : Z, — {0, 1}*, where each co-image
R~!(x) has approximately the same size and both R and R~' are easy to compute.

As many previous authors we use the idea of Shamir’s secret sharing scheme. Let
Aj,Aj,, ..., Aj, be the list of users that have to receive a new key K. First the sender
chooses at random a sequence g and broadcasts it to all users. Then the sender computes
the values u; := H(q,s(A},)) and x; := H'(q,s(Aj,)) fori=1..., n, where s(A ) denotes
the secret assigned to the user A;. (By a simple shifting of values we may assume that
each x; > n.) Then the sender determines the unique polynomial f € Z,[x] of degree n
such that f(x;) = u; fori=1,...,nand £(0) € R"1(K).

In the next step the sender computes values ugi1 := f(1), ..., Upn := f(n) and
broadcasts them. Using Lagrange interpolation, a legitimate user A j, may reconstruct K
from known values of polynomial f in n + 1 different points, namely in 1, ..., n and
in x;. Note that the value in the last point is u; and that it is known only to the sender
and the user A;,. A user Aj, where j # j; fori =1,...,n, can also try to reconstruct
f. However, using u; leads to a false value of K, since f(x;) = u; may occur only by
accident. Since H' is like a random function, the fraction of secrets such that f(x;) = u;
should be about 1/p.

The scheme described above protects anonymity of Aj ,Aj,,...,A;,. Indeed, a user
A, cannot determine the remaining users that receive key K. User A j, may only deter-
mine the value of uj, if A; has to receive K and the argument x; is known. However,
there is no way to check that the values x;,u; are the right ones. More precisely, this
would require at least finding that there is s such that x; = H(q,s) and u; = H'(q, s) for
given values x;, u;.

The scheme described works also if the number of recipients 7’ is smaller than n:
during the construction the sender simply fixes n — n’ values of f in points 1,...,n—n’
in an arbitrary way.

A major drawback of this method is that energy cost is high: a user has to receive all
values U1, - .., Uptn and g, and perform Q(n) arithmetic operations. So the method
is not practical if n is large.

2.2 Using Balanced Allocations

First we present an overview of the protocol. Let U = (4;,,...,A},), where n < o, be
the list of all users that are entitled to receive a new key K. The ordering of the list is set
at random by the broadcaster independently for each transmission of the session key.

The basic idea is that each user is assigned to one out of B “bins”. Each bin provides
a message that enable some users to retrieve the key K. Such a solution must fulfill the
following properties:

— each user must know from which bin he can get the key (due to energy cost),
— a user cannot deduce any significant information about bin allocation for other
users,
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— each bin should be responsible for about the same number of users,
— transmission for each bin should hide all information except for the key transmitted
(for the users assigned to this bin).

The allocation of users to bins should work no matter what is the set of active users
and without betraying any information about this set to the users. So the choice of bins
for each user should be independent from the set of other users.

In order to achieve these goals we use balls-into-bins balanced allocation technique,
extensively considered in literature [4/2/1 1I3I16l17] over a past few years. It is known
that if we throw n balls into B bins independently at random and n > B, then with high
probability at least one bin receive

n/3+9(¢m)

balls (e.g. see [13]]). The general idea behind balanced allocations (so called “power-
of-two-choices-principle”) is to perform assignment sequentially and to give each ball
a few random locations. Then the ball goes into a location that at this moment contains
the smallest number of balls. If several locations have the same minimum load, then
the ball is placed into an arbitrary one among them. It turns out that the result improves
significantly. Recall that if d (randomly picked from B bins) locations are chosen, then
the maximum load of any bin is

n/B+1InlnB/Ind + o(1)

with high probability [213]].

Our protocol is based on the balanced allocations procedure left[d] from [16] (for
an overview see also [17]). Let us recall it briefly. Procedure left[d] splits the B bins
into d groups of size B/d, the leftmost group consisting of bins 1 through B/d, the
next one consisting of bins B+ 1 through 2B/d, and so on. Procedure left[d] assigns
the bin sequentially one by one. For a given ball the procedure /eft[d] chooses one bin
independently and uniformly at random for each of d groups. Then the ball is placed into
the least loaded of these d bins. Ties are broken by assigning the ball into the leftmost
bin with the minimal number of bins among the bins considered with the minimal load.

Choice of the Bins and Encoding the Key. Let B be the number of bins. First the
sender chooses a random number p. A preliminary assignment of the users to the bins is
given by a pseudorandom function F with the range [1,...,B/d]. Each user is assigned
to d bins. For i € {1,...,d}, the ith bin chosen for the user A has index

b(lvA) = (i_ 1) 'B/d—i_F(va»S(A)vi) )

where s(A) is a secret shared by A and the sender.

Then for each user A € U the sender decides upon an index c(4) € {1,...,d}; in
the next phase the sender constructs a message corresponding to bin b(c(A),A) so that
A is able to recover K from this message. The decision process left[d] applied here is
sequential: once the sender has already made decisions for the users Aj,,...,Aj,, he

makes the choice for Aj_ . For this purpose he inspects all bins b(1,4;,,,), ...,
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b(d,A},, ) and select the smallest index u, denoted by ¢(A,, ), such that the set {i <

t|b(c(Aj;),Aj;) = b(u,Aj,, )} has the smallest cardinality.
The following pseudocode exemplifies the procedure.

int b[d, Al; // array of potential bin indexes of user ‘A’
int c[A]; // index of a bin chosen for the user
int U[A]; // array of indexes of users to get a new key
struct s_bin // structure describing a bin
begin
int Load; // load of the bin
int Users|[n]; // array of users placed into the bin
end
s_bin bin[B]; // array of all bins
for (i=1; i<A; i++) do // place users from U into bins
begin

FindPotentialBins(p,U[i]);
c[i]=FindLeastLoadedBin (U[1i]);
PlaceUser (U[i],c[i]);

end

FindPotentialBins (Seed, User)
begin
for(i=1; i<d+1l; i++)
b[i] [User]=(i-1)*B/d+F(Seed, User, s(User));
end;

FindLeastLoadedBin (User)
begin
min=b[1] [User];
for(i=2; i<d+1; i++)
if Load(b[i] [User]) < Load(c[User]);
min=b[i] [User];
return (min) ;
end;

Load (BinIndex)
begin
return (bin[BinIndex] .Load) ;
end;

PlaceUser (User, BinIndex)
begin
bin[BinIndex] .Append (User) ;
bin[BinIndex] .Load++;
end;

Balanced allocation procedure left[d] assures that with a probability close to 1 no
more than n/B + p users are assigned to a bin for some small parameter u = InlnB /d*
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(with d* =~ d1n2). More precisely, according to [3]] the maximum number of users as-

signed to some bin by left[d] is only n/B + ;E‘&g where @, is expressed with use of

Fibonacci numbers, i.e. ®; = limy_... {/F4(k) and Fy(k) =0 for k<0, Fy(k) =1
for k=1 and Fy(k) =% Fy(k—1) for k>2.In general 1.61 < ®; <® < --- < 2.
Now let us explain how to encode the key K. Given a bin w the senders check for
which users A € U the equation b(c(A),A) = w holds. If no more than n/B + u users are
assigned to a bin, then we encode K using the procedure from Section2.1]so that exactly
these users can decode K. This could be performed by the following pseudocode.

int Header[2*B*n+4]; // a broadcast stream header:

// (p,q) || (H(L) ,E_K(L)) || (slot[1]) |]...)
int Points[2*n]; // values to construct the polynomial;
int slot[2*B]; // values of the polynomial transmitted
Empty (Header) ; // initialize Header

// add parameters and control sequence
Header=Header| | (p,q) | | (H(L) ,E_K(L));

for(i=1; 1i<B+1; 1i++) // for each bin
begin
Empty (Points) ; // initialize sequence of points
Points=Points|| (0,K); // append point (0,K)
for(j=1; j<n+l; j++) // for each user in a bin
begin
uljl=H(qg,s(bin[i][]]));
x[J]1=H"(q,s(bin[i]1[3]));
Points=Points| | (x[j],ulj]);
end;
f[i] ()=Compute_Lagrange_Polynomial (Points);
Empty (slot[i]) // initialize slot[i]
for(k=1; k<n; k++) // points to reconstruct polynomial f
slot[i]=slot[i]||(k, £[1](k));
// append point (k,f[i](k)) to the slot
Header=Header| | (slot[i]); // append slot[i] to the Header
end;

In a rare case that some bin has more than n/B + u users allocated the sender may
choose again the parameter p at random and repeat the whole procedure. So the trans-

mission size is
InlnB BlnlnB
k-(n/B+O<d1n(Dd>> :nk.<1+o<dm%)> .

Decoding by the Users. A user A determines the indices b(1,A), ..., b(d,A). One
of them is b(c(A),A), but the user A cannot determine which one. So A applies the
decoding procedure described in the previous subsection for each of these bins. In this
way A computes d candidate keys, one of them is K. These keys are tested against a
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control sequence sent - a pair (H(L),Ex(L)) consisting of a hash H from a random
string L and its ciphertext. This could be done by the following procedure.

(p,q) =GetParameters (Header) ;
(H(L) ,E_K(L) ) =GetControlSequence (Header) ;

int i=0;
int u=H(q,s(d)); // compute secret ‘u’
int x=H’ (q,s(A)); // compute secret 'x’
do
begin
PotentialBins(p,A); // compute potential bins ’‘b[d,A]’
1++;
slot[i]=GetSlot(b[i,A]); // points from slot of the index 'b[i,A]’
slot[i]=slot[i]]]|(x,u); // append secret point ' (x,u)’
f[i] () =ReconstructLagrangePoynomial (slot[i]);
end;

while not (H(L)=H(Decrypt (£[1i]1(0),E_(L))) // until right key K=£[i] (0)

2.3 Features of the Protocol

General Properties. Let us discuss briefly the advantages of the protocol based on
balanced allocation:

1. each user has to inspect only a fixed portion of the bits in the stream encoding the
new key K, the locations from which the user retrieves the key are determined in a
pseudorandom way that remain secret to everybody except the user and the sender;

2. there is no explicit addressing: each part of the stream encodes the key K;

3. the solution is scalable: the number of subscribers n might be arbitrary, increasing
n implies only changing the number of bins;

4. computation overhead on the user side is negligible compared to decryption; on
the sender side more computing power is necessary, but even a standard PC would
make this job fast enough.

Security Features. An excluded user, say Bob, may try to derive the session key.
For this purpose, Bob may try to obtain the key by reconstructing the polynomial of
a single bin. Following the protocol by Bob is pointless, since the polynomial was not
constructed with the pair (x,u) known by Bob, which would be used, if Bob was not ex-
cluded. Thus the Lagrangian interpolation computed by Bob yields with overwhelming
probability a wrong polynomial and a wrong session key. Note that the degree of poly-
nomials and the number of shares transmitted in a bin are such that an additional pair
(argument,value) is necessary in order to determine the polynomial or, equivalently, its
value for argument 0.

So, Bob has to recover the polynomial knowing only that it was constructed from
pairs of the form (u,v), where u = H(q,s), v=H'(q,s) for some s. However, for a given
pair (a,b) it is infeasible to check whether there is z such that a = H(q,z), b = H'(q,z).
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Analysis based on different bins does not help much, since the polynomials of these
bins are constructed from pairs based on different secrets.
Anonymity of the scheme is based on the following facts:

— No user identities are sent.

— Pairs (x;, f(x;)) transmitted for Lagrangian interpolation of polynomial f are such
that x; does not depend on the users assigned to the bin.

— Even if a user would learn the pairs from which a polynomial f of a bin was con-
structed, recovering the secrets used (and therefore the users) would require invert-
ing hash functions. (Note that a user knows a polynomial f if and only if he knows
the session key.) For the same reason the user cannot say how many of these points
are really corresponding to the users that have to derive the session key.

Parameters Choice. As already mentioned [3]], the maximum load of » items into B
bins for d > 1 is at most (with high probability) n/B+ 'S%2 + O(1). It is worth to
compare this result to the situation where d = 1, in which case the maximum load is

n/B+ O(y/nlnB/ B) (with high probability).

A precise estimation of the number of users in each bin for allocation procedure
used is tedious, hence we provide some experimental data regarding the protocol. Let
us present a summary of results. Each simulation consisted of 100 independent experi-
ments. In the table below n denotes the number of users which receive the key, B is the
number of bins, d is the number of bins assigned to a user, n/B is an average number
of users allocated to a bin, n/B + u denotes the maximal number of users assigned to
a bin through left[d] procedure observed in all 100 experiments. Column max denotes
the maximal number of bins where the number of users assigned through left[d] was
higher than n/B.

n B d | n/B |n/B+u| max
100 104 1 100 145 4764
100 104 2 100 102 3109
10° 104 4| 100 101 1322
100 10* [ 10| 100 101 539
10° 103 1 100 151 493
10° 103 2 100 103 330
10° 10°| 4 100 101 143
10% 102 1 100 139 55
10* 102 2| 100 102 39
104 10%| 4 100 101 17
103 10] 1 100 137 7
103 10| 2 100 102 5
103 10] 5 100 101 2
103 102 1 10 25 47
103 102| 2 10 12 36
103 10%| 4 10 11 19
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The value d = 1 corresponds to the standard random allocation technique. If d > 1,
then the maximum number of users in a bin decreases quickly. It is astonishing that if
d > 4, o one bin is approximately
n/B+1.

The table shows the maximal load of a bin observed for different choices of n,B,d,
obtained from experiments. Simulations prove that for a given n and B it is always
possible to choose a reasonably small parameter d (typically d = 4) which may be
applied for our purposes. The experimental data on loads of bins for different choice of
n,B,d is depicted on Fig.[Il

n=10°, B=10%, d=2 n=10°, B=10%, d=4

n=10°, B=10°, d=1

104 104
102 102
3 3
o 100 8 100
| |
98 98
9 9
0 250 500 750 1000 0 250 500 750 1000 0 250 500 750 1000
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n=10%, B=102, d=1 n=10% B=10%, d=2 n=10% B=10%, d=4
140 104
120 ! , 102 ! !
3 3
g 100 g 100 MMM/\/\A‘/WLV—\FV\W
- -
80 ! : 98 : :
60 96
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n=10%, B=10%, d=1 n=10% B=10%, d=2 n=10% B=10%, d=4
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Fig. 1. Load of a bins observed for different choices of n,B,d

Let us briefly discuss the communication overhead for chosen parameters. If n = 10%,
B =107 and d = 4 then, as the table shows, we need 10% + 1 numbers of key size k = 64,
to encode a bin. Thus the number of bits transmitted is 64 - (10?- (10> 4 1)) = 64- (10* +
10%) < (64 +1) - 10*. Hence the communication overhead for “addressing” is less than
a bit per user. This is much less than for the simple approach discussed in Section[T.1]
where transmission would consist of at least 10°- (64 +log(10%)) ~ 10°- (64 + 13) bits
with addressing overhead of at least 13 bits per encoded key.

The choice of B should take into account the following aspects:

— too large n/B would mean a complicated reconstruction of the polynomial encoding
the key - since it must have degree at least n/B,

— very small value of n/B is also inappropriate - since inevitably the load of the bins
are not equal, a small increase of the number of users assigned to a bin might be a
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significant change regarding multiplicative factors. For instance, if the average load
is 5, then a single additional user in a bin would make the change of 20%.

3 Open Problems and Conclusions

The yet uncovered case is when the sender wishes to exclude a small number of users
in an anonymous way. Of course, this could be done with the method described in
Section[2.2] but we would expect much lower communication volume in this case. Let
us comment that tree techniques used for excluding a small number of users are based
on distributing secret keys not only to single users but also to sub-families of users. The
problem in this case is how to hide who is being excluded if a specific configuration of
keys is used. Another problem is that while the tree schemes reduce transmission size,
the energy cost might even increase.
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Abstract. Wireless network applications mostly authenticate clients
with an identity / password or pin. OTP authentication schemes have
developed based on time synchronization or one-way hash functions, al-
though they can be trouble some and they have a high computational
complexity. The current paper provides secure authentication for low-
power wireless devices and other applications requiring authentication
that is secure against passive attacks based on replaying captured and
reusable passwords. In addition, our scheme highly minimizes the com-
putational and transmission complexity and solves time or sequence syn-
chronization problems by applying non-group cellular automata, based
on the non-reversibility and uniqueness of the state configuration.

1 Introduction

Recently, the mobile communication devices such as PDAs or smart phones have
progressed rapidly. Anybody can use mobile devices to access services through
the mobile network. The IEEE 802.11 wireless local area networks and mobile
IP are rapidly deployed to facilitate ubiquitous communication and location
independent computing in restricted spatial domains such as campuses, offices
and factories [T][2].

Most wireless network applications authenticate clients with an identity /
password system. Systems using reusable passwords are susceptible to attacks
based on password theft. A major security concern of fixed password schemes
involves eavesdropping and the subsequent replay of the password. A practical
solution is a one-time password (OTP): Each password is used only once. Such
schemes are safe from passive attacks of adversaries who eavesdrop and later
attempt to impersonate the client [3].

The idea of OTP authentication was first proposed by Leslie Lamport [4].
Bellcore’s S/KEY system, from which the OTP is derived, was proposed by Neil
Haller [5]. Recently, Ben Soh and A. Joy addressed an efficient OTP scheme based
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on a web service evaluation model [6]. All these schemes, however, have practical
difficulties such as high hash overhead, additional transmission complexity, and
time/sequence synchronization, since there is not an alternative solution.

A natural progression from fixed password schemes to challenge-response iden-
tification protocols may be observed by considering one-time password schemes.
Variations include [3]: Shared lists of one-time passwords, sequentially updated
one-time passwords, and one-time password sequences based on a one-way func-
tion. However, their drawbacks are the maintenance of the shared list, the syn-
chronization of sequences, and the high hash overhead.

Meanwhile, Cellular automaton (CA), introduced by John Von Neumann [7],
have been accepted as a good computational model for the simulation of complex
physical systems, and have been used in evolutionary computations for over a
decade. It can readily simulate complex growth patterns and it has also been used
in various applications, such as parallel processing computations and number
theory [g].

Various studies have presented the reversibility and non-reversibility of CA
based on a group and non-group CA [9][10]. The group CA contains only cyclic
states while the non-group CA contains both cyclic and non cyclic states. In
order to satisfy the characteristics of the OTP scheme, the CA should provide
the non-reversibility and uniqueness of the state configuration - that is, the
previous state is not reachable from the present state of the CA, and there is no
duplicate state in a CA.

Thus, this current study determines the CA which satisfies the non-
reversibility and uniqueness of the state configuration, and constructs the OTP
scheme based on the above characteristics. The proposed OTP scheme, based
on non-group CA, eliminates the computational and transmission overhead and
time/sequence synchronization problems. Also, it provides sufficient security for
wireless environments.

This paper consists of five sections. In Section 2, the background of CA is
illustrated briefly. Section 3 presents the proposed authentication scheme, and
Section 4 provides discussion and a security analysis of our scheme. Section 5
offers concluding remarks.

2 Cellular Automata

A CA is a collection of simple cells arranged in a regular fashion. CAs can be
characterized based on four properties: cellular geometry, neighborhood specifi-
cation, the number of states per cell, and the rules to compute to a successor
state. The next state of a CA depends on the current state and rules [7]. A
CA can also be classified as linear or non-linear. If the neighborhood is only
dependent on an XOR operation, the CA is linear, whereas if it is dependent on
another operation, the CA is non-linear. If the neighborhood is only dependent
on an EXOR or EXNOR operation, then the CA can also be referred to as an
additive CA.
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Among additive CAs, a CA whose dependency on neighbors is shown only
in terms of XOR is called a non-complemented CA, and the corresponding rule
is called the non-complemented rule. If the dependency on neighbors is shown
only in terms of XNOR, the CA is called a complemented CA, and the cor-
responding rule is called the complemented rule. A hybrid CA can be subject
to either the complemented or non-complemented rule. In addition, there are
1-dimensional, 2-dimensional, and 3-dimensional CAs according to the structure
of the arrangement of cells.

A one-dimensional cellular automaton consists of a linearly connected array of
n cells, each of which takes the value of 0 or 1, and an evolutionary function f(s)
on the state configuration, s, with ¢ variables. The value of the cell state s; is
updated in parallel using this function in discrete time steps as s;"*1 = f(s;4,")
where —r < j < r [II]. Table 1 shows the next states transitions by rule 90, 171,
and 129.

Table 1. The states transition for 1-dimensional 2-state 3-neighborhood

111 110 101 100 011 010 001 000 Rule
0 1 0 1 1 0 1 0 90
1 0 1 0 1 0 1 1 171
1 0 0 0 0 0 0 1 129

Rule 90: Sit+1 = Si71(t) D S—L'Jrl(t)
Rule 171: s;tt1 = (ﬁ(Si(t) \Y Si_l(t))) ©® 57;+1(t)
Rule 129: s;/T1 = (ﬁ(Si_1(t) D Sz(t))) \Y (Si_l(t) ©® Si+1(t))

The parameter ¢ is usually an odd integer, i.e. ¢ = 2r + 1, where r is often
named the radius of the function f(s); the possible configuration and the total
number of rules for the radius r neighborhood are 2¢ and 2n, where n = 2¢q. The
new value of the ith cell is calculated using the value of the ith cell itself and the
values of the r neighboring cells to the right and left of the ith cell. If a group
rule is applied to a CA then the CA is called a group CA, otherwise the CA is
a non-group CA [11].

The success of the OTP authentication to protect host systems is dependent
on the non-reversibility property. CA provides both reversible and non-reversible
properties by f(s). In a group CA, the previous state can be easily found by
computing the inverse of a rule, but it is computationally infeasible to find the
inverse of a rule of a non-group CA [12].

3 Proposed Architecture Based on PBCA

The security of the CAOTP scheme is based on the non-reversibility and unique-
ness of the state configuration. Such a function must be tractable in order to
compute in the forward direction, but computationally infeasible to invert, and
the evolved states must be distinctive. In order to achieve the conditions, a
system should compute and save the non-group rule and the length according to
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Table 2. The evolution sequences and length according to the given initial state (1011)

by the group or non-group rule 90, 150, 171, 129

Group CA Non-group CA
Rule Rule 90 Rule 150 Rule 171 Rule 129
Evolution {1011 — 0011 —|{1011 — 1000 —|1011 — 0110 —|1011 — 0000 —
sequence 0111 — 1101 —j|1100 — 0010 —|1100 — 1001 —|1111 — 0110 —
1100 — 1110 —|0111 — 1010 —|0010 — 1100 0000
1011 1011
Length 6 6 5 4

the given initial state. A length represents the number of unique states in a CA.
Table 2 shows the lengths when the initial state is a 4-bit vector (1011).

As shown in Table 2, the group CAs that applied rules 90 and 150 have a cyclic
property whereby the initial state appears after a certain number of evolutions.
The non-group CAs, that applied rules 171 and 129, do not have property as
one of the previous states appears indefinitely after a certain period. It is called
length, L. The proposed scheme consists of two phases: Initial phase and au-
thentication phase. CAOPT is operated as follows.

Initial Phase

1) A client, U, chooses a pass-phrase (p) and transmits it to the base station, B.
2) The pass-phrase is concatenated with a seed (s) by B. B decides a non-group
rule, f, and finds the length (L) of the non-group CA. Then, it computes and
saves mo = f¥(7), and initializes its counter for U to Cpy = 1.

3) B transfers f, L, and 7 to U.

Authentication Phase

1) U computes m; = fL=%(r), and transmits U, i, and m;(= fL~%(r)) to B.

2) B checks ¢ = Cy, and f(m;) = m—1. If both checks succeed, B accepts the
password, sets Cyy «— Cy + 1, and saves m; for the next session verification.

In the initial phase (1), p may be of any length between 64 bits and 96 bits,
and s should be the remainder bits, between 32 bits and 64 bits, so that the
secret,, is initialized as 128 bits length. In (2), f can be just one non-group rule
or the combination of rules, e.g. < 107,230 > - That is the rules are applied to
the CA alternately. The result of the concatenation, L, is passed through f. An
evolutionary non-group rule function is used to define the password sequence:
fE=i(mo), ..., f2(m0), f(m0), 0. The password for the ith identification session,
1 < i < L, is defined to be m; = fL=i(mp). In the authentication phase, for
the ith session, B already has the client’s identity and counter, along with the
verifier, m;_1, so that B simply check the client’s authentication by applying the
evolutionary function f once.

Consider the following example. U; chooses 'evolutionary’ as p, and sends it
to B. B selects '1234" as s, and concatenated it to p. B also selects the non-
group rule 107 and finds L is 882, and saves [identifier, counter, mo|=[ U;, 1,
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o7 (evolutionary1234)]. Thus, in the authentication phase, U; computes m3=
[958 (evolutionary1234)) and transmits U;, 1, and 71 to B. B checks 1 = Cy and
f(m)= f97(evolutionary1234)). After the use of all state configurations during
the L times, the non-group rule f should be changed into another rule f’.

4 Discussion and Analysis

In spite of the growth of the OTP authentication schemes, previous schemes still
possess several problems for wireless networks, such as high hash computations,
additional communication paths, and time or sequence synchronization.

In order to solve the high hash computation problem, our scheme has taken
advantage of the CA characteristics so that the computation only consists of
logical bitwise operations, such as XOR, AND, and OR, while the hash func-
tion is composed of not only logical bitwise operations but also padding, and
appending length. Moreover, the CA computations are performed in parallel.

CAOTP has a minimal path, only one, to check whether a client is certified in
an authentication phase, and it does not need the synchronization of time. If U
and B have gotten out of synchrony because of unstable computer network - U
sends m; and B uses f(m;) to authenticate it, with ¢ # j - This can be detected
by repeatedly applying f to B’s authenticating value until a match is obtained.

We recommend that the whole size of the state configuration, |7| should be
128bits which consists of p and s. To reduce the risk of an exhaustive search
or dictionary attacks, the client’s secret pass-phrase should be between 64 bits
and 96 bits. This is believed to be long enough to be secure and short enough
to be entered manually. We also recommend a 3 neighbor CA which has r = 1
since a longer neighbor CA does not ensure better safety but only adds to the
complexity of the computations.

Meanwhile, the length, L, should be reasonably long enough but not too long.
If the L of a CA is too short or too long, it causes the frequent renewal of
the rule or password guessing from the attacker. Thus, we recommend that the
length of CA should be in the several hundreds to the several thousands. We
can simply find a reasonable length by using a combination of group rules and
non-group rules.

Table 3 shows the length when the rules are applied to the initial value,
evolutionaryl1234. Only the CA-applied non-group rule is relatively shorter in
length, 657 and 127, which correspond to rules 107 and 230. Meanwhile, the CA
applied the combinations of the group rules and non-group rules < 90,129 >, <
171,90 > which have sufficient lengths of 2,524 and 2,471. There are a number
of combination rules which are sufficient in length.

The following criteria are crucial for the robust security of authentication
schemes.

- Password guessing attack: It is computationally infeasible for the attacker
to choose a password which is same as the current m; from the previous session
key Ti—1-

- Replay attack: Though the attacker replays m; to B in the authentication
phase, the request will be rejected, since 7; is used only once.
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Table 3. The length corresponds to the non-group rule and combination of a group
rule and non-group rule

Non-group rule Combination of group rule and non-group rule
Rule § Rule 107 Rule 230 Rule < 90,129 > Rule < 171,90 >
Length 657 127 2524 2471

- Sever spoofing attack: The attacker can not impersonate the system, B
because he/she can not compute fL~%(m) from m; received from the client U
(function f is not a reversible rule and 7 is a shared secret value between U
and B).

- Impersonating U: It is also infeasible that the attacker can acquire a shared
secret 7y since he cannot extract it from any information which he obtains.

- Stolen verifier attack: Though the attacker has stolen the verifier, fX~%(m),
in ith session, fX~(+1Y(m) can not be computed by any method because it is
infeasible to find the inverse in the non-group CA.

Thus, the proposed scheme can resist password guessing attacks, replay at-
tacks, impersonation attacks, server spoofing attacks, and stolen verifier attacks.

5 Conclusion

One time password schemes provide significant additional protection but their
use is limited due to the complexity and inconvenience regarding wireless net-
works. Our scheme provided not only minimal computational complexity and
a transmission path but also safety guarantees. We have shown that only our
scheme has logical bitwise operations and one path for authentication purposes,
and it can resist the above mentioned attacks. The important aspect of this work
is that we have employed an evolutionary computation based on non-group, re-
versible cellular automata in the OTP scheme. We believe that the CAOTP
authentication scheme is suitable and practical for low power wireless network
environments because of its light computations and nimble movement.
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Abstract. This paper addresses the problem of making signatures of
one domain (an ad-hoc network) available in another domain (the Inter-
net). Universal verifiability is a highly desirable property when signed
documents need to be permanently non-repudiable so as to prevent dis-
honest signers from disavowing signatures they have produced. As a
practical solution, we construct a new signature scheme where a valid
signature should be generated by a couple of distinct signing keys. In
the random oracle model, the signature scheme is provably secure in the
sense of existential unforgeability under adaptive chosen message attacks
assuming the hardness of the computational Diffie-Hellman problem in
the Gap Diffie-Hellman groups.
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1 Introduction

In modern cryptography, digital signatures are among the most fundamental and
prominent tools for realizing security in open distributed systems and networks.
In a conventional Public Key Infrastructure (PKI) environment [[TU97], it is
easy to confirm the authorship of a signed document by verifying the signature
with a certificate of a given public key and, simultaneously, by checking whether
the corresponding certificate is revoked, communicating with on-line Certificate
Authority (CA). Within an ad-hoc environment, a user can also generate and
verify digital signatures with the assistance of pre-established ad-hoc CA [ZH99).

Nevertheless, signatures generated from an ad-hoc network are neither easily
validated nor directly compatible in any infra network since the ad-hoc network
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is, in general, assumed to be physically isolated from the infra network, i.e, au-
tonomous. For instance, suppose that Alice is an (ad-hoc) signer and Bob is a
(mobile) verifier. When Bob receives Alice’s signature, he is able to verify her
signature and to identify her interacting with an on-line ad-hoc CA. Now, Bob
switches to an infra network such as the Internet disconnecting the ad-hoc net-
work channel. Even if this signature was verified to be genuine before leaving
the ad-hoc network, the signature is not verifiable to any other party who has
received the signature from Bob within the infra network because her certifi-
cate is inapplicable outside its domain. Despite Bob’s efforts to retrieve Alice’s
certificate status information, he will not succeed due to difficulties in commu-
nication with the ad-hoc CA. Even if the current status of her certificate can
be obtained, the certificate will still be of dubious standing and even extraneous
since the ad-hoc CA is definitely not a trusted authority in the new domain. Al-
ice is then exempt from responsibility of the signature she produced. Thus, it is
highly desirable to make signatures non-repudiable in order that signers should
be permanently undeniable even when they are in ad-hoc networks. A trivial
solution for the long-term non-repudiation is to make the signer participate in
so-called a posteriori arbitration when a dispute occurs. Intuitively this requires
a strong assumption that any suspicious signer would willingly take part in the
arbitration; unfortunately, this assumption is not realistic.

The alternative solution proposed in this paper is to provide the universal
verifiability for signatures. Our scheme is an a priori and non-interactive (for
signers) protocol in which a mobile verifier is given an ad-hoc signature as well
as a corresponding infra (actually encrypted) signature. At the same time, the
verifier also obtains an additional zero-knowledge argument that demonstrates
the signer’s possession of (ad-hoc and infra) signing keys used for generating
signatures. Interacting with a trusted “notary,” the verifier will finally obtain
the translation of the given ad-hoc signature while authenticating the signer’s
identity. This translation becomes identical to the infra signature as desired.

We construct a universally verifiable signature scheme (P2DL signature) by
extending the verifiably encrypted signature scheme proposed by Boneh et al.
[BGLS03]. We also extend the zero-knowledge proof of discrete-log equality
[CP93] into a zero-knowledge proof of two discrete logarithms possession and
give its formal analysis. The signature scheme presented here offers provable
security against adaptive chosen message attacks under the Gap Diffie-Hellman
assumption [OP01] in the random oracle model [BR93].

Motivation. Most signature schemes provide so-called “public verifiability,”
as long as the validation of given a message-signature pair with some redun-
dant parameters is believed to be true. In accordance with this validation, the
authenticity of corresponding signer’s public (verification) key is also requisite
after retrieving the signer’s certificate status information from the CA accord-
ing to X.509 [ITU9T]. As such, the verification of signatures are on two points:
the validation of given the signature, message, and parameters, plus the signer’s
public-key validity via revocation check. (In short, signature validation and re-
vocation.)
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In this paper, we pay attention to the verifiability of signature in two domain
environment, especially in an ad-hoc network and the Internet. Ad-hoc net-
works are substantially autonomous. Thus, there is no communication channel
from (to) an ad-hoc network to (from) the Internet, whatsoever wired or wire-
less connection, by definition of the ad-hoc network. If an ordinary signature is
generated from an ad-hoc network, is that signature available in the Internet?
Owing to the isolation between two networks, it looks insurmountable though.

Suppose that Alice is a signer with two signing keys SK,q-hoc and S Kipg, for
the purpose of signature generations in ad-hoc and infra networks, respectively.
She is able to generate a signature ¢ under her signing key SK,qnoc for the
ad-hoc network and to make any user verifiable with this signature within its
domain. It is always verifiable for every ad-hoc user as desired. What if this
ad-hoc signature is transferred to any other domain such as the Internet? Even
if this signature is genuine via signature validation, it is impossible to check
whether the signer’s key is revoked or not. One can ask why not use an infra
signing key SKinfa within every ad-hoc network for the public verifiability in
the Internet. An analogous problem arises for ad-hoc verifiers because of the
difficulties in checking the revocation of the signer’s infra network public-key.
Due to the limitation of ordinary signatures in the literature, we construct a
new signature scheme that offers the universal verifiability across two isolated
domains.

Definition 1 (Universal Verifiability of Two-Domain Setting). 4 signa-
ture X transferred from one domain is said to be universally verifiable when a
given signature is publicly verifiable in both one domain Dy and in the other
domain Ds.

— (Unilaterally universal verifiability). A signature generated from D is also
publicly verifiable in Do, but a signature generated from D is not verifiable in
D1. In this case, the signature scheme is universally verifiable in a unilateral
way from Dy to Ds.

— (Bilaterally universal verifiability). A signature originated from any domain,
D1 or D, is publicly verifiable in both domains D1 and Ds.

Our Contributions. Supporting the unilaterally universal verifiability from
an ad-hoc domain to the Internet domain, our signature scheme features several
characteristics below.

— Non-interactivity. In the proposed scheme, signing process is not interactive.
After sending a signed document to someone, the signer does not have to
complete any other protocol with any party. It is highly desirable in most
signature schemes and makes our scheme more practical.

— Verifier’s Mobility Support. Due to the isolation between ad-hoc and infra
networks, the only way to transfer signatures generated across domains is
to allow verifiers mobile from an ad-hoc network to the Internet. We can
imagine verifiers are mobile devices such as laptop computers, PDAs, or any
other hand-held electrical conveniences.
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— Granularity. In our scheme, a signer simply generates ordinary short signa-
tures for use in each ad-hoc and infra networks. Next the signer computes
the non-interactive zero knowledge (NIZK) in order to prove the signer’s
possession of two signing secret keys. Intuitively, the signature X' comprises
an ad-hoc signature o7, infra signature oo, and the redundancy for NIZK.
Hence, after finishing appropriate validation steps, our signature X is no
longer necessary. For ad-hoc verifiers, o; is sufficient as a signature of the
given message. On the other hand, o2 makes infra network users convinced
that the given message-signature pair is authentic. In particular, the granu-
larity feature makes our signature scheme attractive since shorter (ordinary)
signature is enough for any verifier in each separated network.

— Notarization. A special-purpose trusted third party (TTP) of the Internet
domain is assumed in our scheme. The notary’s task is mainly to notify the
revocation of signer’s infra public key on behalf of the on-line infra CA. In
addition, notary verifies any signature transferred from ad-hoc domain and
then publishes a smaller ordinary signature for the Internet use only. Before
notarization, this infra signature is encrypted under the notary’s public key.
This disables for any mobile verifier to spread signer’s infra signature in any
other domain without doing in the Internet. The presence of the trusted
notary is not burdensome because it looks like a slightly modified CA. This
also makes our protocol quite realistic.

— Tight Security Reduction. Interestingly, equipped with the redundant infor-
mation for NIZK proof, the security of the proposed scheme is tightly related
to the computational Diffie-Hellman problem with formal proof, while the
GDH signature scheme [BLS04] adopted as ordinary signatures is loosely re-
lated to the same hard problem. In principle, the tight security reduction is
infinitely preferable for strengthening the security of protocols.

Organization. The rest of this paper is organized as follows. The following
section provides an overview of relevant background. Section 3 presents the new
universally verifiable signature scheme. The security of the scheme is formally
analyzed in Section 4. We finally conclude this paper in Section 5.

2 Preliminaries

2.1 Notation and Bilinear Maps

We first consider two (distinct and multiplicative) cyclic groups G; = (g1) and
G2 = (ga) of prime order ¢, where the discrete logarithm problem is intractable.
Let 1 be a computable isomorphism from Gy to Ga, with 1(g1) = ga.

We require a bilinear map € : G; X Go — G, where the group Gr is multiplica-
tive and the orders of all the given groups are the same: #G, = #Gs = #Gr = q.
A bilinear map satisfying the following properties is said to be an admissible bi-
linear map: (a) bilinear: for all u € G1,v € Go and a,b € Z,, é(u®,v?) = é(u,v);
(b) non-degenerate: given generators g1 and go, é(g1,92) # 1; (c) computable:
there is an efficient algorithm to compute é(u,v) for any v € Gi,v € Ga.
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With an isomorphism v (-), these properties lead to two more simple attributes:
for any u,w € Gy, é(u,¥(w)) = é(w,¥(u)); and for any u € Gi,v1,v2 € Ga,
é(u,v1v2) = é(u,v1) - é(u, v2). Without loss of generality, we assume these maps
¥(-) and é(-) can be computed in one time unit for the group action, and we
then call the two groups (G1,G2) a bilinear group pair.

The expression z € S indicates that an element z is chosen randomly from
the finite set S according to the uniform distribution. When parsing a string
w into a sequence of fragments Uy, Us, ..., Uy, we use w L Up||Ue]| ... [|Ue. For
simplicity, the (mod ¢) marker for operations on elements in Z, is omitted.

2.2 Intractability Assumptions

We define several hard problems closely related to the Diffie-Hellman problem
[DHT7E]. Consider a single cyclic group G = (g), with ¢ = #G a prime.

Computational Diffie-Hellman Problem (CDH). For a,b € Z,, given g,
g%, g* € G, compute g*° € G.
Decision Diffie-Hellman Problem (DDH). For a,b,c € Z,, given g, g%, ¢°,
g¢ € G, answer with;
(i) Yes, if ¢ = ab. In this case, (g,9% g%, g°) is called a Diffie-Hellman
quadruple.
(ii) No, otherwise.

There is strong evidence that these two standard hard problems are closely
related the hardness of computing discrete logarithms. There exist polynomial-
time algorithms that either reduce the DDH to the CDH or reduce the CDH to
the discrete logarithm problem. The converses of these reductions, however, are
thus far not known to hold. All the three problems are widely conjectured to be
intractable. A variety of cryptographic protocols have been proved secure under
these standard intractability assumptions. Refer to [MW99], [Bon98] for further
reading.

Now suppose that two distinct cyclic groups G; = (g1) and Ga = (g2) of prime
order g are a bilinear group pair. We then obtain natural generalizations of the
computational and decisional Diffie-Hellman problems with this bilinear group
pair (G1,G2). Using the prefix “co” implies that the given two groups are different
(but with the same order).

Computational Co-Diffie-Hellman Problem (co-CDH). For ¢« € Z,,
given ¢1, 9y € G1 and h € G, compute h* € Gs.
Decision Co-Diffie-Hellman Problem (co-DDH). For a,b € Z,, given g,
g% € G and h, h® € Go, answer with;
(i) Yes, if @ = b. In this case, (g1, g%, h, h®) is called a co-Diffie-Hellman
quadruple.
(ii) No, otherwise.

Here, we define co-gap Diffie-Hellman (co-GDH) groups to be group pairs Gy
and Gy on which co-DDH is easy but co-CDH is hard. This class of problems—
gap problems—was first introduced by Okamoto and Pointcheval [OP01] and
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is considered to be dual to the class of the decision problems. They also dis-
cussed several cryptographic applications based on these problems such as the
undeniable signature scheme introduced by Chaum and Pederson [CP93] and
designated confirmer signatures. Joux and Nguyen [JNOT| also pointed out that,
for the special case of supersingular elliptic curves, DDH is easy while CDH is
still hard.

Definition 2 (co-GDH assumption [BGLS03]). We say that both G1 and
Go are (t,€)-co-GDH groups if they are in the class of decision groups for co-
Diffie-Hellman and no PPT algorithm (t,€)-breaks co-CDH in groups G and Ga
with sufficiently large prime q.

2.3 Co-GDH Signature Scheme

The co-GDH signature scheme due to Boneh et al. [BLS04] is known to be
one of the shortest signatures in the literature. In this scheme, there are three
algorithms, KeyGen, Sign, and Verify, plus a full-domain hash function H :
{0,1}* — G2, which works as a random oracle.

Key Generation. The secret key z is chosen at random x €r Z,, and the
corresponding public key y is computed by y = ¢7. The public key is an
element of G;.

Signing. To generate a signature on a message M € {0,1}* under the secret
key x, compute o = h*, where h = H(M). Thus, the message-signature pair
becomes (M, o).

Verification. The verification algorithm takes the signer’s public key y, message
M, and signature o as input. It first computes h = H(M) and checks if
(91,y, h,0) is a valid co-Diffie-Hellman quadruple.

We can simply make use of a bilinear map é from G; x Go to Gr for co-DDH
testing: é(g1,0) < é(y,h). This signature scheme is existentially unforgeable
under adaptive chosen message attacks [GMRSS]| in the random oracle model.
However, the security reduction is loosely related to the CDH problem.

2.4 Proving Equality of Two Discrete Logarithms

Let G = {(g) = (h) be a group of prime order ¢ with generators g, h. Denote
EDL(g,h) as the language of pairs (y,0) € G2 such that dlog,y = dlogo0,
where dlog y denotes the discrete logarithm of y with respect to the base g
(identically for dlogj,c). The following is a well-known zero-knowledge proof
system for the proof of equality of two discrete logarithms [CP93|. This system
proceeds as follows.

— Given (y,0) € EDL(g,h), the prover picks k €r Z, at random, computes
u = ¢g¥ v =h*, and then sends them to the verifier.

— The verifier chooses ¢ € Z, as a public random challenge and sends it to
the prover.
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— Upon receipt of ¢, the prover responds with s = k + cx.
— The verifier checks if g° < uy® and h® Z v5° hold true.

Tt is well known that this proof system is both complete and sound. See [CP93] for
details. Notice that this interactive proof system is a public-coin zero-knowledge
since a simulator given inputs g, h,y,o can choose c,s at random in Z, and
compute v and v from them. A non-interactive version of this proof system has
several applications such as EDL signature schemes [GJ03, [KW03, [CMO05] that
are proved to be as secure as the CDH problem and threshold cryptosystems
that are provably secure against chosen ciphertext attacks under the CDH and
DDH assumptions [SG9§|, viewing the hash functions as random oracles [BR93].

3 P2DL Signature Scheme

3.1 New Model

The participants in our protocol are classified into three groups; Signer, Verifier,
and Notary. Each of them plays a respective role:

Signer. She wants to produce a signature on a document in an ad-hoc network.
Each signer has its ad-hoc and infra certificates that are issued by the respec-
tive ad-hoc and infra CAs. Roughly speaking, her P2DL signature contains
three essential ingredients:

1. An ad-hoc signature ;. This is only valid in the ad-hoc network.

2. An infra signature og. This is only valid in the infra network. She does
not want any recipient to obtain this signature until notarization. Thus,
an encrypted signature is transmitted to a receiver.

3. A zero-knowledge argument is provided to prove herself possessing a
couple of signing (secret) keys, which are used in generating o; and o9
signatures.

In general, she does not have to establish a communication channel to the
infra network.

Verifier. Any verifier is assumed to be potentially mobile from the ad-hoc net-
work to the infra network. Upon receipt of a signer’s signature, the verifier
can immediately verify her ad-hoc signature o7 within an ad-hoc network.
After switching to the infra network, the verifier can obtain an infra signa-
ture o2 by asking the trusted notary to translate P2DL signature into an
infra one.

Trusted Notary. A special-purpose TTP is assumed, the trusted notary The
notary operates when a verifier makes a request of notarization. The notary
performs two tasks:

! Notice that the notary is an entity only available in the infra network while signers
stay within the ad-hoc network (when sending their signatures to verifiers). In con-
trast, verifiers are possibly mobile from an ad-hoc network to the infra network. Our
signature scheme features the mobility nature of verifiers.
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1. It determines whether the given P2DL signature is valid and whether the
given ad-hoc and infra signatures are generated by one person. If “YES.”
it publishes o2 as the translation of o;. If “NO,” it notifies that the given
signature is invalid.

2. During notarization, the notary offers a public-key certification service
upon receiving the signer’s (infra) public key on behalf of the on-line
(infra) CA.

3.2 P2DL Signature Scheme

The protocol uses two hash functions. The security analysis will view these hash
functions as random oracles.

Hy :{0,1}* x Z, — Go, Ha:(Go)? — Z,

Key Generation. Each signer is assumed to hold two (distinct) key pairs,
which are used in an ad-hoc network and in the infra network separately. For a
particular signer, pick o €r Z, at random, and compute yo = g72. The infra
secret key is o € Z, and the corresponding public key is y2 € Gi. Then, the
ad-hoc key and trusted notary’s key pairs, (z1,y1) and (zn,yn), are generated,
respectively, in the same manner as the infra key generation. Note that an ad-hoc
key might be linearly independent of the infra secret.

Signature Generation. Given the key pairs (z1,y1) and (x2,y2), and the
trusted notary’s public key yy, the algorithm to sign a message M € {0,1}*
runs as follows. The signer chooses 71,72, k1, k2 €r Z4 at random, and computes

h = Hl(M,’I"l), o1 = hxl, 09 = th7 (5% :ggl, v = hkl7 (5 :ggz, Vg = hkz,
c= H2(h»¢(y1)»¢(y2);01;02»U1»UI»U2702), S1 = kl + Cry, S2 = k2 + CcI2,
w=(g5"02-Y(yn)"™ ).

The P2DL signature is X' = (r1, 01, w, 81, S2,¢). This will be sent to the verifier
along with the message M and implicitly public keys y1,y2, and yn.

At first glance, we can see two individual co-GDH signatures o1, 02 generated
under the ad-hoc and infra secrets, respectively. However, the signer does not
want any recipient to “instantly” possess her infra signature oo until the trusted
notary permits publication of o9. Thus, o9 is encrypted into w with the notary’s
public key, while oy is not. The ciphertext w is exactly in the form of an ElGamal
type ciphertext [EIG85]. In addition, a non-interactive zero-knowledge argument
proving that (y1,01) € EDL(g1,h) and, simultaneously, (y2,02) € EDL(g1,h)
is presented to demonstrate the signer’s possession of two discrete logarithms
x1,T9. Indeed, this ZK argument works as a nexus or correlation between o
and ag9.

Verification. Upon receipt of (M, Y), any user can verify o;. First, a verifier

parses X 5 r1l|o1]|w]s1]|sz2||c. The verifier then computes h = Hq(M,r1) and
checks if

2

é(g1,01) = é(yr, h). (1)
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Consistency is easily proved because é(g1,01) = é(g1,h)"* = é(gi*,h) =
é(y1, h). However, the infra signature o2 cannot be verified instantly because it
is encrypted. One can verify the encrypted signature instead since the encrypted
infra signature in our scheme is analogous to the bilinear verifiably-encrypted
signatureﬁ Perform the following: parse w — U||V; check if the equation below
holds.

&(g1,V) = é(ya, h) - é(yn, U) (2)

This also ensures consistency of verification for any valid encrypted signature;
e(g1,V) = é(g1,02-9(yn)"™) = e(g1, h*)-é(g1, ¥ (yn)"™) = é(y2, h)-€(g1, U*™) =
é(y2, h) - e(yn, U).

The verifier, voluntarily, forwards (M, X) to the trusted notary when he or
she wishes to confirm the authorship of the ad-hoc signature o1 and to obtain a
“translation” of o; available in the infra network. The notary in turn responds
with the validity of the signature and the infra version of the given signature
i.e., o9 as required. We refer to this algorithm as Notarization.

Notarization. The notarization algorithm takes as input the notary’s decryp-
tion key z, the signer’s ad-hoc and infra public keys yi,y2, and (M, X). After
parsing the P2DL signature, the notary performs the following:

— Check whether the public key 5 is revoked (e.g, OCSP [MAM™'99] and CRL
profile [HEPS99]); If so, output L and terminate;

— Otherwise, parse the ciphertext into two components such that w Su %
— Decrypt the ciphertext: oo = V/U*N;

— Compute h = H1(M,r1);

— Compute u; = ¢g5'9(y1)~¢, v1 =h"07 ¢ w2 = ¢529Y(y2)~ ¢, va = h*205
— Compute ¢ = Ha(h,¥(y1), ¥ (y2), 01, 02, u1, v1, Uz, V2);

— If ¢ = ¢, publish o2 as the infra signature; Otherwise, output L.

This algorithm runs when the verifier has made a request to the trusted notary
for the aforementioned reasons. The notarization algorithm consists of two types
of checking procedures. First, it checks whether the signer’s infra public key is
revoked. Second, the notary checks if the proof system assures that (y1,01) €
EDL(g1,h) A (y2,02) € EDL(g1, h). Equivalently, if the zero-knowledge is proved,
it convinces the notary that the signer owns both dlog, y1 and dlog, yo. If
all the checking procedures output “YES,” the notary determines to publish o4
as the rendering of o1 on behalf of the signer. Alternatively, the trusted notary
appends its signature on this infra signature o2 to enable every user to distinguish
the notary’s publications from ordinary (infra) signatures.

2 The bilinear verifiably-encrypted signature [BGLS03] is a simple combination of the
co-GDH signature and ElGamal cryptosystem. Our design goal is to provide the
universal verifiability of digital signatures across two domains, while the verifiably-
encrypted signature is applicable to the contract signing protocol with one domain
setting. Moreover, the resulting signature scheme features a tight security reduction
unlike [BGLSO03].
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Confirmation. Upon satisfaction of notarization, the verifier receives an infra
signature oy from the notary. The verifier checks if the following equation holds

true
. ? .
é(g1,02) = é(y2, h). (3)
The signature is verified under the signer’s public key, which has already been
certified. The consistency in verifying o9 is easily provable as we have likewise
done for ().

4 Security Analysis

4.1 Proving Possession of Two Discrete Logarithms

The zero-knowledge proof of the equality of two discrete logarithms introduced
in Sect24] helps a prover to convince a verifier of his possession of a single secret
exponent x € Z, that is the secret key of the corresponding public key y and
the discrete logarithm of another element ¢ with respect to the base h as well:
z = dlog,y = dlog,o. The P2DL signature scheme, however, requires a non-
interactive zero-knowledge proof of the possession of two (not single but distinct)
discrete logarithms z1 and x2, which is an extension of the zero-knowledge proof
of the equality of two discrete logarithms. We refer to this special honest-verifier
proof system as P2DL.

The P2DL proof system takes as input the prover’s secret exponents x; and
x2 as elements of a certain group G, two generators g and h of G, a hash function
Hj that maps from (G)? to Z,. First, the prover picks ki, k2 €g Z, at random.
Next, proceed the following in order to prove that (y1,01) € EDL(g, h)A(y2,02) €
EDL(g, h):

uy = gkla U1 = hkla Uz = nga V2 = hk2a
Cc= HQ(haylvaa017027111,1)1»“2»”2)»
s1 = k1 + cx1, s9 = kg + cxa.
The binary operator “A” implies the logical operator “AND.” The resulting proof
is (¢, s1,82) and can be verified by first reconstructing the commitments

uy = g%y S vy =R uh = g%y, S, vy = h20y ¢,
where y; = ¢”* and ys = g2, and then checking the equations below

" — o (h A d r 7
¢ = Ha(h,y1,y2,01,02,u1,v1,u3,v3) and ¢ =c.

The verifier accepts if ¢’ = ¢; otherwise, the verifier rejects.

Theorem 1. The P2DL ZK protocol mentioned above is a special honest-verifier
proof system for proving that (y1,01) € EDL(g,h) A (y2,02) € EDL(g, h), assum-
ing the couple of keys belongs to a user.
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Proof. Completeness of the protocol can be easily seen so that an honest prover
will always succeed in constructing a valid proof since
k1+cx

/ s1,,—¢C —cx k
uy=9"'y; =g g =97 =,

vy = h'loy ¢ = BMTERTE = g — gy

Likewise, we can see the correctness for uf, and v5. Therefore, for an honest
prover, ¢’ = c. Let us now consider the soundness of P2DL ZK protocol. Suppose
that a cheating prover who knows neither z1 nor x5 can generate another correct
response and challenge pair (¢, s}, s5) that differs from the given (¢, s1, s2), then

’ A ’ A
s1—s, _ _C—c so—s, __ _C—cC
ho1=%1 = g]7° h?7% = o3

9

—s é—c —s! é—c
{f1*=% , g% =y 5

and hence

’
S§1—8

dlog,y1 = dlog,o1 = i,
dlog,ys = dlog,02 e

é—c

This contradicts the assumption that the cheating prover knows neither x; nor
x2. Thus, the soundness probability is at most 1/¢%. Even when a prover knows
one of the discrete logarithms, the prover’s probability of successfully cheating
is at most approximately 1/q. a

In the actual run of P2DL signature scheme, a slightly modified version of this
proof system is used, where an isomorphism ¢ and two distinct groups G; = (g1)
and Gy = (g2) with a prime order ¢ might be used.

4.2 Security Against Existential Forgeries

Boneh et al. have shown that the co-GDH signature scheme is secure, namely
existentially unforgeable, under a chosen message attack as long as the co-GDH
assumption holds. The P2DL signature introduced here uses the co-GDH signa-
ture as the underlying signature scheme. However, it still remains unproven that
an attacker who has at most one of the secret keys x; and x cannot generate
any valid P2DL signature tuple ¥ = (r1,01,w, s1, S2,¢) with a non-negligible
probability.

Theorem 2. The P2DL signature scheme is provably secure against existential
forgery under adaptive chosen message attacks assuming that (a) all the hash
functions are chosen from the random oracles, and (b) the co-GDH assumption
holds.

The fully detailed proof of this theorem is described in the full version of this
paper [LOMOS].
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5 Concluding Remarks

Coalition-Resistance. Observe that a colluding couple of ad-hoc and infra users
can generate a valid (but forged) P2DL signature since the couple of used key
pairs for ad-hoc and infra users is completely loosely-coupled. Therefore, we
should make any relationship between the signing keys. A simple countermea-
sure we have in mind is to provide an additional administration policy on issuing
ad-hoc certificates. Any signer A has the following formatted certificate, which
is denoted by

CERT 4 (ad-hoc) = (IDy, PK, CERT 4 (infra), params, Sigca, (all parts thereof))

where ID1 = ID 4(ad-hoc) and PK; = PK 4(ad-hoc). In addition, params rep-
resents the domain parameters (G1, Go, Gr, 91, g2, ¥, €, q) and Sigca,(-) denotes
an (ordinary) signature of the ad-hoc CA. Whenever issuing an ad-hoc certifi-
cate, it is mandatory for the ad-hoc CA to authenticate whether the user is the
owner of the predetermined infra certificate

CERT 4 (infra) = (I Dy, PKo, params, Sigca, (all parts thereof)).

Each of IDs, PKso, and Sigca,(-) has the equivalent meaning to ID,, PK;, and
Sigca, () in the infra network. Note that the same domain parameters params
are used even in the infra network. Achieving the coalition-resistance via more
sophisticated constructions such as group signatures [ACJT00, BBS04] can be a
compelling approach, but it is not of our interest.

Towards Heterogeneous Settings. Our protocol is constructed only within a “ho-
mogeneous” mathematical setting. In other words, both in ad-hoc network and
in infra network, the same domain parameters and mathematical functions are
appropriately assumed. Nonetheless, it would be more preferable to consider the
universal verifiability among “heterogeneous” domains with distinct domain pa-
rameters to achieve the so-called ubiquitous security. As far as we know, this
generalized construction still remains unanswered.
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Abstract. Authentication is traditionally required to be strong enough
to distinguish legitimate entities from unauthorised entities, and always
involves some form of proof of identity, directly or indirectly. Conven-
tional storable or delegable authentication scenarios in the pervasive
computing environment are often frustrated by the qualitative changes
of pervasive computing when humans are admitted into the loop. In this
paper, we present an alternative approach based upon involving human
self-determination in security protocols. This targets the authentication
problem in pervasive computing, particularly when communication oc-
curs in mobile ad-hoc fashion. We propose the argument of “thinkable”
authentication, which involves using two-level protocols with the con-
sideration of minimising trustworthiness in both human and computer
device domains, but without unnecessary entity identity authentication.
Thus, self-determining knowledge of the human interactions in pervasive
computing can be exploited in order to make improvements on current
security mechanisms.

Keywords: Authentication, Pervasive Computing, Mobile ad-hoc
Networks, Trust, Human self-determination.

1 Introduction

Weiser’s vision [31] of computer devices equipped with wireless networking ca-
pability seamlessly pervading society and people’s lifestyles, is in the process
of becoming reality. Various, and numerous, roaming computer devices sur-
rounding humans, as Digital Representative Devices (DRDs, will contribute
qualitative differences to convenient, integrated and invisible communication.

! The term “DRD” in this paper simply refers to an arbitrary computer device with
wireless communications capability. Such devices range from current mobile phones,
PDAs, and laptops to future advanced devices.

M. Burmester and A. Yasinsac (Eds.): MADNES 2005, LNCS 4074, pp. 132-[T43] 2006.
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In such a pervasive computinég environment, dynamic “trustworthiness” rela-
tionships between humans and humans, devices and devices, and humans and
devices, are increasingly important when convincing people to adopt new tech-
nologies. “Trustworthiness” is a quite sensitive word in the security field, having
different meanings in different contexts (our understanding will be given in sec-
tion 5). In this paper, we argue that adopting the conventional assumptions of
independently computed trustworthiness for DRDs would actually undermine
security performance and deceive security protocol design. More significantly,
we propose and assess an alternative approach, based upon involving human
self-determination in security protocols, targeted to authentication in pervasive
computing.

Michael Roe in his thesis [23] shows that what is regarded as a security threat
in one context may become a mechanism providing a desired security service in
a different context. Despite the fact that human influences are usually consid-
ered as the “threats”, our concept of “human self-determination” is an attempt
to positively re-frame knowledgable human interactions as a desirable security
mechanism in the context of mobile ad-hoc network protocols, in a similar man-
ner to Roe’s “threat/service duality”.

Authentication is currently a fundamental building block used to support other
security properties, such as confidentiality, integrity and availability [25]. Authen-
tication was originally introduced to guarantee the communicating parties are
who they claim to be, implicitly or explicitly, in a relatively static environment
[22061T8]. Current authentication protocolsy involve some form of proof of iden-
tity, directly or indirectly, in most cases. In traditional computing, which largely
ignores the semantics of the human interactions that it supports, authentication is
always required to be strong enough to distinguish legitimate entities from unau-
thorised entities, mostly by relying on challenge-response identification or inter-
active proofs involving Trusted Third Parties (TTPs). However, strong authen-
tication is an inefficient, heavyweight task with strict requirements for use of a
progression of computation resources and standardised infrastructures, which are
increasingly frustrating to fulfil in the pervasive computing environment.

The features of pervasive computing, (such as decentralised ad-hoc archi-
tectures, dynamic enrolments, transient associations, unreliable wireless access
paths, limited device resources), will entail a massive qualitative change in addi-
tion to quantitative change [TIIT5I24I27]. It is very difficult from an engineering
perspective to accomplish traditional authentication scenarios in this environ-
ment. Among the more serious reasons which make cryptosystems fail in the
real world are implementation errors and management failures [I]. This situa-
tion becomes worse as roaming DRDs increasingly pervade human interaction.
Because of the uncertainty of human behaviour, the computed trustworthiness
of devices has been excessively emphasised in traditional computing, omitting

2 We use “pervasive computing” in this paper as a synonym for ubiquitous computing
or ubicom.

3 For this paper’s purpose, the term “authentication” refers to mutual entity authen-
tication (rather than e.g. data authentication) if no specific indication is given.
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consideration of human involvement. Current wide-spread authentication mech-
anisms have unavoidable weaknesses which make them unsuitable to be deployed
in pervasive computing. We have to conceive a new paradigm to implement au-
thentication procedures. In our view, the “threat” of human influences can also
be considered as a security service (in a similar manner to the “threat/service
duality” stated in [23]). Thus, self-determining knowledge of the human interac-
tions in pervasive computing can be exploited in order to make improvements
on security mechanisms.

This paper starts with a brief review of previous approaches. In section 3 we
give an overview of storable and delegable authentication scenarios in traditional
computing, followed by a description of the paradigm shift of authentication in
the pervasive computing environment in Section 4. The consideration of min-
imising trustworthiness will be addressed in section 5. We explain our argument
of “fair” authentication, unnecessary entity identity authentication and “think-
able” authentication, with the support of two-level protocols in Section 6. Finally,
future work and conclusions are set out in section 7.

2 Previous Approaches

Novel approaches to authentication in pervasive computing, e.g. in mobile ad-hoc
environments, has been an interesting issue and addressed in many papers in dif-
ferent ways. For instance, Balfanz et al. [4] proposed the use of location-limited
channels, and pre-authentication which is based on “Resurrecting Duckling” [27],
aiming to bootstrap trust between strangers. In their approach, devices exchange
some public information over a location-limited side channel, then make use of
such information to implement authentication protocols with public key cryptog-
raphy over the wireless communication channel. Meanwhile, twin-channel threat
modeld] in ubiquitous computing, where one is the communication medium chan-
nel with unreliable security and the other is a more costly channel with higher
security, was suggested in [I0] with the sampled protocols involving public key
certificates. Other related work is found in the scenario of bootstrapping with a
shared weak-secret (e.g. password) but achieving strong authentication between
two devices [QBI2IT3]. These key agreement protocols provide a good way to
consider authentication in the circumstances which do not involve third parties.
Nevertheless, most previous work still involves the negative impact of identity
authentication, and none of them specify and formalise the significance of the role
of human self-determination for authentication protocols in pervasive computing.

3 Authentication in Traditional Computing

A list of conventional authentication techniques in traditional computing is given in
paper [I1], which includes shared secrets, public key cryptography schemes, tokeni-

4 Wong and Stajano also introduced multi-channel protocols to achieve strong authen-
tication between two wireless devices (at least one device is camera-equipped) in the
2005 Security Protocols Workshop in Cambridge.
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sation and biometrics. Here, we categorise these considerably developed authenti-
cation techniques into two scenarios, Storable scenario and Delegable scenario.

3.1 Storable Authentication

The storable type of authentication is straightforward and easy to use, not re-
quiring further costs for users. It includes password, biometrics, and secret key
systems such as Kerberodl [19]. Basically in these approaches, it is necessary to
keep a centralised database of information based upon users’ secrets (e.g. hash
value of passwords, users’ secret keys) and of personal biometric data. The deci-
sion of authentication is based on the results of required input information com-
putationally matching pre-stored information in the centralised database. Thus,
strong security assumptions for both challenge-response identification commu-
nication paths and remote servers are required. The problem of the storable
scenario, however, is the Confinement problem, since the compromise of one as-
sumption (for example by penetration of a communication path) will bring the
collapse of trust in the entire architecture.

3.2 Delegable Authentication

Compared with the storable scenario, delegable authentication has earned much
wider application due to its strong authentication performance with the assis-
tance of public key cryptography. It includes public key certificates (as applied
in PKIs and PGP), and tokenisation (or smart cards). Furthermore, we also
categorise capability-based systems [2T|T6l14] into this scenario, due to their
crucial relation between authentication and access control. Capability systems
were originally oriented towards authorisation rather than authentication, to the
point that many papers do not regard them as authentication mechanisms at all.
We shall return to this point below. For the delegable scenario, the output of the
authentication process is justified by the input of authorised delegated capabili-
ties being recognised. It scales the proof of capability (e.g. certificate chain) from
the dedicated Trusted Third Parties (TTPs) or authorities in a transitive way.
The “triangle” of trust among prover, verifier and global TTPs in one domain,
is usually required during the authentication process. The problem of the del-
egable scenario is Trust Transitivity, which results in implementation difficulty
(e.g. global TTPs topology) and uncontrolled imposition of trust (e.g. the unfair
compulsion to fully trust arbitrary TTPs), particularly with the communication
crossing different trust domains.

4 Paradigm Shift in Pervasive Computing

4.1 Dynamic Trust Binding

A number of costly scenarios and systems have been designated to authenticate
communicating entities’ identities, either universal names or logical identities.

5 In terms of the “ticket” element, Kerberos can also be considered under the second
scenario.
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These aim to secure the association between legitimate users’ identities and
their resources. This kind of association attempts to secure the entire communi-
cation from very beginning but is always subject to threats, such as ID-theft and
spoofing. Generally, Bob masquerades as Alice not because Bob really fancies
being Alice. Instead, Bob is interested in the resources or access rights associated
with Alice’s identity.

A much better binding of “people — key — capability” has been described
in [8] and is usually deployed in the delegable scenario (e.g. SPKI as seen in
[12]). However, the delegable scenario has suffered increasingly from vulnera-
bility to classic “man-in-the-middle” attacks, since a “mailman” can manually
construct a delegation binding as, “people — key — key2 — capability”, where
“key2” is actually controlled by the mailman. Communicating parties and pro-
tocols will find it increasingly difficult to notice this difference particularly when
a user interface within a device behaves as a hidden mailman. Intuitively, people
have worried that lost or stolen DRDs will give masqueraders opportunities to
breach their privacy and abuse their privileges. Binding public keys with iden-
tity within public key certificates is an effective and efficient way to authenticate
entity in traditional computing. Consequently, many researchers have tried to
modify traditional certificate-based schemes in order to meet the requirements
of pervasive computing from the engineering perspective. But this demands an
accessible path to TTPs whensoever the protocols need, not just to obtain the
corresponding entities’ certificates, but also to cope with more serious revoca-
tion circumstances. Furthermore, a common requirement of pervasive computing
is to provide flexible communication with “strangers” in dynamically changing
wireless ad hoc fashion. More likely, communicating entities are coming from dif-
ferent trust domains, holding a variety of certificates issued by their own TTPs.
Even if the recognition of certificates crossing domains is solved by chained ne-
gotiation among TTPs, there is no guarantee that the success of security policy
checking in one domain will be propagated across other trust domains (see sec-
tion 5 below). Thus, in addition to the reliable communication paths, the unfair
Trust Transitivity problem [5J7] indicates that the pre-issued certificate-like del-
egable authentication approaches have their own weaknesses for dynamic trust
binding in pervasive computing.

4.2 Human-Invisibility vs. Computer-Invisibility

In some sense, humans are invisible in traditional computing contexts such as
Internet-based computing. Computer devices follow human instructions, but ig-
nore whether instructions are appropriate to the tasks or come from the right
human. Thus, strong identity-based authentication is always required to ensure
that a tracing step can be followed if something is going wrong. In wireless ad
hoc networks (as a part of pervasive computing), it is very clear that users al-
ways have pre-decision (“This is the one to whom I am willing to talk”) and
physico-spatial knowledge (“Yes, I can see this is the one I am going to talk
to”). Nowadays, pervasive computing is characterised with the achievement of
computer-invisibility, people communicating with the presence of physical visi-
ble DRDs but without noticing their existence. In other words, it is desirable to
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transform security techniques into the new human-based philosophy for perva-
sive computing.

5 “Maltrust” or Minimise Trustworthiness

Superficially, limiting human influences on computing systems is usually a basic
discipline to guide security protocol design, especially for authentication pro-
tocols in traditional computing. It is considered reasonable because of human
unpredictability, including dishonest or incompetent behaviours. A “maltrust
problem” occurs when humans abuse “trust” gained from other humans. Most
traditional computing schemes are built upon computed credentials from com-
puting devices, intending to solve the “maltrust problem”. A typical example
in the real world is the current Chip and PIN credit card approach, shifting
jurisdiction from human verification (signature recognition) to computed au-
thentication (system verifying PIN matching). These schemes, however, have
not achieved better security performance because the essential “maltrust prob-
lem” has not been solved as it was expected to be, but is simply reproduced
from the humans-humans domain to the humans-devices domain. Consequently,
increasing human reliance upon computer devices with the seamless interactions
between humans and DRDs in pervasive computing is in fact compounding the
problems caused by maltrust.

The principle of our proposal is based on a “Need-to-Know” policy@. This
is not new, and was originally produced in a military context and classically
applied in access control systems via minimising access rights. Note that in
this approach it is critical to relate authentication explicitly to access control,
because the primary purpose of authentication in a “Need-to-Know” context is
precisely to determine (minimal) access rights. Here, we transfer this idea to
authentication protocols and introduce “minimise trustworthiness” to balance
trust coming from human and computer device domains. We intend to address
the maltrust problem from a different aspect.

For DRDs, it is a high-cost and complicated job to deal with unpredictable
confusions only depending on computational results. Likewise, given the likeli-
hood of behaving selfishly for the sake of resources, each DRD cannot be simply
assumed honest, competent, and willing to perform expensive tasks strictly. So
it is unfair to establish trustworthiness from authorities’ assurances (due to ob-
vious trust transitivity problem) and it is worse to rely entirely on the results
of computations performed by computer devices with no human interaction (an-
other expression of trust transitivity). For instance, when customers withdraw
money from an ATM, they cannot ensure (or even verify) that the ATM will
implement security policy checking correctly (but interestingly, both banks and
customers usually assume ATMs will do so).

5 Regardless of how freely we wish to make resources available, it is dangerous (from
the integrity and audit dimensions of security) for users to hold capabilities which
they do not even intend to use.



138 J. Li, B. Christianson, and M. Loomes

As we pointed out above, human involvement is necessary to the security of
pervasive computing. Introducing human knowledge into security protocols has
the potential to guide pervasive computer devices to deal with complex security
requirements effectively. We have always been inspired by a comment of Mark
Weiser, the father of ubiquitous computing, in his well-known paper [31]:

“There is more information available at our fingertips during a walk in
the woods than in any computer system, yet people find a walk among
trees relaxing and computers frustrating. Machines that fit the human
environment, instead of forcing humans to enter theirs, will make using
a computer as refreshing as taking a walk in the woods.”

6 Fair Authentication in Pervasive Computing

6.1 Leave Strong Entity Authentication Behind

Our belief is that involvement of heavyweight identity-based authentication into
protocols is not as secure as initially expected. Instead, such an approach opens
attacks unnecessarily in addition to incurring expensive costs. Hence, we ask
a logical question, “why not just break the association between identities and
authorised resources or access rights?” In other words, “Strong authentication
is not always necessary in all circumstances”. A similar argument is addressed
in Mitchell et al.’s paper [20], illustrated with case studies of some protocols in
mobile telecommunication systems. Breaking this link can enable us to achieve:

— Privacy and Identity Protection: one desirable consequence is that a raw
identity will not be valuable any more so that ID-theft or spoofing make no
sense at all. Hence, it protects identity indirectly. Moreover, exclusive iden-
tity information in the protocols will satisfy human privacy requirements.

— Data Uncorrelation: another exciting gain is to erase correlation among all
input/output data streams with respect to entities. Such uncorrelation makes
many active attacks more difficult.

Some may disagree, and argue that unacceptable risks arise by dropping strong
authentication from protocols, particularly in the sense of talking to strangers in
pervasive computing. It is indeed risky to talk to strangers; however, such risks
do not arise from whether protocols are equipped with strong authentication or
not. Instead, these risks are coming from the requirements of the applications
themselves, e.g. talking to strangers. A similar philosophy applies in human daily
life. If Alice trusts Bob whom she has not met or trusted before, then Alice has
to risk the possible consequences. Protocols without strong authentication will
not necessarily weaken security performance compared with the ones which have.
Conversely, they can eliminate the threats accompanied with unnecessary strong
authentication.

6.2 “Thinkable Authentication” with Two Level Protocol

Despite the feasibility of leaving traditional entity authentication behind in per-
vasive computing, distinguishing legitimate users from unauthorised users is still
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an issue. Here, we propose our second argument “Thinkable Authentication”
or human self-determining authentication. Thinking is a distinctive ability in
human behaviours, which is unlikely to be exhibited by any computational de-
vied]. Our “Thinkable” authentication protocols contrast with the traditional
“Computable” authentication protocols which involve no distinctively human
agency.

Cost and effectiveness are still prior concerns in the design of security proto-
cols [I]. In order to achieve this goal, it is expected to impose necessary tolerances
to executed security protocols: for example the majority of communications in
the real world can in practice be trusted even though this is not entirely “trans-
parent” trust in most cases of pervasive computingd. Thus, two levels of security
mechanism are introduced to involve human self-determination knowledge into
authentication protocols and allow tradeoff between trustworthiness in both do-
mains (human-human and human-device).

1. A “Plausible (but unreliable) trust” (PT) protocol is used to deal with most
legally authorised communications, with protection of current cryptographic
encryption techniques (especially using public key cryptography). Since the
main purpose of this protocol is to stop passive attacks, trust is plausible,
but not reliable for active attacks. This protocol follows basic challenge-
response communication between two computational devices (one of which
is normally a DRD).

2. A “Reliable trust (acquired through human self-determination)” (RT) pro-
tocol is called to achieve higher levels of assurance, with the mandatory
interaction of human thought, e.g. monitoring, hearing. This is expected
to gain an equivalent outcome to that which strong authentication schemes
achieve in traditional computing. Eventually, the protocol’s run is completed
as success of a “human trust-based decision process” [17].

These two protocols work together to support our “Thinkable Authentication”
argument. Some existing protocols can be substantially adapted to the “Think-
able Authentication” hypothesis, e.g. physical contact authentication in
Stajano’s “Resurrecting Duckling” [26)2774], entity recognition module [24], au-
thentication starting from weak secrets agreement protocols and applications
(which we introduced in section 2), and other reasonable attribute authentica-
tions stated in [I1]. Potentially, strong computer-based authentication is unnec-
essary throughout each communication. In fact, frequent recourse to a strong
authentication process will be harmful and give cryptanalysis more chances and
enough time to collect digital data traffic information.

" The possibility of devices which can pass the “Turing test” [28] is beyond the scope
of this paper, but arguably such devices should be regarded as human users rather
than as DRDs from the cyber rights perspective.

8 “Transparent” trust in this paper means that two entities have established a trust
relationship before (e.g. share a secret key) or have been introduced by knowledgeable
authorities (e.g. holding corresponding certificates).
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6.3 Basic Approach

We will give a simple example of our approach built upon a basic DH-S3P
protocol [9], which requires two message exchanges from the PT protocol and
human observation from the RT protocol. Consider two company employees A
and B who meet each other for the first time in a public conference room, which
contains many other people with DRDs. A wishes to send a private company
plan m to B via mobile ad-hoc communication. We assume,

DRD,, DRDp: two private DRDs held by A and B respectively, which have
monitor screens (e.g. PDA) and sufficient computational resources;

k: a weak secret shared by A and B, such as a password which might be
reasonably short;

Also, we assume generator g, large prime modulus ¢ = 2p + 1 for prime p,
and one-way hash function h are publicly known. Random numbers a and b
generated by DRDs must be strong ( i.e. long enough to be invulnerable to
exhaustive search) as well as hard to predict. A full discussion of assumptions
as preconditions not specific to the mobile ad-hoc context is given in [9].

— Setup Phase in PT protocol:

1. Ainitiates request by inputting & into DRD 4 and demands DRD 4 (after
generating random number a) set up mobile ad-hoc communication with
DRDp;

DRD4 — DRDp: X4 (1)
where, X4 = g* + k mod g;

2. Binputs k to DRDp, DRDp generates random number b and responds;
DRDp — DRD4: Y (2)
where, Yz = ¢* + k mod g¢;

— Marking Phase in RT protocol:

After the setup phase, neither A nor B has sufficient knowledge to determine
whether messages are coming from a genuine human and device or from
malicious ones. However, DRD4 and DRDpg both generate a session key
s and nonce n from ¢2?* mod ¢ = (s|n). Then, both calculate n; = h{n}
and show n; on the screens in some graphic forml. Here, we use a slightly
different message exchange sequence from the one described in [9]. Mutual
authentication is completed only by A and B observing matching images on
their screens. Only then, A agrees to send m encrypted under s.

Developing human self-determination into a security protocol allows weak confi-
dentiality to be boosted into strong necessary confidentiality, which is provided
by subsequent session key use. In contrast with the original DH-S3P protocol,
the security of this approach only partially depends on the continuing secrecy
of the shared password k. Devices which behave as “man-in-the-middle” still
cannot know the private message m. Admittedly, it is very difficult to guaran-
tee that every human nearby A and B will not peek at the process in order to

9 Perhaps similar to those used in CAPTCHA [29130]. Such graphics are sufficiently
easy for humans to distinguish, but hard for computer devices to spoof, to replace
hash function bit-values.
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get password k (such cases have been seen in current credit card transactions).
Nevertheless, the password in this approach is only a one time shared value and
it has a randomness property because it can be any arbitrary value with reason-
able length for one-time communication session purpose. Even for one session,
it is impractical for an attacker who succeeds in peeking the password to spoof
protocols run in the real-time circumstance, because the attacker has not only to
peek (human behaviour) the password and get two exchange messages from the
wireless channel (computer behaviour) simultaneously for one communication
session, but also to peek and reproduce the graphic verifier.

One possibility to attack this approach is to repeat the message (1) and send it
to DRDp, particularly when the communication involves multiple participants
(> 2) or A and B would like to exchange another company plan m2 (after a
period) from B to A. In order to block such a replay attack, necessary freshness
can be provided using a shared nonce in place of k£ in the PT protocol.

7 Conclusion

A prototype of fair authentication in pervasive computing has been described,
but deeper exploration work is needed for the future. One open issue is the self-
ishness problem. Most proposed protocols are based upon an assumption that
both engaging devices are willing to use up their computational resources to
follow protocols, e.g. manual input, doing public key encryption/decryption or
hash function calculations. In some sense, communicating devices seem to be
selfish in many applications, especially for devices located in a public domain
(e.g. public printer in a airport in the example listed in [4JI0]). They are un-
likely to wish to contribute their resources as much as devices in private domain
(e.g. private PDA in the same example as above) which initiate requests. It is
not a concern whether these devices in public domain might or might not have
sufficient resources. The point is that they might not want to be exhausted and
sacrifice their resources for each private request. Thus, authentication protocols
are expected to gain the same security performance as most proposed protocols
but allow devices in public domain to do less computational tasks. In the mean-
time, detailed protocols with appropriate countermeasures following the issues
introduced in this paper will be specified and implemented in our next step. We
anticipate that many conventional authentication protocols will turn out to have
“natural” fair counterparts.

In this paper, we introduced a “Thinkable” authentication scheme, which
highlights the demand of exploiting human self-determination in pervasive
computing instead of traditional storable and delegable authentication scenarios.
It follows upon the paradigm shift of pervasive computing. “Fairness” is the faith
that motivated us throughout this paper. Essentially, fairness is for the users not
for the infrastructures. Only when we realise that the target of security is equiv-
alent to that of fairness, will security protocols be forced to be incorporated from
the start of establishing system infrastructure, instead of wrongly being put in
afterwards.
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Abstract. The SSC2 is a fast software stream cipher designed for wire-
less handsets with limited computational capabilities. It is the only one
stream cipher which is special designed aim to energy efficient cryptogra-
phy for wireless sensor networks in recent years open literatures. In this
paper, the improved Guess-and-Determine attacks on both LFSR and
lagged-Fibonacci half-ciphers of the SSC2 stream cipher are proposed.
And some open problems about designing energy efficient stream cipher
are discussed.

Keywords: Cryptanalysis, improved Guess-and-Determine attack, wire-
less sensor networks, fast stream cipher, SSC2.

1 Introduction

The history of stream cipher is a long and wonderful one. There are some no-
table application-specific standards for stream ciphers, including: A5/1, A5/2
and A5/3 for GSM [1]; RC4 [2] for WEP in IEEE 802.11; {8 [3] function for
UMTS/3GPP and EO [4] for Bluetooth. However, the security of modern stream
ciphers is not as well understood as for block ciphers. Most stream ciphers that
have been widely spread, like RC4, A5/1, have security weaknesses [5l6]. Also, it
is quite remarkable that none of the six submitted stream ciphers submitted to
the NESSIE program (BMGL, SNOW, SOBER-t16/32, LEVIATHAN, LILI-128
and RC4 [7]) meets the rather stringent security requirements put forward by
NESSIE [g].

Now, the ECRYPT [9] plans to manage and co-ordinate a multi-year effort
to identify new stream ciphers suitable for widespread adoption. Also, ISO/IEC
18033-4:2005 [10] just now specifies the following two ways to generate
keystream. (I) Mechanisms based on a block cipher: OFB, CTR, and CFB modes
of block ciphers; (II) Dedicated keystream generators: MUGI [11I] and SNOW
2.0 [12].

It is a real challenge to design the secure modern stream ciphers. It is much
more difficulty to design a good stream cipher for the wireless sensor networks
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Leaders in Guangxi Higher Education Institutions.

M. Burmester and A. Yasinsac (Eds.): MADNES 2005, LNCS 4074, pp. 144-[I57 2006.
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(WSN) [13] or other limited computational capabilities environments. The typ-
ical encryption speed of SNOW2.0 is over 3Gbits/sec on a Intel Pentium 4 run-
ning at 1.8GHz [12], which is fast enough for the WSN. However, the program
of SNOW2.0 is still too large for the WSN, because of the two big tables are
applied in the S-box and the multiplication over GF(232) of LFSR. For example,
the prototype sensor node deployed in SmartDust project [13], only has 4 MHz
8-bit CPU with 8kb instruction flash, 512 bytes RAM and 512 bytes EEPROM,
however there are 256 x 4 x 4 = 4096 bytes tables for S-box and 256 x 4 = 1024
bytes tables for each o and o' of LFSR in SNOWZ2.0. So, it is necessary to
design a fast stream cipher for WSN without complex operations such as mul-
tiplication, division, exponentiation and large table look up. To the best of our
knowledge, the stream cipher SSC2 is the only stream cipher which is special
designed for this target application in the open literatures of recent years.

SSC2 is a stream cipher proposed by Carroll, Chan and Zhang [I4]. The ci-
pher is designed for software implementation and is very simple and fast. SSC2
is based on a linear feedback shift register (LFSR) and a lagged-Fibonacci gen-
erator (LFG). The LFSR half-cipher consists of a word-oriented LFSR and a
nonlinear filter (NLF) which relies on the entire LFSR states by using bit rota-
tions rather than field multiplications. The LFG half-cipher consists of a 17-word
LFG and a multiplexor that chooses values from the register of the LFG.

The previous attacks on SSC2 are listed as follows: In the rump session of
Crypto 2000, Hawkes and Rose [I5] report a distinguish attack on SSC2 based
on the correlations between the LSBs of the output words from SSC2, and attack
the LFSR half-cipher in isolation by applying the small period of the lagged-
Fibonacci generator. Another analysis proposed by Hawkes and Rose [16] found a
Guess-and-Determine (GD) attack on the LESR half-cipher requiring 382 words
and around 242 time. Bleichenbacher and Meier [I7] found an attack on the entire
cipher using about 2°2 keystream words with about 27 time. Lastly, Hawkes,
Quick and Rose [18] found a new faster attack on SSC2. In the faster attack,
based on the correlation noted in [I5], a fast correlation attack is applied to
recovery the initial states of the LFSR, requiring 22° words of 2°2 keystream
words and a few hours of processing time on a 250 MHz Sun UltraSPARC. Then
the initial state of the LFG are reconstructed, requiring about 15300 known
outputs of the LFG half-cipher and a second of processing on the same computer.

In this paper, a simple but useful strategy is applied to improved the GD
attack on LFSR half-cipher in [I6] and the GD attack on the lagged-Fibonacci
half-cipher in [I8]. In this strategy, a portion of the guess values are firstly
tested to determine whether the values are wrong or not, to remove the impossi-
ble guesses. Then, the surviving guess values can be tested in a faster way. The
paper is organized as follows. In Section 2, the stream cipher SSC2 is introduced
briefly. The previous and improved GD attacks on LFSR half-cipher of SSC2 are
described in Section 3. Then GD attacks on lagged-Fibonacci half-cipher follow
in Section 4. Also we address discussion on some open problems about design-
ing faster stream cipher in Section 5 and the concluding remarks are given in
Section 6.
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2 A Brief Description of SSC2

The stream cipher SSC2 consists of a LFSR filter generator and a lagged-
Fibonacci generator, as drawn in Figure [II In the LFSR filter generator, the
word-oriented LFSR has 4 states with each state containing a word. The LFSR
generates a new word and shifts out an old word at every clock. Then, the
nonlinear filter compresses the 4 states of the LFSR to a word. The lagged-
Fibonacci generator is also word-oriented and has 17 states. The word shifted
out by the lagged-Fibonacci generator is left cyclic rotated 16 bits and then
added to another word selected form the 17 states. The sum is XOR-ed with the
word produced by the LFSR filter generator to obtain a keystream word.

Me Me M
X X X
3T [>T ]
1213 ]4 1|2]3|a]5]| - 17
v v v v YYvyy U v

\F: {0, 1} 28— {0, 1} % >>28 MULTIPLEXER
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Fig. 1. The keystream generator of SSC2

2.1 The LFSR Filter Generator

For a bit oriented linear feedback shift register (LFSR), a byte-oriented or word-
oriented processor needs to spend many clock cycles to perform the bit-shifting
and bit-extraction operations. A word-oriented LFSR is designed to make the
software implementation more efficient. The bit-oriented characteristic polyno-
mial of the LFSR in SSC2 steam cipher is as

p(z) = m(m127 + 2% + 1). (1)
And the word-oriented linear recursion of the LFSR in SSC2 is
Tpga = Tnt2 @ (Tnt1 € 31) @ (z, > 1), (2)

where z < 31 denotes the zero-fill left-shift 31 bits operation of z, and > denotes
the zero-fill right-shift operation.

The nonlinear filter in the LFSR filter generator is a memoryless function.
Let (@n+3, Tnt2, Tnt1,Tn) denote the state of the word-oriented LFSR at time
n. The output of the LFSR filter generator at time n, is denoted as z],. Then,
the nonlinear filter is expressed as

2y, = (Tnts + (Tn V1))16 + Tngz + 1 (30 V1) + Znp1 ® Tpga + 2 mod 22, (3)
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where V denotes bitwise “OR” operation, (A)16 is a cyclicly shifting A left 16
bits operation. ¢; and ¢y denote the first (line 9) and second (line 15) carry bits
in the following ANSI C code of LFSR filter generator.

The LFSR filter generator output can be described in the following ANSI C
code:

unsigned long R1, R2, R3, R4, outputZl, templ, temp2;

int c;

templ = R2 ~ (R3<<31) ~ (R4>>1);
R4 = R3;

R3 = R2;

R2 = R1;

R1 = tempil;

templ = (R4 | 0x1) + R1;
¢ = (templ < R1);
temp2 = (templ<<16) ~ (templ>>16);
if (e) {
templ = (R2 = (R4 | 0x1)) + temp2;
}elsed{
templ = R2 + temp2;}
c = (templ < temp2);
outputZl = c+ (R3 = R2) +templ;

2.2 The Lagged-Fibonacci Generator

The Lagged-Fibonacci has been widely used as random number generators in
Monte Carlo simulation, a Lagged-Fibonacci is applied in SSC2 stream cipher,
and can be characterized by the following recursion:

Yn = Yn—s + Yn—r mod M; nz=r, (4)

where s = 5, r = 17 in the SSC2 stream cipher.
The output word of the lagged-Fibonacci generator at time n, denoted 2!/, is
given by

21 = (yn)16 + B[L + ((ynt17528) + Spt1 mod 16)] mod 2%2, (5)

where B is the state buffer of the Lagged-Fibonacci.
The ANSI C code for 2]/ is listed as follows:

unsigned long B[18], outputZ2, templ, temp2;
int s=b5, r=17;

templ = B[r];
temp2 = B[s] + templ;
Blr] = temp2;

if(——.r == 0) r = 17;
if(--s == 0) s = 17;
outputZ2=((temp1>>16) "~ (temp1<<16))+B[(((temp2>>28) +s)&0xf)+1];
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3 The Guess-and-Determine Attack on the LFSR Filter
Generator

3.1 The Previous GD Attack on the LFSR Half-Cipher

First, the GD attack on the LFSR filter generator developed by P. Hawkes and
G. Rose [16] is introduced as follows.

Let x}, denotes the word x,, with the lest significant bit (LSB) set to one. Then
based on (@), the output word z/, of the LFSR filter generator can be rewritten
as

Ap =z} Bapis — cin, B, = SWAP(A,), (6)

On = Bn H (xn+2 ) (CLn : l‘:;)) — C2.n, Z;L = C2,n H (xn-&-l @ xn+2) H Cna
where B is addition modulo 23%; @ is 32-bit XOR; SWAP denotes the swapping
the higher and lower halves of the 32-bit word; — denotes outputting the carry
of the addition.

Then, by dividing the 32-bit words into 16-bit half-words: for example, z,; =
e . || 2L, and by using the modulo 2'¢ (also denoted by H), 16-bit XOR and
carries d; ,, from the addition of the lower half-words, Eq. (@) can be written as

AL =2l Bal 5 — dy,,

Aﬁl = an Bﬂan+3 Hdin — cin,

CE=AlB (25 5@ (c1n-25*)) — do,

Cn = e n T , (7)
n — ‘n (‘Tn+2 @ (Cl,n "Iy )) B d2;n — C2,n;

Z;LL =C2n H (.Z‘Tl{Jrl S -71‘71{+2) tH CVI{ - d3v"7

2l = (2l @ 2yl ,) BOY Bds

AF = gl Bl B (kg @ (1 22) B 0k, @2k o) B (o Bely) (8)
Z’I/’LH = xﬁ* & x£+3 t& (xf+2 S3] (Cl,n m’rI;I)) & (l‘f+1 D xf+2) & (d2,n & dB,n) 9)

Based on the above equations, P. Hawkes and G. Rose can recover the states
of LFSR by guessing the values of ¢1 ., (c2,, B d1,,) and (dg, B ds,) at 10
specifically time n. For each time n, there are 2 possible values for ¢; 5, and
3 possible values each for (¢, B di ) and (da,, B d3 ). Therefore, the total
number of guesses is (2 - 32)!0 = 2417 50 the process complexity of the attack
is ¢(2*1°7), where ¢(N) indicates that the complexity is expected to be a small
multiple of N. The data complexity of the attack is small, requiring observation
of 382 consecutive keystream words for the Guess-and-Determine attack at a
single time n.

3.2 The Improved GD Attack on the LFSR Half-Cipher

We notice that the linear relationship is applied in turn from the first LSBs to
the seconde LSBs, then to the higher LSBs in the attack of [16]. That is to say,
we do not need to guess all values of the carries at the same time. When applying
the linear relationship for the first LSBs in (§) and (@),only the first LSBs of
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€1, (c2.n Bdiy) and (da,, B ds ) need to be guessed firstly, that is, the total
number of guesses is (2 x 2 x 2)10 = 230 If we can determine most guess values
are wrong, then the complexity of future guess values for the second LSBs can
be reduced. In this paper, it is found that we can determine about 99.7% of the
230 guesses are incorrect. The proof is described in detail as follows.

Let 29 and 6 denote the 0" and 16" bit of z,, respectively. Then the linear
relationship for the LSBs based on (8) and (@) can be written as

210 = z16 @ :Un+3 @ (2 Tn2 ® (C1 ) (2540 D) O (5, D)) (10)
= xlﬁ Sl da i, &, E (30 © d1,0),

2;16 0* o xn+3 B ( n+2 @ (Cln . m}lfi)) D ( n+1 & $n+2) (d(z)n @ dgn) (11)

—l@anrS@anrl ®(Cl,n' n )®(d2, @d 3,n )

Based on the characteristic polynomial ({l) and the linear recursion () of the
LFSR, we have

Tn+4127 = Tnt63 D T (12)

Consider the sets

X ={0,1,2,3,63,64,65,66,126, 189},
Y = {0, 63,126,127, 189, 190, 253, 254. 317, 3811,
7 =1{0,1,2,3,63,64,65,66, 126,127, 128,129, 130, 189, 190, 191, 192, 193,
253,254, 255, 256, 257, 317, 318, 319, 320, 381, 382, 383, 384}

Then, by applying the recursion (IZ), the values of z,, 1, j € Z can be derived
from the values of x,,1;, @ € X. The full deduction is listed as

Tn+127 = Tn4+63DTn, Tn+128 =Tn+64 DTny1, Tn+129 = Tn+65 DTnt2,
Tn+130 =Tn+66 DTn+3,  Tnt190 =Tn+126 DTn+63;  Tn+191 =Tn+127 D Tn64,
Tn+4192 =Tn+128DTn+65; Tn+193 =Tn+129 DTn+66, Tn+253 =Tn+189 BTn4126,
Tn+4254 =Tn+190 DTn+127, Tn4255 =Ln+191 DB Tn+128, Tn+256 =Ln+192BTn+129,
Tn+4257 =Tn+193DPTn+130, Tn4317 =Ln+253DBTn+190, Tn+318 =Ln+254 BTn+191,
Tn4319 = Tn+255DBTn4+192, Tn4320 =Tn+256 DTn+193, Tn+381 =Tn+317DTn+254,
Tn4382 =Tn+318 DTn4255; Tn+383 =Tn+319DTnt256, Tn+384 =Tn+320DTni257-

Thus, we have

v =B, J€Z i€X, pije{0,1}, 0<m <3l (13)
1€X

Also note that z,4, k € Y rely on the set words z,,+j,j € Z, then we obtain
the linear relationship for the first LSBs at time n = 0 as

= e’ @a} @y, 2 =102302°®(y-2°) ®do,  (14)

265 = Tg3 © Thg B gy D Cos, zgy = 1@ xgs ® 745 D (01 63 T69) ® dgs, (15)

0 16
211265 = 2156 ® 768 © 73° @ 3 © 2 D c126,
!

16
2is =1 @ s ® 23 ® 243 ® 2% D (¢ 196 - 2156) @ di26, (16)
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10

_ 16 16 .0 0
Z11267 G :vo @ 76t 6196203 6196x64 EBoml ® Cl?g’ 16
/! —
2y = 1@ ads ® 28 ® 265 @ 21° & (197 - (243 ® 24°)) ® drar,

0 _ .16 16 16 16 0 0
2189 —xlsg@x @x @l‘l @m126 @1'63@6189’

/16

2 =10 xds ® 2dy @ 2 ® 215 ® 245 @ (<) 159 - T189) B duso,

/0
/16

0 0 o 16 16 1 16 o 0 16 16
210 = 1 @ g 69 Tgs D Ty D g D Tz © Ty D 3 190(T136 D Tp3) © d190,

16 2 16 o 16 3y .0 0 0
230 = 156 69 268 © 258 O w58 D 3° D 2y @ w3 @ ) D cago,

0 _ .16 16 16 o 16 16 3 .0 0
2953 = T1gg D X196 D xgq D17 O 552 @ Zige D xg D C253,

/16

Zhy = 1@ gy ® 29 ® 29 ® 2156 © 26° B (1 953 - (2180 ® £156)) ® das3,

0 _ .16 16 1 16 16 1 16 1 .0 0 0
Zo54 = T196 D Ty D Tgy D x3° DT D Tgy O Xy O Tg D C254,

116 0 0 im0 o 16 16 /1y 16 1 0 16 16
zg51 = 1 @ x5 ® 15 B 5 B Tg3 B T1° B T D 3 954 (T126 D T ) D dosa,

/0
/16

16 16 /1 16 o 16 o 116 1 16 o 0 0 0
Z317 = T1gg D Tg3 O X6 D Tos D Tgg D X1 D Tige D Ty D Tg3 D C317,

(17)

(18)

(19)

(20)

(21)

0 0 0 0 16 16 o 16 /o A0 16 16
z317 = 1 © 266 © 265 D 164 O 2] © 2156 D T3 D T3 D 5 317(T139 D Tp3) © dair,

2581 = 219 ® 2156 B g5 © 15° B wgg @ wef @ 23° @ 23° ® 1°

0 0 0
Oxas ® 28, O F EB o D C381,

/16

2] = 1@ 2 @ 28y © 28 O 23 © 29 @ 7136 ® 76§ @ 21° © 2°

0 16 16 16 16
EB(01,381 (189 © 136 © T3 D 7)) © das1,

where ¢, = C(l),n D cg)n D d?’m dn = dg)n &) dg,n

We find that 20 ;49 never appears in equations ([4) to ([23). So, if all the 30
carries are guessed and all 2z’ are known, 20 linear equations of 19 variables are
obtained. The solution is obtained by applying Gaussian elimination, and we

can determine if at least one of the guess values is wrong. For example:

(22)

(23)

The random initial values of LFSR are: g = Ox fcc6bb4a, x1 = 0zdaldcaal,
o = 0x0dbabadc, rs = 0x5f2ac355. The LFSR filter output are

20 =1, zo

/116 __ =0
b

Zé% =0, 263 =1, 21%6

/116 __ 0 2126

/16

L, 2127

/16 0

0 _ /116 __ 0 _
2317 = 0, 2317 =0, 233, =0, 2551 =

If the guess values (random choice) are

0

o= 0,
0 _
€163 = 1,
0 _
C1,126 = 45
0 _
0(1),127 =Y,
C1,189 = L,
1,190 = Y,
C1,253 = 0,
Cl,254 = 0,
C1,317 = 0,
C1,318 = 1,

(@0 ) =1
(d3 63®d363) =0,

d2 126 D d9 126
d3 197 ® d3 197
d3 189 ® ds 189

( )
( )
( )
(dz 190 D ds 190)
( )
( )
( )
( )

d3 55 ds 253
3,196 D d3 254
3196 © d3 317
3,196 © d3 315

== O O e

0, z

0 _ _ 0 _ _ 0 _ 0 _ 1
Z189 = 0, 2189 =0, 299 =1, 2190 =1, 2553 =1, 2953 = 0, zo54 = 0, 255) =

127 =
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_ _ 1.0 .16 .0 16 ,0 .16 .0 .16 0 .16 ,0 16

Let, F'- X = b, X = [ xg,25°, 27,21°, @3,%5°, 3,%3°, T3, %63, Toar Tods

2s, 288, 106, 88 1996, 7156, 2059, 18]’ Then after applying the Gaussian elim-
ination to this equations, we have
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In the above equations, the coefficients in 13", 14** 16" and 19*" rows of F
are all zeros, while the output values still are 1 in the corresponding rows of b.
For this situation we can determine that the guess is wrong. We are surprised
that we can determine about 99.7% of 239 times of guess is incorrect in this
way. For example, when z¢ = 02070ad440, x1 = 0z0ac8 fa3e, x5 = 02036d67¢1,
x3 = 02208ce468 and the first LSBs of all carries are guessed from (I4) to (23),
that is total 23° = 1073741824 times of guess, according to the method described
on above, we know that 1070190080 ~ 229-995 times of guess must be wrong, and
3551744 ~ 2218 times of guesses need to be determined later.

Processing the attack on the second LSBs in turn as [I6], we can finish the
attack on the LFSR filter generator. Note that we have excluded most of guess
values, and only few candidates can survival. So the remaining guesses will be
easy, and the process complexity of the Guess-and-Determine attack on the
LFSR filter generator in the SSC2 stream cipher can reduce to about ¢(23°).

4 Attack on Lagged-Fibonacci Generator

4.1 Redescribe the Lagged-Fibonacci Generator

To describe the attack on the lagged-Fibonacci generator conveniently, the
lagged-Fibonacci generator is reexpressed as Figure 2] based on the definition
in (B) and the ANSI C code of the generator.

Let B,,n =1,2,---, be the states of the lagged-Fibonacci, Z!/ be the generator
output in time n, we have

7! =SWAP(B,) BBy, n=1,2,--+,k, € [n+1,n+17] (24)

where k,, is the index for selecting By, from the candidate states By, 11,... n+17
at time n. The index k,, is depend on B, 117 and the time n.
The new equivalent ANSI C code is listed as
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{1« n=2
...... Lpe -
vV X |
""" 19(18|17(16(15(14|13] === {3 | 2] 1
. l 17 states B, . ¢ J
Y v
Index| k,| States
Maker[~ ”|Selecter
By v Vv
<utPut 72 16-bit
N | ROTATION
: n=1 .
.Nn=2

Fig. 2. The lagged-Fibonacci generator

unsigned long DatalLen=1000; //The length of output.
unsigned long* B; //The states buffer.
B = new unsigned long[Datalen+18];
for(int I=1;I<18;I++) //Set the initial values.
B[I]=rand () *rand () *rand(); //Random values for test.
unsigned long n; //Time variable.
unsigned long Z; //Generator output.
unsigned long k; //Selection index.
for(n=1;n<Datalen;n++)
{
B[n+17] = B[n+12] + B[n]; //Lagged-Fibonacci.

//Index Maker.
k= (17 + 5 - n}17)%17;
if(k == 0) k = 17;
k = (17- (((B[n+171>>28)+k)%16))%17;
while(k <= n)
k =k + 17;
//Generator output
Z = ((B[nl>>16) =~ (BI[nl<<16)) + Blk];
}
delete[] B; //Release the buffer.

4.2 The Strategy of GD Attack on the Lagged-Fibonacci Generator

After the lagged-Fibonacci generator is redescribed, the analysis of the struc-
ture becomes easier. The attack strategy on the lagged-Fibonacci generator is
the same as applied in above subsection. That is, when guessing some values,
we do not need to determine whether they are correct or not directly, on the
contrary, we make sure whether they are wrong or not. This strategy is simple
but powerful. If we know that most of the guess values must be wrong, then we
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can determine the survival guess values (those maybe wrong values) later in a
faster way. The detail description is listed as follows.
If we guess k1 = 13 and k13 = 18, according to ([24)), get

Z/" = BY BBl — di, ZyH = BL 8 BfL Bd,,

20 = B @ BL @ BY — dis, 7241 = BLBBL@BI Bdy,, (2
where dy = 0,1 and d13 = 0,1, 2.
Solve the set of linear equations (23] to obtain
B, = (i — Z{' — dy5 + 2'6) Mod 2',
Biy = (Z{5 — Z{" + dy +2'°) Mod 2'°, (26)
B = ()L — BE, + 216) Mod 216,

Bf = (Z{" — BH — dy + 216) Mod 21°.

By guessing all the possible values of d; and dy3, the solutions of (20]) are
obtained. That is, for each guess, B, BL, BH and B¥ are recovered, then the
guess values of d; and dy3 can be determined to be correct or not.

After B, B BH and Bf are solved, Big is obtained. Then the new states
select index ki is figured out. If k] is unequal to the guess index ki, we can
determine that the guess must be incorrect, that is to say, k1 equals to 13 and
k13 equals to 18 at the same time is impossible.

For example: If By = 0x3cdea7eb and Biz = 0x2178cc40, then based on the
ANSI C code of the lagged-Fibonacci generator, we have Big = 025dc7742b, 77 =
0xb0d1lcab2, Z}'s = 0xd194f3c3, k1 = 8, and k13 = 16.

Turn to the situation of the attack on the lagged-Fibonacci generator. The
target of the attack is to determine the guess: k1 = 13 and k13 = 18 whether
must be wrong or may be correct. Suppose we have Z{ = 0zb0dlcab2 and
Z{'s = 02d194f3c3 and guess k1 = 13 and k13 = 18. Then solutions of (28] are
obtained as listed in Table 1.

Table 1. The solutions of Eq. (28]

Guess values Recover values

di dis By Bis d’|di3 Bis 1
0 0 |0z87c0a9ef|0206e242f2| 0| 0 |0z8eaecel| 4
0 1 |0x87c0a9f0[0x06e142f2| 0| O |Ox8ealece2| 4
0 2 |0x87c0a9f1|0206e042f2| 0| 0 [0x8ealece3| 4
1 0 |0x87bfa9ee|0x06e242f3| 0| 0 [0z8ealecel| 4
1 1 |0x87bfa9ef|0x06e142f3| 0| O |0x8ealece2| 4
1 2 |0x87bfa9f0{0x06e042f3| 0| O [0x8e9fece3| 4

From Table 1, we learn to know that the carries of (26]) must be d; = dy5 = 0.
Then we have k] # ki, it means that the guess must be wrong, and k; = 13
with k13 = 18 at the same time is impossible.

In the same way, we can check all the guesses: k,, = n+12 with k112 = n+17.
From this we can determine about 93.8% of guess must be wrong. There are 16
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possible values for k,, at a time n, so k, = n + 12 with k,4112 = n + 17 occurs
every 162 = 256 words on average. After the check, only few candidates can
survive, and the guess occurs every 256 x 0.062 ~ 16 words of the survivals on
average.

4.3 The Improved GD Attack on Lagged-Fibonacci Generator

Notice that, the lagged-Fibonacci generator output (Z,,, Z,,,,) with k, = n +
12, kp412 = n + 24 are called good pairs in the attack proposed by Hawkes,
Quick and Rose [I§]. The initial states of lagged-Fibonacci can be derived from
the good pairs by guessing the all carry bits and identifying 17 good pairs.

In fact, the output pairs (Z,,, Z)),15) with k, = n 4+ 12,k,412 = n+ 17, or
with k, = n 4+ 17, kpy120 = n+ 17, or with k, = n 4+ 17, kp4112 = n + 24, can
also be considered as other kinds of good pairs. In the similar way as in [I§],
the initial states of lagged-Fibonacci can be derived from those new good pairs.
For example, if 17 good pairs with k,, = n + 12, k, 112 = n + 17 are obtained,
then the 17 states of lagged-Fibonacci can be solved as solving the Eq. (26)).
Also notice that the carries are determined automatic in solving the Eq. (20,
so the problem of guessing the 17 carry bits in [I8] can be removed. Then the
remaining problems in [I8] are identifying the good pairs. Before applying the
identifying trick in [I8], we can check those pairs by the method described on
above subsection to eliminate the most bad pairs.

So, we can improve the Guess-and-Determine attack on lagged-Fibonacci gen-
erator of [I§] in the following three ways: (I) Auto-determine the carry bits of
solving equations; (II) Removing the most of bad pairs to make the identifying
good pairs faster; (III) More types of good pairs to reduce the number of outputs
required for the attack on lagged-Fibonacci generator.

5 Open Problems About Designing Fast Stream Cipher

5.1 Summarize the Weaknesses of SSC2

Based on the previous attacks in [IBUT6/I7UIR] and the improved attack in this
paper, the weaknesses of the stream cipher SSC2 can be listed as follows.

(I). The small period of the lagged-Fibonacci: In SSC2, 7 = 17-23%. (217 — 1)
is the period of the lagged-Fibonacci generator half-cipher. If two segments of
output stream 7 apart are exclusive-ored together, the contributions from LFG
half-cipher cancel out leaving the exclusive-or of two filtered LFSR streams to
be analyzed [I§].

(II). The sparse taps of LFSR: the fast correlation attack in [I8] is aided
greatly by the fact that the feedback polynomial of the LFSR has only 3 taps.
Also, the GD attack in [I6] and in this paper are depended on the 3 taps word-
oriented linear recursion 4127 = Tnte3 O Tn. In fact, Meier and Staffelbach
observed in [19] “any correlation to an LFSR with less than 10 taps should be
avoided”.
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(III). The simple SWAP function: Much of the analysis of SSC2 is based on
dividing the 32-bit words into two 16-bit blocks: A = AH||AL. Also, the simple
SWAP function is the source of the linear correlation P(z) = 1, ® 2,5, &
3l @l ol ,)=5/8.

(IV). The weak frame key Scheduling: The frame key generation algorithm of
SSC2 do not satisfy the property that it is difficult to gain information about

one frame key from another frame key [17].
5.2 Designing a Fast Stream Cipher

The first step of designing a fast stream cipher is to find a pseudo-random num-
ber generator (PRNG) with good statistical properties. There are many kinds
of PRNG in the world, such as, the linear congruential PRNG, Discrete loga-
rithm PRNG [20], quadratic residuosity PRNG [21I], one way functions PRNG
[22], Chaos PRNG [23], LFSR PRNG [24], and Fibonacci PRNG [25]. With the
exception of the LFSR PRNG, those PRNGs are not suitable for fast modern
stream cipher because they have some weakness such as small period of high
computed complexity. In fact, the PRNG based on LFSR is applied in mod-
ern stream cipher widely. According to [19], it is preferable for the number of
taps of a LFSR to equal about half of the LFSR bit length. In particular if the
number of feedback taps is small, then it is possible to implement the word-
oriented software LFSR in a fast way without table look up operation. However,
if the number of taps becomes bigger, the table look up operation is applied in
the word-oriented software implementation, such as the LFSRs in SOBER and
SNOW stream ciphers. As soon as the table look up operation is applied, espe-
cially for the large table, the stream cipher becomes slow. So the first problem
of designing fast software stream cipher for WSN is to design a word-oriented
height taps LFSR with small or no table look up operation.

The second problem of designing a fast stream cipher is that of designing
a secure nonlinear filter (NLF). The NLF output should be balanced to avoid
the fast correlation attacks. Also the NLF should be heightly nonlinear to avoid
the algebraic attacks. The most difficulty restriction is that we can not apply
the strong S-box of block cipher, because the table is still too large for WNS.
So, the SWAP function and the multiplexer are the two efficient functions leave to
us to construct a strong fast nonlinear filter. There is a possible countermeasure
for the SWAP function of SSC2. That is to change the normal SWAP function:
SWAP(4) = (A << 16) ® (A >> 16), to a irregular format: SWAP(A, k) =
(A << k)® (A >> (32— k)), where k depends on the states of LFSR. Also, if
the range of the select index in multiplexor is bigger (like the one of RC4), it
will make the stream cipher stronger.

The last problem is the key Scheduling for stream cipher. Most stream ciphers
just load the master key and IV into the initial states of LFSR, then run the
cipher for several hundreds clock without output any keystream to finish the
rekey operation. This kind of rekey Scheduling is very useful, the security of
the key Scheduling just depend on the stream cipher itself. Also frequent rekey
as EQ stream cipher will avoid the know plaintext attacks effectively.
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6 Conclusion

In this paper, a simple but useful strategy is applied to improved the Guess-
and-Determine attacks on SSC2 stream cipher. In this strategy, one firstly deter-
mines whether the guess values are wrong or not, to remove the most impossible
guesses. Then, the surviving guess values can be tested in a faster way. By ap-
plying the new strategy, we can reduce complexity of the Guess-and-Determine
attack on the LFSR half-cipher in [16] from ¢(2%?) to about ¢(23°). The GD
attack on the lagged-Fibonacci half-cipher in [I8] is improved by the same trick.
At last, some open problems about designing energy efficient stream cipher are
discussed.
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Abstract. In wireless sensor networks, a sensor node broadcasts its data
(such as routing information, beacon messages or meta-data) to all its
neighbors, which is called local broadcast. A general case for a sensor node
to use a local broadcast is to advertise its routing information. Consider-
ing that sensor networks are vulnerable to a variety of attacks and current
routing protocols are insecure, a sensor node’s broadcast message should
be authenticated by all its neighbors. Unfortunately, the previous work
on broadcast authentication in sensor networks mainly concentrates on
broadcast messages from a base station which has greater capabilities,
not from a sensor node. Those schemes’ properties are not appropriate for
broadcast authentication of sensor node’s routing messages. In this pa-
per, we present ARMS, a protocol for broadcast authentication of sensor
node’s routing messages. It requires only a small memory space, authen-
ticates routing messages without delay (thus, no buffering is needed),
needs no time synchronization among sensor nodes, and mitigates the
effect of packet loss. These ARMS’ properties are suitable for a sensor
node to broadcast an authenticated routing message.

1 Introduction

There have been a lot of researches in the areas of wireless sensor networks.
Those are mainly about energy-efficiency with sensor node’s severe hardware
constraints. In real situation, however, security is also an important aspect in
sensor networks where sensor nodes are deployed in harsh environments. A va-
riety of attacks could be launched such as node capture, physical tampering,
denial of service, etc [11].

Recently, researchers in sensor networks have actively investigated security
problems and proposed security mechanisms that protect against malicious at-
tackers who do eavesdropping, injecting malicious packets, replaying old mes-
sages, etc. While key-management schemes for establishing pairwise keys among
neighboring nodes [1, 2, 7, 12] and security mechanisms for node-to-node secure
communication [6][12] such as link layer encryption and authentication mecha-
nisms in sensor networks are well defined, many other security issues need further
investigation. Especially, current routing protocols for sensor networks are inse-
cure and they are highly vulnerable to node capture attacks [5]. By node capture
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attacks, turning a legitimate node into a malicious node and injecting malicious
routing information that leads to routing inconsistencies, attackers can take over
some part of network or whole network topology. It turns out to be relatively
easy to compromise a node [3], which is to extract cryptographic keys from a
captured node and to make malicious code running for the attacker’s purpose.

To protect the network from the malicious nodes that inject forged routing
information, secure routing protocols should have a mechanism that detects and
isolates these compromised nodes from the network. To do that, we first should
have the capability to authenticate routing messages, which prevents a malicious
node from spoofing its identity during routing advertisements. Since routing
advertisements are locally broadcast messages (i.e. one-to-many), without an
asymmetric mechanism, any compromised receiver could forge messages from
the sender. During routing advertisements a compromised node should not be
allowed to forge its identity to impersonate other legitimate nodes (e.g. any
of its neighbor nodes). If a compromised node has the ability to impersonate
other legitimate nodes during routing advertisement, it would be very difficult
or impossible for secure routing protocols to distinguish a compromised node
from legitimate nodes impersonated. Thus, the mechanism, which guarantees
that routing advertisement messages were really sent from the claimed node,
could be considered as a basis for routing security. Armed with this fundamental
mechanism, researchers will be able to design a secure routing protocol that
detects and isolates a compromised node injecting inconsistent routing messages.

In this paper, we present ARMS (An Authenticated Routing Message in Sen-
sor Networks), a protocol for broadcast authentication of sensor node’s routing
messages. [t requires only a small memory space, authenticates routing messages
without delay (thus, no buffering is needed), needs no time synchronization for
broadcast messages among sensor nodes, and mitigates the effect of packet loss.
These ARMS’ properties make it suitable for a sensor node to broadcast an
authenticated routing message.

In Section 2, we briefly introduce an overview of related work. Background is
given in Section 3. In Section 4, our protocol, ARMS is presented and described
in detail. An evaluation of ARMS is given and discussed in Section 5. We draw
conclusions in Section 6.

2 Related Work

Recently, security problems in sensor networks have been investigated by several
researchers [13, 5, 9, 12, 8]. Wood et al. [13] have listed each layer’s vulnerabili-
ties in sensor networks. Several attacks are possible to be launched in each layer.
Karlof et al. [5] have especially focused on security in currently proposed routing
protocols in sensor networks. Their analysis reveals that current routing proto-
cols are insecure. Particularly, attacks launched from insiders (which means the
adversaries compromise the legitimate nodes and make them affect the routing
topology adversely) are most dangerous, and they leave it as an open problem
to design secure routing protocols.
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Perrig et al. [9] have proposed TESLA protocol for broadcast authentication
which is intended for other than sensor networks. It is an efficient authentica-
tion scheme for multicast streams over lossy channels. They [10] have improved
TESLA protocol to allow immediate authentication by replacing receiver-side
buffering with sender-side buffering. Although those versions of TESLA have
nice properties, they cannot be used in sensor networks for several reasons like
high overhead of computing digital signatures.

Perrig et al. [12] have also proposed pTESLA for broadcast authentication
in sensor networks. Since a resource-constraint sensor node cannot afford high
commutation overhead of asymmetric cryptography mechanisms, digital signa-
ture schemes is not suitable for broadcast authentication in sensor networks.
uTESLA deals successfully with this problem by delaying the disclosure of sym-
metric keys. To work properly, loosely time synchronization is required between
the base station and sensor nodes. The base station generates one-way key chain
before it starts broadcasting to sensor nodes. Sensor nodes can authenticate the
received broadcast message when the base station discloses the corresponding
delayed key.

Liu et al. [8] have proposed multilevel yTESLA, which is based on yTESLA
and extends the capabilities of yTESLA. While multilevel yTESLA keeps nice
properties of yTESLA, it eliminates the initial unicast message transmissions be-
tween the base station and sensor nodes to improve scalability to large networks.

uTESLA and multilevel nTESLA are efficient authentication schemes for the
base station’s broadcast messages. However, since both are designed for au-
thentication of the base station’s broadcast message, they are not suitable for
authentication of a sensor node’s broadcast routing messages for several rea-
sons to be addressed in Section 3.4. Even though a sensor node can broadcast
authenticated messages via the base station to other sensor nodes in [12], it’s im-
practical for advertising sensor nodes’ routing messages. Thus, a new broadcast
authentication mechanism for a sensor node’s routing messages is needed.

3 Background

3.1 Network Assumption

We assume that each pair of neighboring nodes establishes a secure commu-
nication channel by agreeing on a unique secret key between two neighboring
nodes. There are several proposed schemes we can employ for establishing a
unique secret key between two neighboring nodes [1, 2, 7, 12]. Any particular
scheme chosen has nothing to do with the operation of ARMS. Depending on
the schemes we choose, some pairs of neighboring nodes might fail to agree on
secret keys. However, sensing data will be forwarded only through secure com-
munication channels, so a pair of neighboring nodes which eventually failed to
agree on a secret key has to be regarded as no more a neighborhood.

3.2 Adversarial Model

The adversary is assumed to have ability to capture a legitimate node and turn
it into a malicious node, which is to extract cryptographic keys from a captured
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node and to make malicious code running for the attacker’s purpose. Having
an intention of taking over some part of network or whole network topology,
the adversary could inject malicious routing information that leads to routing
inconsistencies. During routing advertisements a compromised node can adver-
tise forged routing information (e.g. an extremely high quality route to a base
station) to attract a large amount of network traffic [5]. This kind of attack,
however, is not what we address in this paper.

On the other hand, a compromised node can advertise forged routing infor-
mation with a spoofed source address indicating that it came from other legiti-
mate nodes (e.g. any of its neighbor nodes) to cause routing inconsistencies or
to create routing loop. Since routing advertisements are locally broadcast mes-
sages (i.e. one-to-many), without an asymmetric mechanism, any compromised
receiver could forge messages from the sender (i.e. impersonating other legiti-
mate nodes). Even if groups of neighboring nodes establish a group key through
the secure communication channels that were established between each pair of
neighboring nodes as in our network assumption, the group key is also shared
by a compromised node, seemingly no different from the neighboring legitimate
nodes. Since the adversary can extract cryptographic keys, including the group
key, from a captured node, establishing a group key is useless for this problem.
As a result, without an asymmetric mechanism, a compromised node could forge
its identity to impersonate other legitimate nodes during routing advertisements,
which leads routing inconsistencies.

3.3 ARMS’ Goal

ARMS’ main goal is the broadcast authentication of a sensor node’s routing
messages. While any published broadcast authentication protocols in sensor net-
works are not suitable for this goal and broadcast authentication of a sensor
node’s routing messages seem to have not been drawn much attention, it is the
problem to be solved by all means for the routing security. Most of the rout-
ing protocols in sensor networks work by exchanging routing information among
sensor nodes in distributed manner. In that situation, a single compromised
node can influence a whole network topology by advertising malicious routing
information [5]. Therefore, in the presence of several compromised nodes that
inject inconsistent routing information, secure routing protocols must be robust
by detecting and isolating them from legitimate nodes.

For designing such routing protocols, a mechanism for broadcast authenti-
cation of a sensor node’s routing messages should be provided. Otherwise, by
impersonating other legitimate nodes during routing advertisements, a compro-
mised node might lay the blame upon other legitimate nodes to avoid being
detected. As seen in Figure 1, a compromised node (node A) can exert a bad
influence on routing topology without revealing its identity, even making the
other legitimate node (node D) being suspected of advertising inconsistent rout-
ing information. Such situation makes the detection of a compromised node
extremely hard or impossible. Thus, broadcast authentication of a sensor node’s
routing messages can be regarded as a fundamental mechanism for designing
secure routing protocols.
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Although ARMS can be used as a basis for the routing security, other types
of local broadcast messages like an advertisement message containing meta-data
in data-negotiation protocol [10] can also use ARMS for the authentication of
a sensor node’s broadcast messages. In this paper, however, we focus our de-
scription on the authentication of a sensor node’s broadcast routing message.
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Fig. 1. A compromised node (node A) is advertising a forged routing message ,which
says "I am node D , and I have an extremely low quality route to a base station”, to its
neighboring nodes (node B and C). Then, node B and C will not forward data through
the legitimate node D.

3.4 Previously Proposed Schemes

ARMS requires only a small memory space of only 48 bytes for storing six 8-byte
tokens at a broadcast sender side. That is the big difference between ARMS and
the previous proposals for broadcast authentication [8][12], which require huge
memory space for storing a one-way key chain. Since those proposals are designed
for authentication of base station’s broadcast messages, a resource-constrained
sensor node does not have such memory space for storing that long one-way key
chain.

In the previous schemes, the scheduled key disclosure delays authenticating
broadcast messages, which can cause delayed propagation of routing information
and lead to routing inconsistency. Differently from the previous schemes, ARMS
authenticates a received broadcast message immediately. As a result, buffering
of the received broadcast messages, which would wait until disclosure of a de-
layed MAC (Message Authentication Code) key in the previous schemes, is not
needed. Immediate authentication is quite a good property for advertising rout-
ing messages in that the authentication delay could cause delayed propagation
of routing information and lead to routing inconsistency. Delayed authentica-
tion and buffering also provide attackers with opportunities of denial-of-service
(DoS) attacks. Moreover, ARMS does not require time synchronization between
a broadcast sender and its neighboring receivers. Every sensor node broadcasts
its routing messages, so every sensor node is a broadcast sender. It might be
troublesome if each sensor node has to keep all its neighbors’ time schedules and
to operate on these schedules. In addition, ARMS has ability to mitigate the
effect of packet loss.
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4 ARMS: An Authenticated Routing Message in Sensor
Networks

In this section, we present our scheme for the authentication of a sensor node’s
broadcast routing message. In following subsections, we introduce ARMS basic
idea and the basic scheme first, and then describe the practical ARMS scheme
in detail and ARMS phases.

4.1 ARMS Basic Idea

The basic idea of ARMS is that a broadcast sender makes consecutive broadcast
packets uniquely related, and receivers authenticate broadcast packets immedi-
ately by verifying that relation. The relation is defined by a public one-way hash
function F. A broadcast packet of the basic scheme consists of four elements as
shown in Figure 2.

To broadcast a routing message, the broadcast sender picks a 64-bit random
number K, which will be used as the one-time MAC key of a next broadcast
packet, and configures its hash value as the first element of the current packet.
To start broadcasting a routing message, as in yTESLA [12], a commitment is
needed to set up neighboring nodes. Figure 3(a) and 3(b) show that a broadcast
sender (node A) randomly picks 64-bit number K5 as the one-time MAC key of
the 1st packet and sets up its neighbor nodes by distributing the commitment
F(K;). A commitment is the hash value of the one-time MAC key of the 1st
broadcast packet from node A. Node A distributes a commitment to each neigh-
bor node through secure communication channels by unicast. This process can
be done during the establishment of secure communication channels with each
neighbor node.

In Figure 3(b), to broadcast 1st routing message, node A picks a 64-bit random
number K5 as the one-time MAC key of the 2nd packet. Node A configures its
hash value F(K3) and previously chosen number K as the first and the second
elements of the 1st packet, respectively. Since only the sender who generated
the hash value F'(K) in the previous packet knows the current one-time MAC

message

’ F(Kn) I Kuac I i ’ MAC(Kyac, message) ‘

for ./ & one-time \ for
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Fig. 2. The broadcast packet structure of the basic scheme. It consists of four elements,
which are the hash value of the next broadcast message’s MAC key (F(Kn)), the
one-time MAC key of its own packet (Kaac), routing information (i), and MAC
(Message Authentication Code) of the packet, generated with the one-time MAC key
(MAC(Kwyac, F(Kn)|Kmacl?)).
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(a) A commitment distribu- (b) The relation between packets in the basic
tion. scheme.

Fig.3. In (b), each arrow indicates the relation defined by a public one-way hash
function F

key K7, none cannot make a legitimate broadcast packet except node A. Each
neighbor node authenticates the 1st packet by hashing the second element (the
one-time MAC key) of the 1st packet and comparing it with the commitment
F(K7). Also, by generating MAC with the one-time MAC key of the packet,
receivers are assured of data integrity. If being assured of data integrity, receivers
then store the first element of the 1st packet F'(K3) for authentication of the 2nd
broadcast packet. If there is anything wrong either in authentication or in data
integrity, the packet is discarded. Subsequent routing messages are generated
and authenticated in the same manner as described above.

Consequently, the first element of the packet can be considered as a challenge
for checking the next packet’s authenticity and we can consider the second ele-
ment of the packet as the response for the challenge. So, the second element of
the packet is used for authentication and also considered as one-time MAC key.

Since a broadcast packet includes its own one-time MAC key, receivers can au-
thenticate the packet immediately. Our concern is only the local broadcast which
is a wireless one-hop transmission, not a multi-hop transmission. So, broadcast
packet is received by all neighbors simultaneously. There is no case that any one
of neighbors receives the broadcast packet earlier than other nodes. Even if there
is extremely fine difference in receiving time, it is impossible for a malicious node
to make a forged packet for that negligibly short moment, which requires the
re-generation of MAC using the just received one-time MAC key.

In basic scheme, receivers store only one challenge per each sender, which
is the hash value of the the one-time MAC key of the next broadcast packet.
A broadcast sender stores only one response, which will be used as the one-time
MAC key of the next broadcast packet.

4.2 Detailed ARMS Scheme

Due to its simplicity, the basic scheme described above seems suitable for a
sensor node’s routing advertisement messages. However, even a single packet
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loss breaks the relation between two consecutive broadcast packets and forces
the broadcast sender to re-distribute a new commitment.

Here, we present our ARMS scheme mitigating the effect of packet loss, a
practical version of the basic scheme. Figure 4 shows the relations among ARMS
packets and the difference between ARMS and the basic scheme. Only the first (a
challenge) and the second (a response) elements of the packet are presented in the
figure, where each arrow indicates the relation defined by a public one-way hash
function F'. In ARMS, differently from the basic scheme, a set of four consecutive
packets are uniquely related and these sets repeatedly appear in every other
packets in a twisted pattern. The first packet of each set is called a base, so a
base and a non-base packets alternate in sequence of packets. Once the packet
is authenticated (and also assured of integrity), both the first and the second
elements of the just authenticated packet are now treated as challenges for the
following packets. So, receivers store both the first (named a challenge(L)) and
the second (named a challenge(R)) elements of the most recently authenticated
packet as challenges. Receivers authenticate the following packet by verifying
relation between its second element (a response) and the challenges from the
most recently authenticated packet.

As seen in Figure 4, while a single packet loss breaks the relation between
the 3rd and the 5th packets in basic scheme, in ARMS the 3rd packets still
can be authenticated with the challenges from the 1st packet. Also, even if two
consecutive packets are lost, the 7th packet still can be authenticated with the
challenges from the 4th packet. In this way, ARMS can tolerate packet loss unless
two or more (when receivers’ challenges are of a non-base packet) or three or
more (when receiver’s challenges are of a base packet) consecutive ARMS packets
are lost.

ARMS packet has the same structure as the basic scheme’s (Figure 2). The
second element of the ARMS packet is used as the response for the challenges
and also as a one-time MAC key of the packet, and the fourth element is MAC
generated with the one-time MAC key of the packet.

A broadcast sender stores four tokens which will be used in the following
ARMS packets. A broadcast sender also stores a current commitment pair which
is the first and the second elements of the most recently broadcasted ARMS
packet. A broadcast sender sends the current commitment pair to a newly dis-
covered neighbor node through a secure unicast channel when a new neighbor is
discovered. The current commitment pair will also be sent to the neighbor node
that fails to tolerate packet loss. We explain the detailed usage of the current
commitment pair later in next subsection. Figure 5 shows a concrete exam-
ple of ARMS packets’ relations and the sender’s memory at the corresponding
moment. In the figure, only the first and the second elements of the packets are
presented.

A Sender side. A sender configures ARMS packet properly and broadcasts
ARMS packets orderly so that a set of four consecutive packets are uniquely
related and these sets repeatedly appear in every other packets in a twisted
pattern.
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< Basic scheme > <ARMS >

a commitment : a commitment : < abase
1st packet : 1st packet : < non-base

2nd packet Packet loss < abase
3rd packet : 3rd packet : < non-base

Packet loss 4th packet : < abase
5th packet : Packet loss < non-base

6th packet : Packet loss < abase
7th packet : 7th packet : < non-base

8th packet : 8th packet : < abase

Fig. 4. The relations among ARMS packets. Only the first (a challenge) and the second
(a response) elements of the packet are presented. Each arrow indicates the relation
defined by a public one-way hash function F'.

A sender picks a 64-bit random number (which will be used as the one-time
MAC key of the last packet of a set of four uniquely related packets) at intervals
of every other packet, more precisely at intervals of every non-base packet.

For example, to broadcast the 2nd packet (a non-base packet) in Figure 5,
the sender configures F(F(b)) and a from memory as the first and the second
elements of the 2nd packet respectively, and generates MAC with the one-time
MAC key a. Then, the sender picks a 64-bit random number ¢ and stores ¢
and its hash value F'(c), with previously chosen number b and its hash value
F(b). And the sender stores F'(F(b)) and a as the current commitment pair. To
broadcast the 3rd packet (a base packet), the sender hashes F'(c) twice, stores
F(F(c)) in memory, configures F'(F(F(c))) as the first element and F'(b) from
memory as the second element of the 3rd packet, and also generates MAC with
the one-time MAC key F'(b). And the sender stores F(F(F(c))) and F(b) as the
current commitment pair. To broadcast the 4th packet (a non-base), the sender
configures F'(F(c)) and b from memory as the first and the second elements
respectively, and generates MAC with the one-time MAC key b. Then, the sender
picks another 64-bit random number d and stores d and its hash value F(d),
with previously chosen number ¢ and its hash value F(¢). And the sender stores
F(F(c)) and b as the current commitment pair. Subsequent procedures for the
sender are the same as we described above. In this way, the sender can broadcast
uniquely related ARMS packets.
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< ARMS packet > < Sender’s memory >
Current commitment
; Four tokens
pair

1stpacket:[ F(F(F(b)| F(a) | < abase | F(F(F(b), F(a)| F(F(b),a F(b), b |

2nd packet || F(F(b) a | <nonbase | F(F), a | Fb), b Fo), c |

31d packet :[ F(F(F(©) | F(b) | — abase | F(F(F(c), F(b) | F(F(c)), b, F(c) c |

athpacket:| F(F(c) | b | <nonbase [ F(Fc), b | F(c), ¢ Fd), d |

5th packet :| F(F(F(d))) | “F(c) | « abase  [F(F(F(d))), F(c) | F(F(d)), ¢, F(d), d |

6th packet:| F(F(9) | ¢ | <nonbase [ F(F), ¢ [ Fd), d Fe), e |

7th packet : | F(F(F(e))) | “F(d) | < abase | F(F(F())), F(d) | F(F(e)), d, F(e), e |

8th packet:[ F(F(e)) | d | « non-base | F(Fe). d | Fee) e Fo, f |

oth packet:| F(F(F(7)) | "F(e) | — abase [ F(F(F(D)), F(e) [ F(F(), e, F(H, f |

Fig.5. An example of ARMS packets’ relations and the sender’s memory at the cor-
responding moment. Only the first and the second elements are presented. Each arrow
indicates the relation defined by a public one-way hash function F'. A broadcast sender
stores four tokens which will be used in the following ARMS packets and stores also
a current commitment pair which is the first and the second elements of the most
recently broadcasted ARMS packet.

A Receiver side. A receiver stores the challenges (a challenge(L) and a chal-
lenge(R)) and knows whether the challenges are of the base packet. Keeping
those information, a receiver authenticates the ARMS packets immediately and
tolerates packet loss.

As an example, we assume that the receiver has just authenticated the 4th
packet from the sender node A in Figure 5. Since the packet is authenticated,
the first and the second elements of the packet are stored as the challenges in
the receiver’s neighbor table, as shown in Figure 6. Because the 4th packet is a
non-base packet, the flag B, which indicates whether the challenges are of the
base packet, is set to false. The receiver’s authentication procedures may differ
depending on the value of B. The initial value is distributed along with the
initial commitment pair by the broadcast sender. We explain how the receiver
authenticates the broadcast packets depending on B and how it keeps track of
the value. We assume that the broadcast packet is just received from a node
claiming A.
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Neighbor Cost challenges B
ID L (R)
A i F(F(c)) b false

Fig. 6. The neighbor table of the receiver. The receiver has just authenticated the 4th

packet from the sender node A in Figure 5. Routing information from the authenti-
cated ARMS packet is stored in Cost field, the first and the second elements of the
most recently authenticated packet are stored in challenge(L) and challenge(R) fields

respectively, and B field contains a binary value, which indicates whether the challenges
are of the base packet.

(a)

B = false (e.g. the receiver’s challenges are of the 4th packet in Figure 5):
The receiver first hashes the second element (a response) of the just received
packet and compares it with the challenge(L) from the neighbor table. If it
is true and integrity is also verified, the first and the second elements of the
packet are stored as the new challenges. Since a base and non-base packet
alternate, this packet must be a base packet (e.g. the 5th packet in Figure 5),
so the flag B is set to true. Otherwise, the receiver hashes that hashed value
again and compares it with the challenge(L) from the neighbor table to see
if the packet has been lost. If it is true and integrity is also verified, the first
and the second elements of the packet are stored as the new challenges. Since
the previous packet was lost in this case and this packet must be a non-base
packet (e.g. the 6th packet in Figure 5), B is set to false. Otherwise, the
packet is discarded. Thus, when B is false, the receiver hashes the response
of the just received packet twice at worst case and tolerates packet loss unless
two or more consecutive packets are lost.

B = true (e.g. the receiver’s challenges are of the 5th packet in Figure 5):
The receiver first hashes the second element (a response) of the just received
packet and compares it with the challenge(R) from the neighbor table. If it
is true and integrity is also verified, the first and the second elements of the
packet are stored as the new challenges. Since a base and non-base packet
alternate, this packet must be a non-base packet (e.g. the 6th packet in
Figure 5), so the flag B is set to false. Otherwise, the receiver hashes that
hashed value again and compares it with the challenge(L) from the neighbor
table to see if the packet has been lost. If it is true and integrity is also
verified, the first and the second elements of the packet are stored as the
new challenges. Since the previous packet was lost in this case and this
packet must be a base packet (e.g. the 7th packet in Figure 5), B is set to
true. Otherwise, the receiver hashes that hashed value again and compares
it with the challenge(L) from the neighbor table to see if two consecutive
packet have been lost. If it is true and integrity is also verified, the first and
the second elements of the packet are stored as the new challenges. Since
the previous two consecutive packets were lost in this case and this packet
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must be a non-base packet (e.g. the 8th packet in Figure 5), B is set to
false. Otherwise, the packet is discarded. Thus, when B is true, the receiver
hashes the response of the just received packet three times at worst case and
tolerates packet loss unless three or more consecutive packets are lost.

4.3 ARMS Phases

ARMS has four phases: Initial setup, Receiver setting, Broadcast ARMS packets,
and Immediate authentication by receivers, as shown in Figure 7.

Initial setup. A broadcast sender picks two 64-bit random numbers, prepares the
four tokens for the following ARMS packets and makes an initial commitment
pair before the establishment of secure communication channels among neighbor
nodes. For example, F/(F(F(b))) and F(a) of the 1st ARMS packet in Figure 5
can be considered as an initial commitment pair and also F(F (b)), a, F(b) and
b as the four tokens that should be stored in memory.

Receiver setting. When the broadcast sender discovers neighbors and establishes
secure communication channels, the sender distributes the initial commitment
pair (which was made during initial setup) and the flag B associated with the
initial commitment pair through secure communication channels by unicast.

Also, when the broadcast sender receives a Receiver Setting Request (RSR)
message from any of its neighbors, the broadcast sender unicasts the current
commitment pair and the flag B associated with the current commitment pair
to that neighbor node through a secure communication channel. We explain the
usage of the Receiver Setting Request (RSR) later in Immediate authentication
by receivers part.

Broadcast ARMS packets. The sender broadcasts ARMS packets as we described
in the previous subsection.

Immediate authentication by receivers. By initial receiver setting phase, the
receiver receives the initial commitment pair and the flag B from the sender
through a secure unicast communication channel. This initial commitment pair
is used as the receiver’s initial challenges. Using those information, a receiver
authenticates the ARMS packet immediately and tolerates packet loss. Updat-
ing and keeping those information, subsequent ARMS packets are authenticated
by receivers.

However, either if two or more consecutive packets are lost (when the receiver’s
challenges are of the non-base packet) or if three or more consecutive packets
are lost (when the receiver’s challenges are of the base packet), ARMS fails
to tolerate the effect of the packet loss. Since ARMS is routing message, we
can set up a Maximum Time Interval (MTI) between two consecutive ARMS
packets. When the flag B is true (which means the receiver can tolerate two
consecutive ARMS packet loss), if no broadcast packet is authenticated from a
particular neighbor for 3 x MT1, it is considered as three consecutive ARMS
packet loss and receiver setting is needed again. And, when the flag B is false,
(which means the receiver can tolerate one ARMS packet loss), if no broadcast
packet is authenticated from a particular neighbor for 2x MT1, it is considered as
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two consecutive ARMS packet loss and receiver setting is needed again. Receiver
setting is done by sending a Receiver Setting Request (RSR) message to the
corresponding sender through a secure unicast communication channel.

Initial setup

Receiver setting

Y

Broadcast
ARM packets

’

Immediate authentication =~ RSR (Receiver
by receivers Setting Request)
| message

Fig. 7. ARMS phases

5 Evaluation

In this section, we evaluate the packet size of ARMS and the effect of packet
loss rate on the generation of RSR (Receiver Setting Request) messages.

As seen in Figure 8, the first and the second elements of the ARMS packet
occupy 8 bytes each. Although conventional size of MAC (Message Authentica-
tion Code) is 8 bytes or 16 bytes, a 4-byte MAC is found to be not detrimental
in sensor networks by Karlof et al. [6]. Hence, we employ a 4-byte MAC, the
last element of the ARMS packet. Receivers authenticate ARMS packet only
through an 8-byte response (the second element of the ARMS packet). A 4-byte
MAC in ARMS is only used for integrity check only if an 8-byte response is
verified, so MAC in ARMS has something to do with wireless channel error, not
an adversary’s attack. This can be considered as a double lock whose outer lock
is much stronger than an inner lock, so adversary still has a 1 in 25 chance of
guessing the right response. Consequently, ARMS has a total of 20 extra bytes
added to routing information. Considering 30-byte packets in sensor networks,
the remaining space is quite sufficient for routing information.

Also, the computations performed in sender and receiver side are just one-
way hash functions which can be done with a block cipher like RC5. Thus, this
amount of work is easily performed.

Figure 9 shows the impact of packet loss rate on the frequency of the genera-
tion of RSR messages. As packet loss rate increases, a receiver tends to generate
more RSR messages. If the packet loss rate reaches over 90%, a receiver sends
RSR messages approximately at intervals of 2.5 MTI (Maximum Time Interval)
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message

| challenge

(L)

N ——

8 bytes 8 bytes 4 bytes

| Kuac | i |MAC(KMAC, message)

Fig. 8. The byte size of each element in ARMS packet. The first and the second ele-
ments of the packet hold 8 bytes each. The size of the third element (routing informa-
tion) depends on a routing protocol being used. The size of the last element (MAC) is
4 bytes.

1

0.9

0.8

0.7

0.6

0.3 /
0.2 /

0.1 /
/

0 10 20 30 40 50 60 70 80 90 100
Packet loss rate (%)

# of RSR messages / ARMS packets sent

0

Fig. 9. The impact of packet loss rate on the frequency of the generation of RSR
messages

on the average, which result in about 40% RSR messages over the ARMS packets
sent by a sender. Where packet loss rate is less than 50% , only a small number
of RSR messages are generated, which is considered as negligible overhead. How-
ever, as packet loss rate increases over 50%, RSR messages are generated too
often, which incurs a large amount of communication overhead. This is because
ARMS is designed for mitigating the effect of packet loss over reasonably lossy
wireless channel.

6 Conclusion

In this paper, we have presented ARMS to address the broadcast authentication
of a sensor node’s routing message. Differently from broadcast authentication of a
base station’s message, due to severe hardware constraints, a sensor node cannot
afford the long one-way key chain. Moreover, the delayed authentication feature
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in previous schemes seems undesirable for routing message propagation. ARMS
requires only 48-byte memory space in sender side and 16 bytes in correspond-
ing receivers’ side. Since ARMS authenticates broadcast messages immediately
and does not require time synchronization among sensor nodes, ARMS is quite
suitable for broadcast authentication of a sensor node’s routing message. Also,
under reasonable circumstances (less than 50% packet loss rate), ARMS miti-
gates the effect of packet loss with negligible communication overhead. Armed
with ARMS, we believe researchers will be able to design a secure routing pro-
tocol that detects and isolates compromised nodes.
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Abstract. Mobile communication plays a more and more important
role in computer networks. How to authenticate a new connecting ad-
dress belonging to a said mobile node is one of the key issues in mobile
networks. This paper analyzes the Return Routability (RR) protocol
and proposes an improved security solution for the RR protocol without
changing its architecture. With the improvement, three types of redirect
attacks can be prevented.

Keywords: Authentication, Redirect Attacks, Security, MIPv6.

1 Introduction

Mobile networking technologies, along with the proliferation of numerous
portable and wireless devices, promise to change people’s perceptions of the In-
ternet. In true mobile networking, communications activities are not disrupted
when a user changes his/her device’s point of attachment to the Internet - all
the network reconnections occur automatically and transparently to the user.
The IETF RFC 3775 [1] supports mobile networking by allowing a mobile node
to be addressed by two IP addresses, a home address and a care-of address. The
former is an IP address assigned to the mobile node within its subnet prefix on
its home subnet and the latter is a temporary address acquired by the mobile
node while visiting a foreign subnet. The dual address mechanism in Mobile IP
network allows packets to be routed to the mobile node regardless of its current
point of attachment and the movement of the mobile node away from its home
subnet is transparent to transport and higher-layer protocols. Fig 1 shows the
basic operation in mobile IPv6.

One of the major features in Mobile IPv6 is the support for “Route Optimiza-
tion” as a built-in fundamental part of the Mobile IPv6 protocol. The integration
of route optimization functionality allows direct routing from any correspondent
node (C'N) to any mobile node (M N), without needing to pass through the mo-
bile node’s home sub-net and be forwarded by its home agent (HA), and thus
eliminates the problem of “triangle routing”. Route optimization in Mobile IPv6
requires that the M N, HA and the C'Ns maintain a Binding Cache. A binding
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i h

.

3 ! Tunnel
MN

Fig. 1. Basic operation in mobile IPv6

is the association of a M N’s home address (HoA) with a care-of address (CoA)
for that mobile node, along with the remaining lifetime of that association. A
mobile node uses Binding Update (BU) messages to notify its CNs or its HA
of its current binding. Unfortunately, unauthenticated binding update messages
provide intruders with an easy means to launch “Redirect Attacks”, i.e., mali-
cious acts which redirect traffic from the correspondent nodes to destinations
chosen by intruders. Therefore, security of the binding update messages is of
para-mount importance for Mobile IPv6 to meet its basic security requirements.

In IETF RFC 3775 [1], the Return Routability protocol (RR) is deployed to
secure binding updates from M N to C'Ns. The basic RR mechanism consists of
two checks, a home address check and a care-of-address check.

In the paper, we will analyze the RR mechanism and point out three attacks
to the RR protocol, and finally propose a solution without changing the RR
architecture.

The notations used throughout this paper are listed below:

h() a one-way hash function, such as SHA1 [2].

prf(k, m) a keyed pseudo random function - often a keyed hash func-
tion [3]. It accepts a secret key k and a message m, and generates a
pseudo random output. This function is used for both message au-
thentication and cryptographic key derivations.

e(k ,m) encryption of message m with a secret key k.

m|n  concatenation of two messages m and n.

MN  mobile node HA home agent of a mobile node.

CN  correspondent node of a mobile node.

CNA IP address of C'N.

HoA  home address of a mobile node.

CoA M N’s care-of address when it visits a foreign network.

2 Brief Review of RR Protocol

In RFC 3775’s Return Routability (RR) protocol [1], a CN keeps a secret key
kcn and generates a nonce at regular intervals, say every few minutes. C'N uses
the same key kopn and nonce with all the mobile nodes it is in communication
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with, so that it does not need to generate and store a new nonce when a new
mobile node contacts it. Each nonce is identified by a nonce index. When a new
nonce is generated, it must be associated with a new nonce index, e.g., j. CN
keeps both the current value of N; and a small set of previous nonce values,
Nj_1,Nj_2,. Older values are discarded, and messages using them will be re-
jected as replays. Message exchanges in the RR protocol are shown in Fig 2,
where the HoT'I (Home Test Init) and CoTI (Care-of Test Init) messages are
sent to CN by a mobile node M N simultaneously. The HoT (Home Test) and
CoT (Care-of Test) are replies from C'N. All RR protocol messages are sent
as [Pv6 “Mobility Header” in IPv6 packets. In the representation of a protocol
message, we will use the first two fields to denote source IP address and desti-
nation IP address, respectively. We will use CN A to denote the IP address of
the correspondent node C'N.

MN HA CN
Home Test Init (HoT)

Care-of Test Init CoT))

Home Test (HoT)

Care-of Test (CoT)

Fig. 2. Return Routability protocol

When M N wants to perform route optimization, it sends
HoTI ={HoA,CNA,rg}

and
CoTI ={CoA,CNA,rc}

to CN, where rg and rc are random values used to match responses with
requests. HoT'I tells M N’s home address HoA to CN. It is reverse tunneled
through the home agent H A, while CoT'I informs M N’s care-of address CoA
and is sent directly to CN.

When CN receives HoT' I, it takes the source IP address of HoT'I as input
and generates a home keygen token

KTy = prf(ken, HoA|N;|0)
and replies M N with
HoT'={CNA,HoA,ry, KTy, j},

where | denotes concatenation and the final “0” inside the pseudo random func-
tion is a single zero octet, used to distinguish home and care-of cookies from
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each other. The index j is carried along to allow C'N later efficiently finding the
nonce value N; that it used in creating the token KTpx. Similarly, when C'N
receives CoT'1, it takes the source IP address of C'oTI as input and generates a
care-of keygen token

KTc =prf(ken, CoA|N;|1)

and sends
CoT = {CNA, COA,Tc,KTc,i}

to M N, where the final “1” inside the pseudo random function is a single octet
“0x01”. Note that HoT is sent via M N’s home agent H A while C'oT is delivered
directly to M N.
When M N receives both HoT and CoT, it hashes together the two tokens to
form a session key
kpuy = h(KTy|KTc),

which is then used to authenticate the correspondent binding update message
to CN:
BU = {CoA,CNA, HoA, Seq#,i,j, MACpy },

where Seq# is a sequence number used to detect replay attack and
MACpy = prf(kpy,CoA|CNA|HoA|Seq#l|ilj)

is a message authentication code (MAC) protected by the session key kpy.
MACpy is used to ensure that BU was sent by the same node which received
both HoT and CoT. The message BU contains j and i, so that C N knows which
nonce values N; and N; to use to first recompute KTy and KT¢ and then
the session key kpy. Note that C'N is stateless until it receives BU and verifies
MAC. If MAC is verified positive, C N may reply with a binding acknowledge-
ment message

BA={CNA,CoA, HoA, Seq#, MACg},
where Seq# is copied from the BU¢gn message and
MACpa = prf(kpy, CNA|CoA|HoA|Seq#)

is a MAC generated using kpy to authenticate the BA message. CN then creates
a binding cache entry for the mobile node M N. The binding cache entry binds
HoA with CoA which allows future packets to M N be sent to CoA directly.
An example implementation of the binding cache at CN is shown in Fig 3,
where HoA is used as an index for searching the binding cache, the sequence
number Seq# is used by C'N to check the freshness of binding updates. Each
binding update sent by M N must use a Seq# greater than (modulo 2'°) the
one sent in the previous binding update with the same HoA. It is not required,
however, that the sequence number value strictly increase by 1 with each new
binding update sent or received [1]. Note that the session key kpy is not kept
in the cache entry. When C'N receives a binding update message, based on the
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Entry for MNt HoA, CoA, Seq#
k., N,N_, N.
Entries for other mobile nodes R

Fig. 3. A binding cache implementation at CN in the RR protocol

nonce indexes i and j in the message, it recomputes the session key using ko n
and the list of the most recent nonce values, say {N;, Nj_1, Nj_2}, and then
verifies BU using the newly computed session key.

The mobile node M N maintains a Binding Update List for each binding
update message sent by it, for which the lifetime has not yet expired. A binding
update list for a correspondent node CN consists of CNA, M N’s HoA and
CoA, the remaining lifetime of the binding, the maximum value of the sequence
number sent in previous binding updates to CN and the session key kpy.

3 Redirect Attacks to RR Protocol

Obviously, the RR protocol protects binding updates against intruders who are
unable to monitor the HA-CN path and the MN-CN path simultaneously. How-
ever, one has no reason to assume that an intruder will monitor one link and
not the other, especially when the intruder knows that monitoring a given link is
particularly effective to expedite its attack. Even worse, we demonstrate that the
RR protocol can be attacked under its original assumption of no simultaneous
monitor of both the HA-CN path and the MN-CN path.

3.1 Session Hijacking Attacks

Let’s consider the scenarios showed in Fig 4, a mobile node M N; is communicat-
ing with a correspondent node CN. An intruder sends a forged binding update
message (or replays an old binding update message) to C' N, claiming that M Ny
has moved to a new care-of-address belonging to a node M Ns. If CN accepts
the fake binding update, it will redirect to M N> all packets that are intended
to M Ni. This attack allows the intruder to hijack ongoing connections between
M N; and CN or start new connections with C'N pretending to be M N;y. This
is an “outsider” attack since the intruder tries to redirect other nodes’ traffic.
Such an attack may result in information leakage, impersonation of the mobile
node M N or flooding of M Ns.

This attack is serious because M Ny, M Ny, CN and the intruder can be any
nodes anywhere on the Internet. All the intruder needs to know is the IP ad-
dresses of M N1 and C'N. Since there is no structural difference between a mobile
node home address and a stationary IP address, the attack works as well against
stationary Internet nodes as against mobile nodes. The deployment of a bind-
ing update protocol without security could result in breakdown of the entire
Internet [4].

In the case of the static IPv6 without mobility (which is equivalent to the
mobile node M N at its home subnet in Mobile IPv6), to succeed in the attack,
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the intruder must be constantly present on the CN-HA path. In order to redirect
C'N'’s traffic intended for M N to a malicious node, the intruder most likely has
to get control of a router or a switch along the CN-HA path. Furthermore, after
taking over the session from M N, if the malicious node wants to continue the
session with C'N while pretending to be M N, the malicious node and the router
need to collaborate throughout the session. For example, the router tunnels CN’s
traffic to the malicious node and vise versa.

Intruder

Fig. 4. Session hijacking attacks

In the case of Mobile IPv6, the effort committed to break the RR protocol
to launch a session hijacking attack could be considerably lesser. Assume that
MN; and C'N are having an on-going communication session and the intruder
wants to redirect CN’s traffic to his collaborator M N5. The intruder monitors
the CN-HA path (i.e., anywhere from M N;’s home network to C'N’s network)
to obtain HoT, extracts the home keygen token KTy and sends it to M Na.

Upon receiving KTy, M Ny sends a CoTI to CN and CN will reply with a
care-of keygen token KT¢. M N5 simply hashes the two keygen tokens to obtain
a valid binding key, and uses the key to send a binding update message to C N
on behalf of M N;. The binding update will be accepted by C'N which will in
turn direct its traffic to M Ns.

3.2 Movement Halting Attacks

Another related attack is when a mobile node M N rapidly moves from one care-
of ad-dress CoA to another CoA’. Since M N runs the RR protocol whenever
it moves to a new location, an intruder can intercept the care-of keygen token
KT¢ in the current RR session and the home keygen token KT in the next RR
session, hash the two keygen tokens to get a valid binding key, and then send a
binding update message with the CoA in the current session to the correspondent
node. The correspondent node will still send its traffic back to CoA. Hence, M N,
which has moved to CoA’, will not receive data from the correspondent node.
Note that in this attack the attacker does not have to intercept the two keygen
tokens at the “same time”.



180 Y. Qiu, J. Zhou, and R. Deng

3.3 Traffic Permutation Attacks

The RR protocol is also subject to a “traffic permutation” attack. Consider
a correspondent node which provides on-line services to many mobile clients
(Fig 5). An intruder can simply eavesdrop on the RR protocol messages to collect
keygen tokens on the border between the correspondent node and the Internet.
The intruder then hashes random pairs of keygen tokens to form binding keys,
and sends binding update messages to the correspondent node.

CN/Server

Intruder

Fig. 5. Intruder attacks an on-line server

Such a forged binding update message will be accepted by the correspondent
node with probability 1/4. This will cause redirection of traffic to randomly se-
lected mobile clients and eventually bring down the services of the correspondent
node.

4 Improvement of RR Protocol

The attacks outlined in the above section are due to the decoupling of HoA and
CoA in RR messages. In the original RR protocol, the home keygen token

KTy ::prf(kcuv,fJO/4UV3|O)
and the care-of keygen token
KTc =prf(ken, CoA|N;|1)

are delivered without any stated relationship. Any pair of home keygen token
and care-of keygen token can generate a valid binding key

kpu = W(KTy|KTc)

as long as the indexes, i and j, are still valid.
However, the attacks described in the above section can be prevented by mod-
ifying the RR protocol to include both CoA and HoA in the generation of home
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keygen token and care-of keygen token, respectively. In the improved RR proto-
col, HoA and CoA are bound together. (The modified parts are underscored.)
A mobile node sends

HoTI' = {HoA,CNA,CoA,ry}

and
CoTI' = {CoA,CNA,HoA,rc}

to a CN, which replies with the home keygen token
KTy = prf(ken, HoA|N;|CoA|0)
and the care-of keygen token
KT, =prf(kcen, CoA|N;|HoA|l).
Then the new binding key
By = WK Ty|KT¢)

is valid only for the pair of HoA and its claimed CoA. Therefore the misuse of
keygen tokens can be avoided.

5 Conclusion

In this paper, we first reviewed the Return Routability protocol in RFC 3775,
then demonstrated three redirect attacks: Session Hijacking Attacks, Movement
Halting Attacks and Traffic Permutation Attacks. We further pointed out that
the attacks are due to the decoupling of HoA and CoA in RR messages. We
also proposed an improved solution that provides much stronger security than
the original RR protocol without changing its architecture.

References

1. D. Johnson, C. Perkins, and J. Arkko, “Mobility Support in IPv6”, IETF RFC 3775,
June 2004.

2. NIST, “Secure Hash Standard”, NIST FIPS PUB 180, May 1993.

3. H. Krawczyk, M. Bellare, and R. Canetti, “HMAC: Keyed-Hashing for Messaging
Authentication”, IETF RFC 2104, February 1997.

4. T. Aura, “Mobile IPv6 Security”, Proceedings of the 10th International Workshop
on Security Protocols, LNCS 2467, Cambridge, UK, April 2002.



Dark Encounter Computations

(and Musings on Biological Networks)
(Extended Abstract)

René Peralta

Information Technology Laboratory, National Institute of Standards and Technology
rene.peralta@nist.gov

1 Introduction

Two models of distributed computation are described in which the agents are
anonymous finite-state sensors interacting through a communication network
whose dynamics (in case the agents are mobile) and/or topology they do not
control or even know about. These models were recently introduced in a series
of papers by Angluin et al. [3/4U2/5].

In one model, the agents are stationary but form a network of unknown topol-
ogy. Furthermore, the pair-wise communication links in the network become
available in a random and unpredictable infinite sequence. The sensors would
like to compute a function of their inputs. While doing so they are, by design, or
inherent limitation, not endowed with unique identities (hence the term “dark
encounter computations” in the title of this note). Angluin et al. developed a
theory about such networks that, among other results, showed that their compu-
tational power is dependent on topology. Perhaps contrary to expectation, the
power is inversely proportional to the connectivity, with a straight-line configu-
ration being the most powerful and the complete graph configuration being the
weakest. This observation leads naturally to a number of questions related to
the structure of the network. What topological properties of the network can be
computed? (e.g., is the network a ring?). What properties can individual sen-
sor nodes compute? (e.g., am I in a cycle?). These and related questions are
answered in the affirmative in [2].

In the second model, agents are randomly mobile and communicate via pair-
wise interactions. As with the first model, the agents are anonymous and have
no control of the sequence of interactions. A stochastic assumption ensures that
every pair of agents eventually encounter each other[] Angluin et al. show that
this model of computation turns out to be surprisingly powerful. In a type of
computation called “population protocol” the networks are able to compute
predicates such as parity and majority. Population protocols can also perform
modular arithmetic (for details, see [4]).

There are, of course, a number of possible definitions of what it means for these
networks to “compute” something. In the work of Angluin et al. the network is

1 An example of such a network is RFID devices installed in cars. In this setup, sensors
get to exchange information when two cars get sufficiently close to each other.
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said to stably compute a function if all sensors eventually converge to the correct
value even when their inputs are allowed to vary an unbounded but finite number
of times.

It is natural to wonder how contrived this paradigm is. The question arises
because most of these problems become uninteresting if the finite-state and/or
the anonymity constraints are removed. In particular, if the sensors are endowed
with enough memory, the nodes can assign each other unique identifiers and
are then able to simulate a Turing Machine. Anonymity, however, is a plausible
constraint in a variety of scenarios. Some of these are listed below. Each is
deserving of a lengthy discussion. In this short note, however, I only elaborate
on one of them.

e Biological networks (see discussion below);

e Nanotechnology: molecular-sized engineered devices for distributed compu-
tation (in a patient’s bloodstream, for example) may well have extremely
limited computational and (usable) memory resources;

e Limited memory use may be a desirable security property. For example, a
captured spying device would ideally “know” very little about what it is
doing, where it has been, and what it has seen. In this way, the purpose of
the “mission” may remain secret;

e Even when network agents, such as RFID devices, have enough memory
to hold unique identifiers, privacy concerns have been raised which may be
addressed by designing the devices to be anonymous. This issue is being
debated in the context of RFID chips on vehicles (see, for example, the
controversy surrounding Texas bill HB2893 http://www.atsnn. com/story/
132110, html).

2 Biological Networks

In biological networks of lower organisms, and despite the fact that the state
space of member agents is typically huge (much larger than the number of
agents), we can reasonably expect anonymous communication as a result of
evolutionary processes. In their random evolutionary walk through the space
of possible configurations and behaviors, it seems highly unlikely that lower or-
ganisms such as bacteria would develop the ability to call each other by name.
Yet bacteria have been shown to exhibit a remarkable range of social behaviors.
For example, they are able to coordinate sporulation in such a way that the col-
lective behavior only occurs if enough of the members “think” it is a good idea.
It is unclear to what extent the different known communication mechanisms of
bacteria can be simulated (in a way that does not do away with fundamental
properties of biological systems) by the networks of Angluin et al. The type of
distributed problem-solving we are interested in here has been shown to occur
via chemotactic signaling and quorum-sensing. However, these communication
mechanisms do not, strictly speaking, involve pairwise interaction. Another com-
munication mechanism, plasmid exchange, does involve pairwise interaction. But
I am not aware of this mechanism being used in coordinating real-time bacterial
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behavior. Nevertheless, distributed computation via pair-wise communication
has been documented in neurons (quite surprisingly, as most studied neuronal
communication involves broadcasting to all neighboring neurons) [§]. This gives
reason to suspect the phenomenon may not be uncommon in biological networks
of lower organisms (it is clearly an important component of the social behavior of
higher organisms such as humans). In my own observations of pond life through
a microscope, I have observed many “networks” of algae which clearly coordi-
nate behavior and communicate via pairwise interactions. I have no expertise,
however, to investigate the question of whether the two observed phenomena
(coordination and communication through pairwise interaction) are related.

Emerging areas of research aim at describing the fundamental properties of bi-
ological networks. Among the most prolific of these efforts are those of Barabasi’s
group (see http://www.nd.edu/~alb/)). Here are, without elaboration, some
morsels of wisdom from this body of work:

e the World Wide Web exhibits a topology which is not what one would expect.
A computer scientist might expect it to be similar to Erdés’s random graphs.
A social scientist would expect it to be similar to “small-world” networks.
As shown in [I], it is neither, and apparently the differences have important
implications (with hindsight, one quickly realizes that random graphs in the
sense of Erdés and Rényi [6] are not likely to be endowed with life-sustaining
properties such as Maturana and Varela’s autopoiesis E)

e the same structural properties that make the World Wide Web and the
Internet resilient to local failures also makes them vulnerable to attack.

A different methodological approach to understanding biological networks
seems implicit in Harvard’s Bauer Center writings (see http://cgr.harvard.
edu/research/biological.html). Part of its research mission statement reads
as follows

“What subset of the space of possible networks do biological systems
occupy? Can we explain why they occupy this subset? Possible answers
to the last question include recycling of historical accidents, strong evo-
lutionary constraints from the combined requirement for robustness and
adaptability, and the requirement that any functional module can be
constructed by a series of incremental improvements. ”

In a recent report by the National Research Council’s Committee on Net-
work Science for Future Army Applications (executive summary is available at
http://darwin.nap.edu/execsumm pdf/11516.pdf)), the Committee concludes
that abstract networks are poorly understood and that such understanding is
necessary to address the problem of securing computer networks. The report
goes on to recommend that a new field, “network science”, be funded.

Although the above discussion may seem far removed from network security
issues, I contend that it is not. Autopoiesis, for example, views as a defining

2 For a review of autopoiesis see, for example, [7].
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characteristic of life that of being able to maintain structure (and hence func-
tionality) while interacting with an environment that is constantly damaging, or
outright destroying, components of said structure.
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Abstract. This paper contains the summary of a panel on authentica-
tion in constrained environments held during the Secure MADNES’05
Workshop. These were transcribed from hand-written notes.

Mike Burmester (M. B.): We are having a talk here, on the topic of authen-
tication on constrained environments. The panelists could take it into any
direction they find interesting. I chose this topic because it is almost impos-
sible to achieve authentication in ad-hoc settings. (After this opening, M. B.
introduces the speakers to the audience filling the room.)

Virgil Gligor (V. G.): So, I will try to be respectful to the topic. I will men-
tion several topics that are related to the main topic.

First primitive: Authenticated encryption. Involves 1-pass through data,
requiring block cipher computation plus redundancy check. No extra
work is required, only the block cipher. This is the most efficient
approach. If authentication fails, then encryption fails with high prob-
ability. Note that 1-pass authenticated encryption is what you want.
Alternative: Kerberos authentication (using hashes) and a second pass
with block cipher. Another alternative: use block cipher and authen-
tication (using block cipher to implement both primitives). Again, two
passes over the data. The 1-pass authenticated encryption is clearly most
efficient.

M. Burmester and A. Yasinsac (Eds.): MADNES 2005, LNCS 4074, pp. 186-[I91] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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Second primitive: Another form of authentication that is needed is to
authenticate based on threshold voting: Suppose there are m neighbors
in a location. One should be able to figure out if t-out-of-m vote to
take some action (sensing event). Any ¢ messages out of m authenticate
in a neighborhood. How to do this? Various primitives are available: I
have described a technique using random polynomials, where the degree
should be approximately equal to the threshold. May have to use Merkle
trees. In summary, it is possible to implement t-out-of-m authentication
efficiently using one of Merkle trees, hash trees, or random polynomials.

Other form of authentication: Base station based as opposed to fully
distributed. Not so interesting, and [I am] not convinced it is needed
[for] more sophisticated forms of authentication.

Doug Tygar (D. T.): About base-station to node not being interesting: It
hurts, I wrote a book on the topic! I do not think authentication will be a
problem, at least machine-to-machine or message authentication. I believe
our model is wrong. I will give an example with dual-core devices: a low-
power one that runs all the time, and a high-power crypto device that works
infrequently. What about tamper-resistance? I believe that trends coming in
the next few years (Playstation DRM technology, trusted computing base
(TCB)) will make tamper-resistance available. Important question: Will we
have any anonymity in this type of environment?

Yuliang Zheng (Y. Z.): My interest is efficient cryptographic solutions to
problems. I take a different approach. How keys get distributed, updated?
How to design efficient/better algorithms? How to design authenticated en-
cryption? For that, a solution is available. So, first issue: Key distribution.
second issue: If we look to far ahead, we may loose perspective. Why not look
at novel techniques for authentication if you want to anticipate MADNES
20107 Before then quantum devices may be available, so why not look at
novel approaches?

M. B.: Take another angle. MANETS are short-term networks, but also useful
as support for fixed networks. Attackers of fixed-line networks exploit par-
ticular weaknesses of the network. I wish to set-up wireless overlay networks
to set-up new networks quickly and compensate on attacks on wire-based
networks.

— Issue: Key revocation. How to revoke keys? How to decide with mobile
devices are not behaving as required, how to revoke them? There is scope
for ad-hoc networks that are not only sensors, not short-lived, but needed
for long-term survivability (using threshold-based encryption).

Evangelos Kranakis (E. K.): These guys have left nothing for me. Let me
see, authentication in constrained devices. One word at a time.

— Authentication: Verify that something is genuine. How much authenti-
cation is satisfactory to us? How much do we want? How may we afford
it? Each application has its own risks, constraints, so focus on what is
important.
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— Constrained devices: Which part is constrained? Do we mean bandwidth
limitations, resource limitations? Authentication is best for short periods
of time. Authentication is short-lived.

— Environment: Assuming an ad-hoc environment, not previously thought-
out. Out-of-blue authentication needed. What is involved: Servers, a wi-
fi network? Environment is not well defined. Within this context, think
differently, new approaches.

e Use directional antenna in some clever way.

e Use location in some clever way.

e Use radio-frequency fingerprint, at least study for what aspects they

may work.

e What is possible? Measure it.
History of wired networks: As V. G. mentioned, we have experience transfer-
ring solutions from other contexts to see what can be better: Take wireless
out, put wire-line back in, go back 30 years (old devices were constrained).
Think differently, not just transfer solutions.

M. B.: It occurs to me, we started this workshop with V. G. with talk about
how to do things in a different way. Then E. K. talked about new tech-
nologies, using non-cryptographic authentication for identification. It is an
emerging technology to deal with new types of properties referring to wireless
technologies.

Y. Z.: We talked about constrained devices. My watch is powered by light.
Perhaps the battery issue will go away.

E. K.: I do not think battery issues will go away, it will not because of Moore’s
law.

Member of Audience: New technologies (TOSHIBA) increase battery capac-
ity 3 times, then double the capacity again. Batteries improve, but many
interests require power. Are we making mistakes to use crypto that is secure
by going back in time 30 years?

D. T.: I do not think that we go back in time, some issues are revisited, but
new issues appear. Batteries have Moore’s law, everything has Moore’s laws
except human intelligence. Batteries could use temperature differentials, lig-
uid fuel, could burn fuel for decades. I think these issues will be addressed.
Think about the motivation: More than a third of the weight that American
soldiers carry is batteries.

V. G.: Batteries are nice targets of attacks. Authentication protocols are not
designed to protect against battery depletion attacks, especially public-key
authentication. The problem is not really public-key if you use only once. But
where to stop authentication? For example, vehicular protocols, authenticat-
ing distances. What do you mean? Feet, yards? I am talking about revealing
positions. Can A reveal his position to B, then B to A? What primitives,
batteries need to be used?

E. K.: There are examples of environments that are not constrained. E.g.: In-
ternet. We try to run BGP, notoriously insecure. Cannot do anything very
well. How can we be secure when we cannot do anything right?
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D. T.: We cannot defend BGP. May be people will do something right next
time.

V. G.: More than BGP, look at DNS. We know DNSSEC for 10 years, but it
is nowhere to be seen. How to reconcile competing economic interests that
are difficult to change? We know how to do Internet authentication, but
other issues come in the picture. I hope in MANETSs we should not box
ourselves in. Back to D. T., we are interested in privacy. What is the impact
of authentication on privacy? When are we for authentication? When for
privacy?

D. T.: Example: My house is burglarized. I can cancel my credit cards w/o
authentication. There are clear DoS issues in this picture. I want to digress.
Legacy of Internet: Remember TCP/IP were experimental protocols. Do it
over again, and we could make better choices. I fell negative about IPv6, its
a patch instead of an evolution. In MANETS there is an opportunity not to
build upon previous mistakes. What stops us from making new mistakes?
Make new protocols modular so that we can address these.

Member of Audience: Regarding anonymity. Any possibility of achieving
privacy-preserving authentication? Any hope?

D. T.: T do not know.

V. G.: Skeptical.

E. K.: Product of anonymity and authentication equals 1.

Y. Z.: 1 think devices that, for devices that are not associated with human
beings, like sensors in a forest, this is not an issue. But for cell phones, this
is an important issue.

Member of Audience: Some networks have hundreds of nodes. If a small
number of nodes is compromised, how much damage takes place?

E. K.: A containment issue. I do not know the answer.

M. B.: Hard issue in fixed-line networks. Different, much harder in MANETS.
Nearly impossible in general, but maybe local containment is achievable.
Depends on the application. If it is a military application, you can use so-
phisticated techniques. Varies with context.

V. G.: If devices can be captured, all authentication protocols will fail. Authen-
tication is designed to protect against man-in-the-middle attacks. If one end
is compromised, what will happen to them? If adversary captures node. We
will develop and deploy these technologies, introducing new vulnerabilities
on old security protocols. What worries me is mismatch: That spells trouble.

D. T.: To be controversial, if [adversary] captures nodes, and re-uses them, ok.
What if cloning? Need to develop cloning-proof technology.

V. G.: We have examples of protocols that can solve such problems, but they
are few and far between.

D. T.: Give me 18 months. One solution: tamper-resistance. Substantial work
has been achieved on this from PODC. We can learn from them. We have
different applications in mind. I look at ubiquitous devices (not hundreds,
but tens of thousands). Instead of looking at one sensor, pool many sensors
to find answer. One question is how to design protocols to achieve security
this way.
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M. B.: We can handle faults, but not malicious faults. If one looks at mili-
tary applications, look at the cost of attacks. Malicious faults would include
cloning millions of devices, flooding. Will it happen? Who is the adversary?

V. G.: Comment about device capture: Tamper-proof not withstanding, if you
have control (capture) you win (modify inputs). In World War II, spies were
captured, and provided with modified information, and the Brits had poor
intelligence for 2 years. This is a problem with device capture.

Member of Audience: Should remote sensing be used instead of sensors?

V. G.: Deployment has not been looked at, it is an important issue.

Y. Z.: Authentication itself is not alone the solution. Self-destruction is the
answer.

V. G.: What about changing inputs? It is a fundamental problem.

Member of Audience: What about scalar authentication?

E. K.: How to mathematize this problem?

Y. Z.: Crypto technology is one of many aspects. Usability, practicability are
important.

D. T.: What it means to authenticate w/ some probability? For instance, Zero-
Knowledge. But not sure what that means otherwise. Once a vulnerability
is discovered, authentication problems spread like wild-fire.

V. G.: People at Ericsson have looked at fairly weak authentication. It depends
on the purpose. Could be that what you need if you have ways to confuse.

Member of Audience: What do you mean by weak?

V. G.: Other means of authentication: Fingerprinting, biometrics, weak for a
variety of reasons. However, sufficient.

D. T.: Question for the audience: If we have a student that wants to work on
this issue? What should we give him as a topic?

V. G.: Characterize your problem: Novel, formulatable, 3—4 years. E.g.: Study
of emergent properties. Emergent algorithms and protocols. What is the big
security problem? The big ubiquitous device is the mobile phone.

Member of Audience: People are using mobile phones as wallets,
credit-cards, everything.

V. G.: Japan had an experiment with mobile phones as wallets, not very
promising.

Member of Audience: If authentication is there, what about misconfigura-
tion?

M. B.: This is like an insider attack.

V. G.: Excellent topic: Intruder attacks. We look at intrusion detection in wired
networks. What to do to protect network against malicious security admin-
istrators? Right now, nothing. How to make it robust? Nothing so far.

E. K.: Some previous work exists.

Member of Audience: I think using cell phones will be secure in the future.
For the moment, not feasible. But with IPv6, there will be ways to place your
info somewhere in cyberspace. Currently not feasible, but with unified pro-
tocol with WLAN. IP is common protocol for all these. If we put security on
IP, all these networks will be protected. Future of business is cross-protocol.
I hope that in the future putting secrets on cell phones will be useful, but
not now.
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V. G.: Unification is good. Good research topic: Design human interfaces for
security. E.g.: security interface for setting PIN/password. Did not work on
my phone after switching off. I failed, and needed to look up the manual.
Nice to have intuitive interface.

Member of Audience: At the moment, all in cell phones relates to 3GPP. All
implementations, so it is fundamental to secure the 3GPP protocol.

V. G.: Problems: administrators fully trusted, problems with misconfiguration,
bad user interfaces. It will stay like this for a while. We will get it wrong,
even if protocols are good, even with tamper-resistance.

E. K.: We want to use cell phone like a wallet, but want it to be more like a
pet-device-recognizing you all the time. (Human-computer authentication.)
Move Ph.D. students to do some practical work.

(Panel adjourns)
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